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1. Introduction
This pCR proposes additions to TR 33.879 based on the Stage 1 requirements for MCPTT and the information contained in the accompanying discussion paper S3-151846.
This pCR provides a registration, authentication, and authorization method that satisfies the MCPTT security requirements defined in 22.179 (Stage 1), the MCPTT architecture defined in 23.179 (Stage 2), and the LS response (S3-151444) provided to SA6 from SA3 on April 24, 2015.

The following security requirements are sourced from 22.179 and are applicable to MCPTT security for UE and User Authentication.  These requirements shall be addressed in the contents of SA3 33.879 “Study on Security Enhancements for Mission Critical Push To Talk (MCPTT) over LTE”.

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.

[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.

[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE: The MCPTT Service features available are based on the authenticated user identity(s).

[R-6.13.3-001] The MCPTT Service shall provide a means by which an MCPTT UE can require authentication of the MCPTT Service.

The following excerpt from 22.179 (Stage 1 MCPTT architectural requirements) provides an architectural overview of MCPTT UE registration and User Authentication:
4.5.1
MCPTT User association to MCPTT UE in on-network mode

Consistent with the EPS paradigm, when an MCPTT UE is powered on, it accesses the LTE system, and connects to the EPC. During this phase, the credentials from a USIM application (or possibly, an ISIM application, if IMS is used) on a UICC associated with the MCPTT UE is used for authentication with an HSS. This is followed by the MCPTT Application, resident on the MCPTT UE, establishing a connection, employing application layer security in its connection to the MCPTT Service.
Possibilities for the MCPTT UE, when connecting to the MCPTT Service:
-
An MCPTT UE, with credentials of an MCPTT User at the time of connection to the MCPTT Service, is able to authenticate using a specific MCPTT User identity (e.g., via an Identity Management service). After successful user authentication the MCPTT User Profiles are made available to the MCPTT UE for use in both on-network and off-network operation modes.

-
An MCPTT UE, without credentials of a specific MCPTT User at the time of connection to the MCPTT Service, proceeds using a default identity associated with the MCPTT UE itself.  In this case, the MCPTT Service is capable of assigning a temporary MCPTT User Identity to this MCPTT UE. Some level of authentication might be attempted, and, depending on the results, an appropriate MCPTT User Profile associated with this temporary MCPTT User Identity and with the circumstances of the access is made available to the MCPTT UE for use in both on-network and off-network operation modes.
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7.x Solution #X: MCPTT User Authentication and Registration based on OpenID Connect
Editor’s Note:  A comparative analysis and justification of this solution versus 3GPP Single Sign-On solutions specified in Technical Report 33.895 “Study on Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”, 33.924 “Identity management and Generic Authentication Architecture (GAA) interworking”, and 33.980 “Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)” needs to be completed.  This comparative analysis and justification is to be performed against the MCPTT stage 1 (TS 22.179) and MCPTT stage 2 (TS 23.179) security requirements.

In order to provide a complete user authentication and UE authorization solution for MCPTT that satisfies the requirements in 22.179 and the architecture in 23.179, the following security features are needed. 

1.
Network access and network security with the EPS Core.

2.
MCPTT UE authentication and registration with SIP Core.

3.
Identity verification of the MCPTT user with the MCPTT domain via a set of MCPTT User Credentials.

4.
MCPTT User authentication and registration with the MCPTT Server

This solution provides for MCPTT User identity verification, MCPTT User Authentication and Registration with the MCPTT Server, as well as SIP Core registration for MCPTT UE. 

OpenID Connect [12] tokens are used for both authenticating and registering the user with the MCPTT Server.  MCPTT UE Authentication and SIP Core registration is based on an existing 3GPP IMS Authentication schemes detailed in 3GPP TS 33.203.

Figure 7.x-1 shows the high level flow for Token-based MCPTT user authentication and UE registration with SIP Core.  

NOTE: As defined in 23.179, the SIP Core may be resident in the network domain or MCPTT domain.  Also, it is important to note that User authentication (Step 3 in this instance) may occur at any pointin this flow between Step 0 and Step 4.
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Figure 7.x-1: MCPTT UE Registration and Token based User Authentication Flow

The following describes the steps performed in Figure 7.x-1 for MCPTT UE registration and token-based MCPTT User Authentication and registration with the MCPTT Server.

Step 0:
The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in 33.401.

Step 1: The MCPTT UE establishes a secure session with the SIP Core.  The SIP User Agent authenticates to the SIP core and registers its IMPU. For IMS authentication, specification 33.203 [9] applies. 
NOTE: At this time, only a secure connection exists between the MCPTT UE and the SIP Core, no MCPTT communications (emergency or otherwise) are available.

Step 2: The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration.  The registered IMPU is sent in this step along with the SIP Core address. This allows MCPTT server to allow minimal or default services for this SIP session at this time.

Step 3: The user provides its MCPTT User Identity and associated credentials to the IdM server via the IdM client’s user agent (over https).  If the user is successfully authenticated (and optionally authorized) by the IdM server, the MCPTT client receives in return an access token specific to the MCPTT user and MCPTT service.

NOTE: This step may occur at any point in this flow between Step 0 and Step 4.

Step 4:  The access token obtained in Step 3 is provided to the MCPTT server in a SIP Publish message.  The MCPTT application validates the access token.  If the MCPTT user is authorized for MCPTT services, then the MCPTT server binds the user associated with the access token with the SIP session URI and IMPU.  

The MCPTT server responds by providing the MCPTT user its service authorization profile. 

7.x.1 OpenID Connect (OIDC)

The OpenID Connect [12] based authorization server provides client applications with two key tokens:
a) ID Token – asserts the user’s identity in a signed and verifiable way. Similar to an identity card, enables MCPTT Client to identify the authenticated user. This is JSON Web Token (JWT) based and is self-contained with information useful to the receiving OIDC Client.

b) Access token – A bearer token that represents that a resource owner has authorized an MCPTT client for access to a protected MCPTT resources on behalf of the end user.  The token is sent by the MCPTT client to the MCPTT server.   The MCPTT server utilizes this token to determine the set of protected resources it will enable for the MCPTT client.
Authorization servers supporting OpenID Connect protocol and providing user authentication as a service are referred to as OpenID Identity Providers (IDP). Applications that outsource its user authentication function to an IDP is referred to as Relying Parties (RPs). 
The Identity Management Server in the MCPTT network is the OpenID Identity Provider, and the MCPTT server which depends on the access token to verify the user is the Relying Party.

7.x.1.1 OpenID Connect Authorization Code flow using Proof Key for Code Exchange

Editor’s note:  It is FFS whether an authorization code interception attack is applicable to MCPTT.

OAuth 2.0 Authorization code flow [11] with additional security enhancements proposed by [10] is used as the OpenID Connect flow in the proposed solution.

The MCPTT Client native application in the UE is a “public client” incapable of maintaining the confidentiality of their credentials. When a public client utilizes the Authorization Code Grant to authenticate with the OIDC server, they are susceptible to the authorization code interception attack.

Once the user (i.e. the resource owner) authenticates, the OIDC server provides MCPTT Client with an authorization code through a browser redirect HTTP message. The client then sends the authorization code to the OIDC Server and gets an access token in return. The Redirection URI typically uses a custom URI to communicate with the native application.

The interface between the browser and the native app is based on callbacks (handlers). This path is unprotected and could be attacked by a malicious application (native application) in the UE. A malicious app can register itself as handler for the custom URI scheme and intercept the authorization code. To prevent these kinds of malicious apps from exchanging the “falsely obtained” code for an access token, code-challenge and code-verifier strings are used by the IdM Server to verify the the MCPTT Client. 

a) The Client creates a code_verifier string and a code_challenge string derived from the code-verifier string.  

b) The client includes the code_challenge string when it requests an access token in the “Authorization Request” message. 

c) Subsequently, when it sends a message to exchange the authorization code for an access token, it includes the code_verifier string to the IdM Server, in addition to the authorization code. The code_verifier string is cryptographically associated with the code_challenge. Therefore the IdM Server can generate code_challenge on its own from the received code-verifier string, and compare it with the code_challenge provided by the client in the “Authorization Request”. If the values match, it proves that the client is legal. An an access token is granted to the client.
7.x.2 Detailed flow for MCPTT User Authentication and Registration using OpenID Connect

Figure 7.x.2-1 shows the detailed flow for MCPTT User Authentication and Registration.
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Figure 7.x.2-1 OpenID Connect MCPTT User Authentication and Registration

Step 0: The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in 33.401. Local P-CSCF in the Home IMS network is discovered at this point.

Step 1: The UE IMS Client authenticates with the Home IMS network. For IMS authentication, specification 33.203 [9] applies. 
Step 2: The SIP core sends a SIP 3rd Party Registration to the MCPTT application Server, notifying it of the MCPTT UE SIP registration. The 3rd party REGISTER message includes the registered IMPU and S-CSCF’s SIP-URI or IP Address.  

Step 3a: The IdM client in the UE issues a HTTPS Authentication request to the OIDC based IdM Server in the MCPTT network. The client includes the code_challenge value in this request.

Step 3b: The user provides the MCPTT User Identity and associated credentials to the IdM server.  The user is successfully authenticated (and optionally authorized) by the IdM Server.  

Step 3c: The IdM Server may optionally request user consent for granting the MCPTT client access to MCPTT services in the MCPTT Server.

Step 3d: The IdM Server generates an authorization code that is associated with the code_challenge provided by the client. It sends a browser redirect HTTP message with the Authorization Response containing the authorization code.

Step 3e: The UE IdM Client performs a HTTP POST request to exchange the authorization code for an access token. In the request, the client includes the code-verifier string. This string is cryptographically associated with the code_challenge value provided in the Authorization Request in step 3a.

Step 3f: The IdM Server verifies the IdM Client based on the received code-verifier string and issues a 200 OK with an access token and ID token (specific to the MCPTT user and MCPTT service) included in it.

NOTE: The server verifies by calculating the code challenge from the received code_verifier and comparing it with the code_challenge value provided by the client in step 3a.

Step 3g: The access token and ID token are provided to the MCPTT client.

Step 4: The MCPTT client uses the access token to register the user with the MCPTT application server. . Once the access token is validated and the user is registered, the MCPTT application server provides the user’s profile and permissions to the MCPTT client. 
Editor’s Note:  It is FFS which MCPTT interface will be used to obtain the user’s profile and permissions from the MCPTT server.
***************** End of second change ********************************************

4. Conclusion

We kindly ask SA3 to accept the above solution for MCPTT User authentication and registration.[image: image3.png]
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