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**** FIRST CHANGE ****

E.3
XML Schema

Implementations in compliance with the present document shall implement the XML schema defined below for messages used in ProSe key management procedures.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"

           xmlns="urn:3GPP:ns:ProSe:KeyManagement:2014"

           elementFormDefault="qualified"

           targetNamespace="urn:3GPP:ns:ProSe:KeyManagement:2014">

        <xs:annotation>

            <xs:documentation>

                Info for ProSe Key Management Messages Syntax

            </xs:documentation>

        </xs:annotation>

  <!-- Complex types defined for parameters with complicate structure -->

  <xs:complexType name="GroupKey-Request">

    <xs:sequence>

      <xs:element name="GroupId" type="xs:integer"/>

      <xs:element name="PGKId" type="xs:integer" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <xs:complexType name="GroupKey-Reject">

    <xs:sequence>

      <xs:element name="GroupId" type="xs:integer"/>

      <xs:element name="error-code" type="xs:integer"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="GroupKey-Response">

    <xs:sequence>



 <xs:element name="GroupId" type="xs:integer"/>

      <xs:element name="GroupMemberId" type="xs:integer"/>

      <xs:element name="AlgorithmInfo" type="xs:hexBinary" />

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="PMK-info">

    <xs:sequence>

      <xs:element name="PMK-ID" type="xs:hexBinary" />

      <xs:element name="PMK" type="xs:hexBinary"/>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!-- Complex types defined for transaction-level -->

  <xs:complexType name="KeyReq-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="AlgorithmAvailable" type="xs:hexBinary" minOccurs="0" maxOccurs="1"/>

      <xs:element name="GroupKeyReq" type="GroupKey-Request" minOccurs="0" maxOccurs="unbounded"/>


  <xs:element name="GroupKeyStop" type="xs:integer" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="KeyRsp-info">

    <xs:sequence>

      <xs:element name="transaction-ID" type="xs:integer"/>

      <xs:element name="GroupNotSupported" type="GroupKey-Reject" minOccurs="0" maxOccurs="unbounded"/>

      <xs:element name="GroupResponse" type="GroupKey-Response" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="Key-info" type="PMK-info" minOccurs="0"/>

      <xs:element name="anyExt" type="anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <!--  extension allowed -->

  <xs:complexType name="KeyManagementMsgExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <!--  XML attribute for any future extensions  -->

  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

<!--  Top level Key Management Message definition  -->

  <xs:element name="prose-key-management-message">

    <xs:complexType>

      <xs:choice>

        <xs:element name="KEY_REQUEST" type="KeyReq-info"/>

        <xs:element name="KEY_RESPONSE" type="KeyRsp-info"/>

        <xs:element name="message-ext" type="KeyManagementMsgExtType"/>

        <xs:any namespace="##other" processContents="lax"/>

      </xs:choice>

    </xs:complexType>

  </xs:element>

</xs:schema>

An entity receiving the XML body ignores any unknown XML element and any unknown XML attribute.
**** NEXT CHANGE ****

E.4
Semantics

E.4.1
General

The < prose-key-management-message > element is the root element of this XML document and it can be one of the following elements:
-
<KEY_REQUEST>; 
-
<KEY_RESPONSE>;

-
<message-ext> element containing other ProSe key management message defined in future releases; or

-
an element from other namespaces defined in future releases.

E.4.2
Semantics of <KEY_REQUEST>
The <KEY_REQUEST> element consists of:

1)
 <transaction-ID> element which contains the parameter defined in subclause E.5.2.2.1:

2)
zero or one  <AlgorithmAvailable> element contains the parameter defined in subclause E.5.2.2.2.

3)
zero or more  <GroupKeyRequest> element, each of which consists of:

a)
a <GroupId> element containing the parameter defined in subclause E.5.2.2.3;

b)
one or more  <PGKId> element containing the parameter defined in subclause E.5.2.2.4;
c)
zero or one <anyExt> element containing elements defined in future releases;

d)
zero, one or more elements from other namespaces defined in future releases; and
e)
zero, one or more attributes defined in future releases;
4)
zero or more <GroupKeyStop> element containing the parameter defined in subclause E.5.2.2.5;
5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases.
E.4.3
Semantics of <KEY_RESPONSE>
The <KEY_RESPONSE> element consists of:

1)
a <transaction-ID> element which contains the parameter defined in subclause E.5.2.2.1: and

2)
zero or more <GroupNotSupported> element, each of which consists of :

a)
a <GroupId> element containing the parameter defined in subclause E.5.2.2.3; 
b)
a <Error-Code> element containing the parameter defined in subclause E.5.2.2.5; 
c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;
3)
zero or more <GroupResponse> element, each of which consists of:

a)
a <GroupId> element containing the parameter defined in subclause E.5.2.2.3; 
b)
a <GroupMemberID> element containing the parameter defined in subclause E.5.2.2.6; 
c)
a <AlgorithmInfo> element containing the parameter defined in subclause E.5.2.2.7;
d)
zero, one or more elements defined in future releases; and

e)
zero, one or more attributes defined in future releases;
4)
zero or one <Key-info> element, each of which consists of:

a)
a <PMK-ID> element containing the parameter defined in subclause E.5.2.2.8; 
b)
a <PMK> element containing the parameter defined in subclause E.5.2.2.9;
c)
zero, one or more elements defined in future releases; and

d)
zero, one or more attributes defined in future releases;
5)
zero or one <anyExt> element containing elements defined in future releases;

6)
zero, one or more elements from other namespaces defined in future releases; and

7)
zero, one or more attributes defined in future releases.
**** END OF CHANGES ****

