3GPP TSG SA WG3 (Security) Meeting #80
S3-151946 
Tallinn, Estonia, 24 – 28 August 2015
revision of S3-15abcd 
Source:
Ericsson
Title:
Comments to Solution #8.3.1 ‘Obtaining the security parameters needed for ProSe Restricted Discovery’  
Document for:
Approval
Agenda Item:
8.5
Work Item / Release:
eProSe-ext/Rel-13 
Abstract of the contribution: This contribution proposes to clarify a number of issues that have been identified in the solution in clause 8.3.9 ‘Solution #8.3.9 Obtaining the security parameters needed for ProSe Restricted Discovery’.
1 Introduction 
This contribution proposes to clarify a number of issues that have been identified in the solution in clause 8.3.9 ‘Solution #8.3.9 Obtaining the security parameters needed for ProSe Restricted Discovery’.

It is proposed that the ProSe Function calculates the Discovery keys, the Scrambling keys and Encryption keys instead of the UE.

2 Proposal

It is proposed to add the following pCR to TR 33.833.

3 pCR
***
BEGIN CHANGES
***
8.3.9
Solution #8.3.9 Obtaining the security parameters needed for ProSe Restricted Discovery

8.3.9.1
General

ProSe Restricted Discovery, Model B, allows a UE to query for other UEs of interest in the proximity. It consists of a ProSe Query Code sent by a Discoverer UE, a ProSe Response Code sent by a Discoveree UE in response to that query, as in Figure 8.3.9.1-1. The analogy with the Model A discovery is that the Discoverer UE acts like a Monitoring UE, while the Discoveree UE acts like an Announcing UE.
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Figure 8.3.9.1-1. Model B discovery

8.3.9.2
Overview of solution

The ProSe Function can provide the Discoveree UE with a Discovery Key, just like in Open Discovery Model A, along with the ProSe Response Code and Discovery Query Filter(s). The ProSe Function can provide both the Discoveree UE and Discoverer UE with a set of security keys in the Security Parameters necessary to achieve all protection necessary (e.g. tracking/impersonation/replays, as well as integrity and /or confidentiality). The ProSe Function can provide both the Discoveree UE and Discoverer UE with a Discovery Key, a Scrambling Key and an optional Encryption Key.
Every ProSe Code (Model B or Model A) has a set of security keys (a Discovery Key, a Scrambling Key and an optional Encryption Key) in the Security Parameters associated with it. These Security Parameters  (including the security keys), will be generated by the ProSe Function who assigns that Code. A Discovery Filter contains one ProSe Code, and so it will also contain its own set of Security Parameters (including the security keys). 

Every ProSe Code (Model B or Model A) has a set of security keys ( a Discovery Key, a Scrambling Key and an optional Encryption Key) in the Security Parameters associated with it. These Security Parameters (including the security keys) will be generated by the ProSe Function who assigns that Code. A Discovery Filter contains one ProSe Code, and so it will also contain its own set of Security Parameters (including the security keys). 

The Security Parameters are obtained in the “Discoverer UE procedure before discovery” and “Discoveree UE procedure before discovery”, as shown in Figure 8.3.9.1-1.
The ProSe Function may generate different security keys (a Discovery Key, a Scrambling Key and an optional Encryption Key) for a ProSe Query Code assigned to a Discoverer UE and a ProSe Response Code assigned to a Discoveree UE for protection of the codes. For example, the ProSe Response Code sent as a response to a ProSe Query Code may be protected by a different Discovery Key (Discovery Key R), a different Scrambling Key (Scrambling Key R) and a different Encryption Key (Encryption Key R) than the Discovery Key Q, Scrambling Key Q and Encryption Key Q protecting the ProSe Query Code. 
A summary of message protection, and related security keys is presented in Table 8.3.9.2-1. There are two variants of message protection which are used for both directions. Mixing the modes for ProSe Query Code and ProSe Response Code are possible.
	Message protection 
	Model B
	Model A

	
	ProSe Query Code
	ProSe Response Code
	ProSe Code

	Integrity protection and scrambling  
	Discovery key Q
Scrambling key Q
	Discovery key R
Scrambling key R
	Discovery key C
Scrambling key C

	Integrity protection, scrambling and confidentiality protection 
	Discovery key Q
Scrambling key Q
Encryption key Q
	Discovery key R
Scrambling key R
Encryption key R

	Discovery key C
Scrambling key C
Encryption key C


Table 8.3.9.2-1: Message protection in Restricted Direct Discovery Model A and B, and related keys 

8.3.9.3
Security procedures for model B

First, procedures take place whereby the Discoveree UE and Discoverer UE independently prepare for the PC5 discovery operation - Model B, that is, each one obtains the necessary Code, associated set of Security Parameters (SecParam) including the set of security keys (a Discovery Key, a Scramble Key and an optional Encryption Key), and associated Discovery filter(s) each with its own Security Parameters including a set of security keys (a Discovery Key, a Scrambling Key and an optional Encryption Key). 
As part of this process, the Discoveree UE shall always  be provided with a Discovery Key (i.e. Discovery Key R) for protection of the ProSe Response Code . The Discoverer UE shall only be provided with a Discovery Key (Discovery Key R) in the associated Discovery Response filter , if Match Reports are not to be used by Discoverer UE for security purposes due to Discoverer UE performing the check of the MIC itself (broadcasted with ProSe Response Code). The initiation of the Match Report procedure is optional in the Discoverer UE and configured in the Discoverer UE by the ProSe Function. In total, there are four security modes between which the ProSe Function needs to choose from, and distribute the keys accordingly (see Table 8.3.9.2-2). MIC-R in Table 8.3.9.2-2, is the MIC protecting the parameters in the direct discovery message containing the ProSe Response Code.
	Security mode 
	Model B

	
	Discoveree
	Discoverer 

	Integrity protection and scrambling only, MIC-R checked by the ProSe Function 
	Discovery keys Q and R
Scrambling keys Q and R
	Discovery key Q
Scrambling keys Q and R

	Integrity protection and scrambling only, MIC-R checked locally by the Discoverer 
	Discovery keys Q and R
Scrambling keys Q and R
	Discovery keys Q and R
Scrambling keys Q and R

	Integrity protection, scrambling and confidentiality, MIC-R checked by the ProSe Function
	Discovery keys Q and R
Scrambling keys Q and R
Encryption keys Q and R
	Discovery keys Q 

Scrambling keys Q and R

Encryption keys Q and R

	Integrity protection, scrambling and confidentiality, MIC-R checked locally by the Discoverer
	Discovery keys Q and R
Scrambling keys Q and R
Encryption keys Q and R
	Discovery keys Q and R
Scrambling keys Q and R
Encryption keys Q and R


Table 8.3.9.2-2: Security modes in Restricted Direct Discovery Model B, and related key distribution 
The overall flow for model B is given in figure 8.3.9.3-1. The message elements added for security requirements are shown in red.
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Figure 8.3.9.3-1: Discovery procedure, Model B: obtaining security parameters.

In Figure 8.3.9.3-1, steps 1 through 4 describe the simplified “Discoveree UE procedure” of clause 5.2.2.2 of [33]. Steps 5 through 8 described the simplified “Discoverer UE procedure’ of clause 5.2.2.3 of [33]. 

For Model B, the HPLMN ProSe Function of the Discoveree UE generates all Security Parameters (SecParam) including the security keys, one set (i.e. a Discovery Key R, a Scrambling Key R and an optional Encryption Key R) for the ProSe Response Code for that Discoveree UE, and another set (i.e. a Discovery Key Q, a Scrambling Key Q and an optional Encryption Key Q) that goes into the Discovery Query Filter(s) that contain the ProSe Query Code(s) the Discoveree UE is supposed to use. Several ProSe Query Code(s) can share the same set of security parameters (e.g. the same security keys). 
In step 4, if the Discoveree UE shall perform encryption of the ProSe Response Code, then the ProSe Function needs to configure an Encryption Key (i.e. Encryption Key R) in the Discoveree UE. If Discoveree UE shall not perform encryption of the ProSe Response Code, then the ProSe Function shall not configure an Encryption Key (i.e. Encryption Key R) in the Discoveree UE.
In step 4, if the Discoveree UE shall perform decryption of the ProSe Query Code received on PC5 interface, then the ProSe Function needs to configure an Encryption Key (i.e. Encryption Key Q) together with the Discovery Query  Filter in the Discoveree UE. If Discoveree UE shall not perform decryption of the ProSe Query Code received on PC5 interface, then the ProSe Function shall not configure an Encryption Key (i.e. Encryption Key Q) together with the Discovery Query Filter in the Discoveree UE.

The HPLMN ProSe Function of the Discoverer UE has to retrieve both Codes (Query and Response) and their security parameter sets from the PLMN of the Discoveree UE, via messages 6-7.
In step 7, the HPLMN ProSe Function of the Discoveree UE needs to provide a Discovery Key (i.e. Discovery Key R) together with the ProSe Response Code to the HPLMN ProSe Function of the Discoverer UE. If the Discoverer UE shall perform decryption of the ProSe Response Code received on PC5 interface, then the HPLMN ProSe Function of the Discoveree UE needs to provide an Encryption Key (i.e. Encryption Key R) associated with the ProSe Response Code to the HPLMN ProSe Function of the Discoverer UE. If the Discoverer UE shall perform encryption of the ProSe Query Code, then the HPLMN ProSe Function of the Discoveree UE needs to provide an Encryption Key (i.e. Encryption Key Q) associated with the ProSe Query Code to the HPLMN ProSe Function of the Discoverer UE.
In step 8, if the Discoverer UE shall perform the check of the MIC-R itself (broadcasted together with the ProSe Response Code), then the ProSe Function needs to configure a Discovery Key (i.e. Discovery Key R) associated with a Discovery Response Filter into the Discoverer UE. If the HPLMN ProSe Function of the Discoverer UE shall perform the check of the MIC-R and the Discoverer UE shall initiate a Match Report procedure when it finds a match using its Discovery Response Filter(s) then the HPLMN ProSe Function of the Discoverer UE shall not configure a Discovery Key (i.e. Discovery Key R) associated with a Discovery Response Filter into the Discoverer UE.

In step 8, if the Discoverer UE shall perform encryption of the ProSe Query Code, then the ProSe Function needs to configure an Encryption Key (i.e. Encryption Key Q) associated with the ProSe Query Code into the Discoverer UE. If the Discoverer UE shall not perform encryption, then the ProSe Function shall not configure an Encryption Key (i.e. Encryption Key Q) associated with the ProSe Query Code into the Discoverer UE. 
In step 8, if the Discoverer UE shall perform decryption of the ProSe Response Code received on PC5 interface, then the ProSe Function needs to configure an Encryption Key (i.e. Encryption Key R) associated with the Discovery Response Filter into the Discoverer UE. If Discoverer UE shall not perform decryption of the ProSe Response Code received on PC5 interface, then the ProSe Function shall not configure an Encryption Key (i.e. Encryption Key R) associated with the Discovery Response Filter into the Discoverer UE.
Messages 9 and 10 occur over the PC5 interface.

Messages 11 through 13 describe the Match Report procedure from the Discoverer UE. A Match Report procedure from the Discoverer UE is optional, and may be subject to configuration by the ProSe Function (see step 8) at the time the Discoverer UE undertakes the Discoverer UE procedure of clause 5.2.2.3 of [33] before discovery. Therefore, the same procedures as in clause 5.1.2.5 of [33] can be used for Model B Discoverer UE after the ProSe Response Code is received, with the modification that the ProSe Code is replaced by “ProSe Response Code”. The HPLMN Prose Function of the Discoverer UE performs the check of the MIC-R instead of the HPLMN Prose Function of the Discoveree UE as the HPLMN Prose Function of the Discoveree UE has provided the Discovery Key R to the HPLMN Prose Function of the Discoverer UE in step 7. This is shown in Figure 8.3.9.3-1 for completeness, as it contains the security parameters as in Open Discovery.


8.3.9.4
Security procedures for ProSe Restricted Discovery model A

In model A, there are four security modes between which the ProSe Function needs to choose from, and distribute the keys accordingly (see Table 8.3.9.4-1). MIC-C in Table 8.3.9.4-1, is the MIC protecting the parameters in the direct discovery message containing the ProSe Code.

	Security mode 
	Model A

	
	Announcing UE
	Monitoring UE 

	Integrity protection and scrambling only, MIC-C checked by the ProSe Function 
	Discovery key C
Scrambling key C
	Scrambling key C

	Integrity protection and scrambling only, MIC-C checked locally by the Discoverer 
	Discovery key C
Scrambling key C
	Discovery key C
Scrambling key C

	Integrity protection, scrambling and confidentiality, MIC-C checked by the ProSe Function
	Discovery key C 
Scrambling key C

Encryption key C
	Scrambling key C

Encryption key C

	Integrity protection, scrambling and confidentiality, MIC-C checked locally by the Discoverer
	Discovery key C
Scrambling key C

Encryption key C
	Discovery key C
Scrambling key C

Encryption key C


Table 8.3.9.4-1: Security modes in Restricted Direct Discovery Model A, and related key distribution 
Model A uses the procedure given in clause 8.3.9.3 with the following changes:
At step 4, a ProSe Code+SecParams incl a Discovery Key C, a Scrambling Key C, and an optional Encryption Key C, are provided rather than the ProSe Response Code+SecParams incl a Discovery Key R, a Scrambling Key R, and an optional Encryption Key R and the Discovery Query Filter(s) incl SecParams as a Discovery Key Q, a Scrambling Key Q and an optional Encryption Key Q. If the Discoveree UE shall perform encryption of the ProSe Code, then the ProSe Function needs to configure an Encryption Key (i.e. Encryption Key C) in the Discoveree UE. If Discoveree UE shall not perform encryption of the ProSe Code, then the ProSe Function shall not configure an Encryption Key (i.e. Encryption Key C) in the Discoveree UE.
At step 7, ProSe Code+SecParams incl an optional Discovery Key C, a Scrambling Key C and an optional Encryption Key C, are provided rather than the ProSe Response Code+SecParams incl an optional Discovery Key R, a Scrambling Key  R and an optional Encryption key R and the ProSe Query Code+SecParams incl a Discovery Key Q, a Scrambling Key Q and an optional Encryption Key Q. The HPLMN ProSe Function of the Discoveree UE needs to provide a Discovery Key C together with the ProSe Code to the HPLMN ProSe Function of the Discoverer UE. If the Discoverer UE shall perform decryption of the ProSe Code received on PC5 interface, then the HPLMN ProSe Function of the Discoveree UE needs to provide an Encryption Key (i.e. Encryption Key C) associated with the Discovery Filter to the HPLMN ProSe Function of the Discoverer UE. 
At step 8. Discovery Filter(s) + SecParams including an optional Discovery Key C, a Scrambling Key C and an optional Encryption Key C, are provided rather than the ProSe Query Code + SecParams including a Discovery Key Q, a Scrambling Key Q and an optional Encryption key Q and the Discovery Filter(s) + SecParams including an optional Discovery Key R, a Scrambling Key R and an optional Encryption Key R. The ProSe Query Code+SecParams including a Discovery Key Q, a Scrambling Key Q and an optional Encryption Key Q are not provided.
At step 8, if the Discoverer UE shall perform the check of the MIC-C itself (broadcasted together with the ProSe Code), then the HPLMN ProSe Function of the Discoverer UE needs to configure a Discovery Key (i.e. Discovery Key C) associated with a Discovery Filter into the Discoverer UE. If the HPLMN ProSe Function of the Discoverer UE shall perform the check of the MIC-C and the Discoverer UE shall initiate a Match Report procedure when it finds a match using its Discovery Filter(s), then the HPLMN ProSe Function of the Discoverer UE shall not configure a Discovery Key (i.e. Discovery Key C) associated with a Discovery Filter into the Discoverer UE.
At step 8, if the Discoverer UE shall perform decryption of the ProSe Response Code received on PC5 interface, then the HPLMN ProSe Function of the Discoverer UE needs to configure an Encryption Key (i.e. Encryption Key C) associated with the Discovery Filter into the Discoverer UE. If Discoverer UE shall not perform decryption of the ProSe Code received on PC5 interface, then the HPLMN ProSe Function of the Discoverer UE shall not configure an Encryption Key (i.e. Encryption Key C) associated with the Discovery Filter into the Discoverer UE.
Step 9 does not happen

Step 10 (both a and b) include ProSe Code, not a ProSe Response Code
Steps 11-13, the Match Report procedure is optional for Model A as well i.e. the HPLMN ProSe Function of the Discoverer UE can configure the Discoverer UE whether to initiate the Match Report procedure or not, by configuring or not configuring a Discovery Key C associated to the Discovery filter into the Discoverer UE.  The re-use of the Match Report procedure defined in Rel-12 implies that the ProSe Function performs the check of the MIC-C. See step 8. The HPLMN Prose Function of the Discoverer UE performs the check of the MIC-C instead of the HPLMN Prose Function of the Discoveree UE as the HPLMN Prose Function of the Discoveree UE has provided the Discovery Key R to the HPLMN Prose Function of the Discoverer UE in step 7.
***
END CHANGES
***
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