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Abstract of the contribution:

1.
Introduction
SA3 is responsible for maintaining the 3GPP stage 3 security profiles for TLS, DTLS, IPsec (IKE, ESP), SRTP, certificates, and CRLs. In Release 8, 3GPP had several different profiles for TLS, IPsec, and certificates. It was noticed that many profiles differed without reason, that many of the profiles had been forgotten in previous updates, and that many of the profiles were outdated.
3GPP now has several different SRTP profiles:

· IMS media security SDES - TS 33.328 Annex C and E

· IMS media security KMS - TS 33.328 Annex C and D

· DTLS-SRTP - TS 33.328 Annex O

· Prose – 33.303 Annex C

The lessons leared from the TLS, IKE, and certificates profiles is that this is a bad idea and may lead to incompatible and potentially insecure profiles as the profiles are updated independently of each other, or even worse, forgotten to be updated.

We suggest that SA3 creates a common SRTP profile for Rel-13 in one of the specifications and that other specifications using SRTP refers to this profile stating only exceptions and additions.
We further suggest that AES-GCM is made mandatory to implement in all 3GPP SRTP profiles. As Prose is already mandating AES-GCM, we propose that the SRTP profile in Prose is the basis for the common profile and that other SRTP profiles refer to 33.303 Annex C.

The deadline for Release 13 stage 3 is December 2015.
2.
Proposal
We propose that 33.303 Annex C is taken as the general SRTP profile for 3GPP and that all other 3GPP specifications using SRTP refer this profile. We also propose that AES-GCM is made mandatory to implement in all 3GPP SRTP profiles.

We propose that SA3 agrees on this and that CRs accomplishing that is prepared for SA3#81 in November.

