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Abstract of the contribution: This contribution proposes to list privacy mitigation techniques for privacy considerations.
1 Introduction 
This contribution proposes to list privacy mitigation techniques for privacy considerations
We kindly propose SA3 to agree the following pCR.
2 Proposals
Annex F: Privacy guidelines for writing 3GPP TRs and TSs 

F.3
Mitigation techniques
Editor’s Note: This section can list security and privacy techniques and practices to give the writer of privacy considerations tools at hand.
Possible topics that may be covered in this section are: data minimization, access control, identity management, anonymization, pseudonymity, explicit user consent, confidentiality, authentication, authorisation, untracebility, undetectability.
F3.1 Anonymity
Anonymity technology (or anonymization) is a privacy enhancing technology, it allows anonymous access to telecommunication/service, which avoid tracking of user's personal information and user behaviour such as user location, frequency of a service usage, and so on.
To enable anonymity of an individual, the other individuals in the same set should have the same attribute(s) as this individual. The composition of the anonymity set depends on the knowledge that is assumed an observer or attacker may have. To enable anonymity effectively the following steps are seen as relevant.
· Analyse potential process/communication phase that may expose personal data;

· Analyse and select the identifying attribute which may bring a risk of personal identification;

· Describe the risk of privacy invasion by the identifying attribute;
· Use anonymized (e.g. randomized or blind) attribute instead of  the identifying attribute;

F 3.2
Pseudonym

Pseudonym technology is a privacy enhancing technology. Pseudonym is an identifier, whose binding to an entity is not known or is known to only a limited extent, within the context in which it is used. Pseudonym can hide personal data, and therefore reduces the potential risk for privacy compromise.
F3.3
Access control

Access control is a framework for system protection, which describes the rights of users over objectives. Such framework can used to control access to objects. The details of “subject” can be a service, a web site, a legal entity, or a node. It depends on the characteristics of the communication system.

In 3GPP system, personal data (e.g. UE identity) is usually stored in the network elements. For operation and maintenance on the system, the usage of access control mechanism can mitigate the risk that an attacker can access the system and compromise privacy. Only an authorized user is able to read or process privacy sensitive information within the system. The usage of access control can prevent unauthorized access to personal data.
F 3.4
Explicit user consent
To accomplish the communication process or use services, some personal data may need to be collected. The unauthorized data collection will harm users’ privacy, thus the technology of collection reminder (user consent) can mitigate privacy threat. The implementations/practices of collection reminder technology are various and related to UE’s support and services design. The key point is a certain service which needs to collect users’ personal data should remind, display, and/or explain it to the user.

According to explicit user consent, user can choose either delivering his/her privacy information to complete a network quality improvement request, or denying it. 
F 3.5
Identity management

Along with the evolution of communications capabilities and services, the users’ identities are numerous. Identity management can be assurance of identity information, assurance of the identity of an entity that alleviate risk of fake identity and impersonate legal user etc. Identity management involves an exchange between entities of one or more identities using a telecommunication network or service, it offers the capabilities of administration, management and maintenance, discovery, communication exchanges, policy enforcement, authentication and assertions and so on.
In 3GPP system, identity related data is usually stored in the network elements and UE. For operation and maintenance on the system, the usage of identity management can mitigate the risk that an attacker can access the system and compromise privacy. 
F 3.6 Confidentiality protection
To assure the confidentiality of privacy sensitive information can reduce the potential risk of privacy compromise, such as eavesdrop privacy sensitive information from the attacker. The encryption technology is one option for the privacy confidentiality assurance. 
F 3.7 Authentication
Authentication is a process to achieve sufficient confidence in the binding between the entity and the presented identity. It can ensure the communication partner is the entity which it claims to be or is expected to be consequently alleviates the risk of fake identity and impersonate legal user.
F3.8 Authorization mechanism
Authorization can grantee of rights and, based on these rights, the grantee of access for the privacy sensitive information. It can ensure the legal action (e.g. privacy information access), refuse illegal privacy information actions.
F 3.9 Untraceability protection
Untraceability ensures user and UE identities not being exposed, thus avoid the user’s personal data is disclosed (e.g. call details, location information) and, potentially worse, financial losses. The implementation of untraceability may use anonymity or pseudonym mechanism.
F 3.10 Undetectability
Undetectability ensures the attacker cannot distinguish the individual users from the eavesdropped telecommunication traffic. The implementation of undetectability may use anonymity or pseudonym mechanism.
F3.11
Minimized data collection
Data minimization means when collecting privacy sensitive information, data should only be collected on a direct need basis. Data minimization can mitigate the threat of abuse privacy sensitive information. 
