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1. Overall Description:

SA3 would like to thank RAN2 for their LS on authentication and encryption between UE and WLAN for

aggregation (R2-152915) and the following requests contained in the LS:
Request #1 ::

     “RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.”
SA3 Response:
SA3 has confirms that mechanism for WLAN authentication & encryption for LTE/Wi-Fi Link Aggregation (LWA) is feasible without any impact on 802.11 standards, and has agreed to define such mechanisms, upon evaluation of possible options.  

Request #2 :

     “Besides, RAN2 would like to know whether it would be acceptable from security point of view to not    

                  use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation”
SA3 Response:

Use of open Wi-Fi authentication may result to a number of Denial of Service (DoS) attacks (as identified in S3-151812) on both Wi-Fi (UE/WLAN NIC and Wi-Fi AP) and LTE (eNB and LTE Modem) resources.  A small subset of these attacks can be prevented by using a simple eNB assisted Access Control but this will not provide a comprehensive mitigation solution to prevent all possible DoS attacks (identified in S3-xxxx).  Therefore, Wi-Fi Authentication & Encryption between the UE and Wi-Fi AP needs be enabled in order to mitigate all possible security threats identified in this discussion paper.   

NOTE : 802.11 Encryption between the UE and Wi-Fi NIC is not needed since the packets between the eNB and “UE/LTE Modem” are encrypted using the LTE security.  Though, given that 802.11 security specification does not provide an option to only enable “Integrity check” for Wi-Fi payload the 802.11 authentication & encryption must be used. 
2. Actions:

To [RAN2] group.

ACTION: 
SA3 kindly asks RAN2 to take note of the reply provided above.
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