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Abstract of the contribution: This contribution proposes some additional Notes to the Security Flow Section for one-to-many ProSe communication. 
1. Introduction
3GPP Rel-12 (TS 33.303, clause 6.2.3.3.1) describes security flow procedure for one-to-many ProSe Communicaiton.  This procedure also includes assignment of a locally unique Layer-2 ID (alias “Group Member Identity” in 33.303) to the UE by the ProSe Key Management Function, despite of the fact that the UE may already have been configured with a Source Layer-2 ID provided to the UE for one-to-one ProSe Direct Communication during provisioning time using any of the provisioning options defined in Rel-12, namely:

-
Configuration in the UICC.

-
Provisioning in the ME from the Direct Provisioning Function (DPF).

-
Provisioning in the ME from a 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468).

In TSC-SA WG2 Meeting #110, SA2 agreed an LS Out to SA3 (S2-152693) related to the Layer-2 ID that is used as Source Layer-2 ID for unicast communication. Specifically, SA2 agreed that the Source Layer-2 ID for unicast communication can be provisioned to the UE in various ways (including over the top) and the same Layer-2 ID can also be used for one-to-many ProSe communication. Given that Rel-12 bearer-layer security solution for one-to-many communication in TS 33.303 assumed that the “source Layer-2 ID” (alias “Group Member Identity” in 33.303) is assigned from the ProSe Key Management Function, the question to SA3 is whether they see any issue with our latest agreement.

First, it is our assumption that the entity that assigns the Layer-2 ID for 1:1 communication will also ensure that the Layer-2 ID is unique for all the users depending on the same Public Safety authority, regardless of how individual users are affiliated with groups.  In other words, the problem of having two UEs with the same Layer-2 ID and in the same group could occur only in case of re-assignment, which makes it a very rare event.

Secondly, even if two UEs in the same group end-up with the same Layer-2 ID address, it will be unlikely the two UEs having the same ProSe PTK, as described below.

ProSe PTK is calculated using the parameters according to the following excerpt from TS 33.303 A.3 (“calculation of PTK”) ::
“

When calculating a PTK from PGK, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [5]:

-
FC = 0x4A.
-
P0 = Group Member Identity (i.e. the Layer 2 source address of the sending UE).
-
L0 = length of Group Member Identity ( i.e. 0x00 0x03).
-
P1 = PTK Identity.
-
L1 = length of PTK Identity (i.e. 0x00 0x02). 
-
P2 = Group Identity.

-
L2 = length of Group Identity (i.e. 0x00 0x03).
The input key shall be the 256-bit PGK.

“

When two UEs (potentially with the same Layer-2 ID addresses) execute the KDF specified in Annex B of TS 33.220[5], the only input parameter to the KDFs that can be different is the PTK Identity.  Excerpt from 3GPP TS 33.303 clause 6.2.3.2 states that: “The PTK identity shall be a 16-bit counter set to a unique value in the sending UE that has not been previously used together with the same PGK and PGK identity in the UE. Every time a new PTK needs to be derived, the PTK Identity counter is incremented.”

If the UEs use a random number generation method to set the initial 16-bit counter (i.e., PTK identity) the likelihood of the two UEs generating the same PTK is very low.  Furthermore, the UE should be prepared to handle Layer-2 ID conflicts with adjacent UEs by e.g. self-assigning a new Layer-2 ID used as the Source Layer-2 ID when a conflict is detected (refer to TS 23.303 clause 4.6.3.1 and TR 23.713 clause 7.1.1.1). 
Having said that, it is describable for the UE to have an option to use its existing Layer-2 ID address (provided to the UE for one-to-one ProSe Direct Communication) also for one-to-many ProSe communication, in particular when the UE’s implementation does not allow it to be configured with multiple Layer-2 ID addresses.
This contribution proposes some additional notes to the security Flow for one-to-many ProSe communication (described in TS 33.303 clause 6.2.3.3.1) without impacting the existing implementation of ProSe Key Management Function. 

2. Proposal
It is proposed to agree the additional text proposal below for inclusion in TS 33.303 clause 6.2.3.3.1. Given that a Rel-13 version of TS 33.303 is not yet available, it is proposed that SA3 technically endorse the change. Intel is happy to bring the corresponding CR once the Rel-13 version of TS 33.303 becomes available.
#################### START OF CHANGE ###############################
6.2.3.3
Security flows
6.2.3.3.1
Overview
The protection of one-to-many communication proceeds as shown in the figure below. 
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Figure 6.2.3.3-1: One-to-many security flows

0a or 0b: If needed the UE could be configured with any private keys, associated certificates or root certificate that they may need for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. The UE may also be pre-configured with the address of the ProSe Key Management Function. 
NOTE 1: The ProSe Key Management Function is shown as a separate logical entity to allow the network operator to provision the radio level parameters and a 3rd party, e.g. public safety service, to have control over provisioning the keys. If such a separation is not needed then the ProSe Key Management Function may be deployed as part of the ProSe Function
0c and 0d: The ProSe Function and ProSe Key Management Function need to be configured with which subscriptions (either mobile subscriptions or identities in certificates) are member of which groups.The ProSe Key Management Function needs to pre-select an encryption algorithm for each group based on a local policy.
1a or 1b: The UE fetches the one-to-many communication parameters from the ProSe Function. As part of this procedure the UE gets its Group Identity (see TS 23.303 [2]) and is informed whether bearer layer security is needed for this group. In addition the UE may be provided with the address of the ProSe Key Management Function that it uses for obtaining keys for this group.

2a.i or 2b.i: The UE sends the Key Request message to the ProSe Key Management Function including the Group Identity of the group for which it wants to fetch keys and UE EPS security capabilities (including the set of EPS encryption algorithms the UE supports)
NOTE 2: The UE can be configured with a Source Layer-2 ID provided to the UE for one-to-one ProSe Direct Communication during provisioning time using any of the provisioning options defined in Rel-12, namely: configuration in the UICC, provisioning in the ME from the Direct Provisioning Function (DPF), or provisioning in the ME from a 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468 [xx]).

2a.ii or 2b.ii: The ProSe Key Management Function checks whether the group encryption algorithm is supported by the UE according to the UE EPS security capabilities, i.e. whether the group encryption algorithm is included by the set of EPS encryption algorithms the UE supports.2a.iii or 2b.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2a.ii or 2b.ii is successful for a particular group, this message contains the Group Member Identity and the EPS encryption algorithm identifier that the UE should use when sending or receiving protected data for this group. Otherwise, this message contains an indicator of algorithm support failure as the UE does not support the required algorithm. This message may also contain a PMK and associated PMK ID if the ProSe Key Management Function decides to use a new PMK.
NOTE 3: If the UE has already been configured with a Source Layer-2 ID (provided to the UE for one-to-one ProSe Direct Communication) as described above, the UE can disregard the assigned Group Member Identity included in the ProSe Key Management Response message, and use its existing Source Layer-2 ID address for the one-to-many ProSe communication.  
2a.iv or 2b.iv: The ProSe Key Management Function sends the relevant PGKs, PGK IDs and expiry time to the UE using MIKEY.
3a or 3b: The UE calculates the PTK and PEK to protect the traffic it sends to the group. It does this by selecting the PGK as described in subclause 6.2.3.1 and uses the next unused combination of PTK Identity and Counter. It then protects the data using the algorithm given in step 2x.ii.

4a or 4b: A receiving UE gets the LC ID, Group Identity and Group Member Identity from the layer 2 header. It then uses the received bits of the PGK Identity to identify which PGK was used by the sender. The UE first checks that the PGK is valid (see subclause 6.2.3.1) and if so calculates the PTK and PEK to process the received message. 
#################### END OF CHANGE ###############################
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