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Abstract: 
This paper provides some background regarding the LTE-WLAN aggregation feature and corresponding security aspects which are the subject of the LS from RAN2 [1]. 
1 LTE-WLAN aggregation overview
In contrast to WLAN interworking solutions in previous releases, the Rel 13 LTE-WLAN aggregation feature enables the interworking of the WLAN with the 3GPP LTE RAN instead of the CN.  Expected benefits include, for example, the ability for a 3GPP operator to exploit unlicensed spectrum without having to deploy WLAN specific CN nodes.  In addition there are also expected to be capacity and QoE benefits.   RAN2 have based the Rel 13 LTE-WLAN aggregation feature on the Rel 12 dual connectivity architecture.  An example system architecture is shown in Figure 1.  It can be observed that a UE may be simultaneously connected to a MeNB (Master eNB) providing macro-cellular wide area coverage and an 802.11 AP providing high throughput small cell coverage.  The 802.11 system is connected to the MeNB via an interface that is similar to the X2 interface defined for the Dual Connectivity feature.   Connectivity into the CN is provided by the S1 interface.   
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Figure 1) Example LTE-WLAN aggregation system architecture

Figure 2 shows the protocol stack for the radio access infrastructure equipment.
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Figure 2) LTE-WLAN aggregation protocol stack for radio access infrastructure equipment
2 Security on carrier grade WLANs
Carrier grade WLANs typically support IEEE 802.1X for the purposes of authentication and controlling access to the network.  802.1X provides support for many EAP methods and these include 3GPP’s EAP-AKA and EAP-AKA’ schemes.  On the network side the 802.1X authentication mechanism makes use of an 802.1X/EAP capable AAA server which has access to subscriber credentials.  Hence in WLANs supporting 802.1X and EAP-AKA or EAP-AKA’ a device can use its 3GPP USIM credentials in order to gain access to the WLAN.  Support for 802.1X is required by the Wi-Fi Alliance’s WPA2-Enterprise certification program.  In addition the Wi-Fi Alliance Passpoint program which is directed toward enabling a secure and automatic connection experience for users also requires that Passpoint compliant carrier grade Wi-Fi infrastructure should support EAP-AKA and EAP-AKA’.   

802.1X supports a concept of port control to manage access to the network resources.   Prior to completion of authentication and authorisation a device can only access a so-called uncontrolled port, this port will only allow EAP traffic to flow between device and WLAN, which is allowed for the purposes of conducting the authentication process.  Following completion of authentication and authorisation a controlled port is opened and this controlled port may be used by the device for the conveyance of all other (non-EAP) types of traffic, including for example regular IP traffic.

At the end of the 802.1X authentication process a 4-way handshake is undertaken in order to establish keys in the WLAN and in the device for the purposes of encrypting and integrity protecting traffic.  

3 Security aspects of LTE-WLAN aggregation
Encryption and integrity protection

The PDCP protocol supports encryption and could be used to ensure that user plane traffic that is carried over the WLAN remains private.  However, it can also be noted that privacy and integrity protection may also be required for 802.11 management frames, indeed a so-called Protected Management Frames feature was introduced in 802.11w for this purpose and is mandatory for 802.11ac certified devices.  Such frames would not benefit from the protection offered by PDCP since these frames are generated and utilised entirely within the confines of the WLAN and its OSS.   It can also be noted that whilst it may not be necessary to introduce additional privacy protection of user plane traffic over and above that provided by PDCP, care would need to be taken to ensure that any modifications to procedures in order to turn existing privacy protections off would not result in undesirable software upgrades being necessary.  For the above reasons it can be seen that there are benefits to leaving the existing WLAN encryption and integrity protection mechanisms in place.
Port control

Conventionally carrier grade WLANs are not operated in an open access mode since this could make them vulnerable to additional security attacks.  Therefore assuming that port control also needs to be supported in the LTE-WLAN aggregation feature then a method is needed to open the controlled port. Conventionally in Wi-Fi this is done as part of the WLAN authentication/authorisation process.  Whilst a new method might be devised for opening the controlled port it can be noted that if existing WLAN authentication/authorisation processes are used then there would be minimal software impacts on the WLAN infrastructure nodes.    
Lack of direct interfaces from WLAN into WLAN specific CN nodes

As depicted in Figure 1, RAN2 have decided that the LTE-WLAN aggregation feature should not require direct interfaces from the WLAN into WLAN specific CN nodes.   Therefore SA3 will need to discuss means for leveraging existing WLAN security methods and procedures in order to minimise the impact on legacy WLAN nodes in the context of a system architecture where the only connectivity into the core network is via the MeNB.
4 Conclusion
This document has provided some background on the RAN LTE-WLAN aggregation feature, a summary of current security practice on carrier grade WLANs and some considerations on approaches to providing security in the LTE-WLAN aggregation feature. 
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