3

[bookmark: page1]3GPP TSG SA WG3 (Security) Meeting #80	S3-151769
[bookmark: bmS3-75--2014-05-12]24-28 August 2015, Tallinn (Estonia)
	
Source:	China Mobile, China Unicom
Title:	Discussion on SA5 related management security of virtualized networks
Document for:	Discussion
Agenda Item:	8.8
Work Item / Release:	R13

[bookmark: page2]Introduction
Some progress has been made after the last SA5 meeting on the study item network management of virtualized networks. More use cases about management of virtualized network have been given in 3GPP SA5 TR 32.842 . This contribution will give some considerations about SA5 related management security of virtualized networks.
2.	Discussion
In TR 32.842 v1.2.0 (2015-7), some use cases, requirements and an overview of management architecture and procedures have been given. The following chapters will give some analysis on security considerations of them. 
2.1	Security Considerations for Configuration Management
[bookmark: OLE_LINK38][bookmark: OLE_LINK39]Use cases for Configuration Management describe the configuration management which includes the configuration of VNF deployment specific parameters (non-3GPP mobile service related) by VNFM during VNF is created, terminated or updated and the resource of the VNF is changed and the configuration of VNF application specific parameters (3GPP mobile service related) by EM after VNF is created, terminated or updated and the resource of the VNF is changed. 
In these use cases, the following threats should be considered: The configure request or VNF application specific parameters can be tampered, faked or replayed. 
For example, for description of use case for NFV Configuration Management by EM in section 5.2.3 of TR 32.842, it was summarized as that EM receives the “VNF has been instantiated/ terminated/ scaled” message from VNFM, and if NM receives” the VNF has been instantiated/ terminated /scaled or upgraded or updated” message from NFVO; NM will forward such message to EM. Then EM performs related activities. An attacker can tamper with, forge or replay “the VNF has been changed” message to make EM perform improper activities. For example, an attacker can forge a “VNF has terminated” message sent to EM which will “reconfigures nodes that have relation with the subject VNF, if necessary, and EM releases logical resource” so that the running VNF will not be managed by EM then.
Another example is about the configuration parameters. It was mentioned that “EM configures the subject VNF with the prepared VNF application specific parameters”. An attacker can tamper with, forge or replay VNF application specific parameters which result in configuration error. So, the integrity and source of message in this process should be assured and replay attack should be avoided.
2.2 	Security Considerations for Fault Management
Use cases for Fault Management describe when failure occurs, several alarms associated with the failure might be generated and reported to one or more management functions (e.g., EM, VNFM or NFVO) to allow fault correlation analysis which will request to initiate healing process and may trigger the execution of the VNF instance lifecycle management flows or the Network Service instance lifecycle management flows. 
In these use cases, the following threats should be considered: The alarm message and the corrective action request can be tampered, faked or replayed.
For example, for description of use case for Fault management in section 5.1.2 and 5.1.5 of TR 32.842, it was mentioned that “VNF detects the fault and sends the alarms to EM. EM can perform fault correlation anytime” and “The VNF notifies the VNFM about the VNFC failure. The VNFM can correlate the VNFC failure with other virtualised resources failures received”. An attacker can tamper with, forge or replay the alarm message to make the management functions (EM/NM/NFVM) perform unnecessary fault correlation which will consume the resource of management functions entities and even lead to DoS or DDoS attack if there are lots of such alarm messages. Furthermore, the unnecessary correlation may trigger improper LCM flows which will disrupt the running service and may consume virtual resource.
 Another example is about the corrective action request. For description of use case for Fault management in section 5.1.2 and 5.1.7 of TR 32.842, it was mentioned that “2 ..In case the corrective action needs to be performed by VNFM, EM sends a corrective action request toward VNFM. .. 4 ..In case the corrective action needs to be performed by NFVO, NM sends a corrective action request toward NFVO.” and “EM can trigger a corrective action request towards VNFM”. An attacker can tamper with, forge or replay a corrective action request to VNFM or NFVO which may trigger improper LCM flows which will disrupt the running service and may consume virtual resource. So the integrity and source of messages in this process should be assured and replay attack should be avoided.
2.3	Security Considerations for Performance Management
[bookmark: OLE_LINK56][bookmark: OLE_LINK57][bookmark: OLE_LINK58]Use cases for Performance Management describe the management of performance measurements related to VNF applications. VNF can send the performance measurement to EM and EM may forward the performance measurements to NM. In these procedures, the following threats should be considered: performance measurements related to VNF applications can be tampered, faked or replayed.
2.4	Security Considerations for Lifecycle Management
Use cases for Lifecycle Management describe management of Core Network Service including network service descriptor on-boarding/enabling/disabling/update/querying/deleting, VNF package on-boarding/enabling/disabling/update, network service instantiation/scaling/update/termination and VNF expansion/contraction/ termination and etc. In these procedures, the following threats should be considered:
The request for Core Network Service above(e.g. request for VNF termination)sent from 3GPP functional block to ETSI MANO functional block can be tampered, faked or replayed. For example, for description of use case for VNF expansion in section 5.5.15 of TR 32.842, it was mentioned that “EM, or NM (via EM or NFVO) requests capacity expansion to the VNFM”. An attacker can tamper with, forge or replay an expansion requirement sent to VNFM which will lead to consuming of virtual resource. If a termination require is faked, a running VNF will be terminated illegally which may disrupt the related core network service. So the integrity and source of messages in this process should be assured and replay attack should be avoided.

2.5	 Security Considerations for management architecture



The mixed network management mapping relationship between 3GPP and NFV-MANO architectural framework is as shown in the figure above which is given by SA5.The security threats are shown as the red points:
1． Fake management requirements (e.g. fault alarm message, performance message) can be produced by attacked VNF, NFVI , EM or NM.
2． The message sent between NM, EM, VNF, NFVI and MANO(NFVO,VNFM,VIM) can be tampered, faked or replayed which will make MANO perform illegal resource management action or make 3GPP management functions perform incorrect management operation. So the communication security between 3GPP management functions and MANO should be assured, including two-way authentication, confidentiality, integrity and avoiding replay attack. 
3.	Conclusion and proposal
We can see that there are some potential security threats and requirements about SA5 related network management of virtualized networks.
We kindly propose：
SA3 informs SA5 of the security considerations above by LS and SA3 is willing to communicate and cooperate on the security considerations with SA5.
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