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Abstract of the contribution:
The technical content in S3-151668 does not differ. Minor changes have been made in the abstract so that document numbers were added where they previously were missing.
It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.4.2, to TS 33.116 and TS 33.117 and shamelessly copies the format and abstract that was used by Nokia in a contribution on the email reflector on 12th June 2015.
The first section of the contribution copies the text from TR 33.806, B.4.2, with changes to reflect the changes made by “S3-151605” by Telecom Italia and Ericsson and the two sections added by the change “S3-151609” by Deutsche Telekom and Alcatel Lucent. Additionally, this version deletes an Editor’s Note in the main section of B.4.2 according to “S3-151625”.
The second section of the contribution provides a pCR to TS 33.117, using a partly updated version of the skeleton provided in S3-151441. The text introduced here is a copy of the text that was initially in B.4.2 with the changes incorporated. We found all of the text to be generic and no modifications were needed. 
The third section of the contribution provides a pCR to TS 33.116, using the updated skeleton provided by Nokia by email on 6 May to the SA3 reflector. As TR 33.806, B.3.7, does not contain any MME-specific text, this pCR only includes a pointer to the corresponding clause in TS 33.117.
In the present contribution, only the requirements themselves are touched, not the test cases. 
Annotated text from TR 33.806
[bookmark: _Toc404333607][bookmark: _Toc404333852][bookmark: _Toc404714160][bookmark: _Toc411028268][bookmark: _Toc417637739]B.4.2 	Technical Baseline 	Comment by Sander Kievit: Entirely generic
Editor's Note: starting from Annex B.4.2 
[bookmark: _Toc411028269][bookmark: _Toc417637740]B.4.2.1	No unnecessary or insecure services / protocols	Comment by Sander Kievit: Including changes by S3-151605
Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: TBA 
Requirement Description: 
MME The network product shall only run protocol handlers and services that which are needed for MME its operation, and that which don’t have no any known security vulnerabilities. In particular, by default the following services shall be disabled on the network product:
•	FTP
•	TFTP
•	Telnet
•	rlogin, RCP, RSH
•	HTTP
•	SNMPv1 and v2
•	SSHv1
•	TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)
•	Finger
•	BOOTP server
•	Discovery protocols (CDP, LLDP)
•	IP Identification Service (Identd)
•	PAD
•	MOP
NOTE 1 : As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be redirected HTTPS service.
Note: Full documentation of required protocols and services of the TOE network product and their purpose needs to be provided by the vendor as prerequisite for the test case.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.

[bookmark: _Toc411028270][bookmark: _Toc417637741]B.4.2.2	Restricted reachability of services	Comment by Sander Kievit: Including Editorial changes by S3-151605
Requirement Name: The TOE shall restrict the reachability of services
Requirement Reference: TBA 
Requirement Description: 
The TOE shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active,  the reachability should be limited to legitimate communication peers. This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side) according to B.3.7.2.1..
Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028271][bookmark: _Toc417637742]B.4.2.3	No unused software
Requirement Name: Unused software shall not be installed or shall be uninstalled.
Requirement Reference: TBA 
Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the system shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028272][bookmark: _Toc417637743]B.4.2.4	No unused functions	Comment by Sander Kievit: Including Editorial changes by S3-151605
Requirement Name: Unused functions of the TOE's software and hardware shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the system permanently. Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after system reboot.
Example: a debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the TOE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028273][bookmark: _Toc417637744]B.4.2.5	No unsupported components
Requirement Name: The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.
Requirement Reference: TBA 
Requirement Description: 
The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.2.6	Remote login restrictions for privileged users	Comment by Sander Kievit: Added by “S3-151609” by Deutsche Telekom and Alcatel Lucent.
Requirement Name: Remote login restrictions for privileged users
Requirement Reference: TBA 
Requirement Description: Direct login as root or equivalent highest privileged user shall be limited to the system console only.  Root user will not be allowed to login to the system remotely.
Threat References: Elevation of Privilege, Spoofing
Security Objective References: HARDENING
Test Case: TBD

B.4.2.7	Filesystem Authorization privileges
Requirement Name: Filesystem Authorization privileges.
Requirement Reference: TBA 
Requirement Description: The system shall be designed to ensure that only users that are authorized to modify files, data, directories or file systems have the necessary privileges to do so.
e.g. : On unix systems a ‘sticky bit may be set on all directories where all users have write permissions. This ensures that only the file's owner, the directory's owner, or root user can rename or delete the file. Without the sticky bit being set, any user that has write and execute permissions for the directory can rename or delete files within the directory, regardless of the file's owner.
Threat References: Elevation of Privilege, Tampering
Security Objective References: HARDENING
Test Case: TBD


pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	*** 
[bookmark: _Toc421893174]5.3.2	Technical Baseline
5.3.2.1  No unnecessary or insecure services / protocols
Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: TBA 
Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which don’t have any known security vulnerabilities. In particular, by default the following services shall be disabled on the network product:
•	FTP
•	TFTP
•	Telnet
•	rlogin, RCP, RSH
•	HTTP
•	SNMPv1 and v2
•	SSHv1
•	TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)
•	Finger
•	BOOTP server
•	Discovery protocols (CDP, LLDP)
•	IP Identification Service (Identd)
•	PAD
•	MOP
NOTE 1 : As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be redirected HTTPS service.
Note: Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.
5.3.2.2	Restricted reachability of services
Requirement Name: The TOE shall restrict the reachability of services
Requirement Reference: TBA 
Requirement Description: 
The TOE shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active,  the reachability should be limited to legitimate communication peers. This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side) according to B.3.7.2.1.
Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.2.3	No unused software
Requirement Name: Unused software shall not be installed or shall be uninstalled.
Requirement Reference: TBA 
Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the system shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.2.4	No unused functions
Requirement Name: Unused functions of the TOE's software and hardware shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the system permanently. 
Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after system reboot.
Example: a debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the TOE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.2.5	No unsupported components
Requirement Name: The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.
Requirement Reference: TBA 
Requirement Description: 
The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.2.4  Remote login restrictions for privileged users
Requirement Name: Remote login restrictions for privileged users
Requirement Reference: TBA 
Requirement Description: Direct login as root or equivalent highest privileged user shall be limited to the system console only.  Root user will not be allowed to login to the system remotely.
Threat References: Elevation of Privilege, Spoofing
Security Objective References: HARDENING
Test Case: TBD
5.3.2.5 Filesystem Authorization privileges
Requirement Name: Filesystem Authorization privileges.
Requirement Reference: TBA 
Requirement Description: The system shall be designed to ensure that only users that are authorized to modify files, data, directories or file systems have the necessary privileges to do so.
e.g. : On unix systems a ‘sticky bit may be set on all directories where all users have write permissions. This ensures that only the file's owner, the directory's owner, or root user can rename or delete the file. Without the sticky bit being set, any user that has write and execute permissions for the directory can rename or delete files within the directory, regardless of the file's owner.
Threat References: Elevation of Privilege, Tampering
Security Objective References: HARDENING
Test Case: TBD


***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

[bookmark: _Toc421892894]5.3.2	Technical Baseline
Editor's Note: Take TR 33.806, Annex B.3.7 as a starting point.
All text from TS 33.117, 5.3.2 also applies to MMEs. There are no MME-specific adaptations or additions to this text.

5.2.6.1	Protection of Data and Information
5.2.6.2	Protecting availability and integrity
5.2.6.2.1	Packet filtering
5.2.6.2.2	Interface robustness requirements
5.2.6.3	Logging
5.2.6.3.1	Network device security event logging

