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Abstract of the contribution: This pCR proposes to resolve the Editors note in B.3.3.4.3.1 of TR 33.806 and to better define the requirement. It is an editorial update of TD S3-151607, that then will be withdrawn. 
1 Discussion 
Annex B.3.3.4.3.1 currently contains an Editor’s Note, which reads: 
“Editor’s note: it is ffs whether a minimum length of 8 characters is still sufficient. It is ffs whether the number of categories in the second bullet above can be reduced to two. “
OWASP supplies some best practices about the password length and complexity (https://www.owasp.org/index.php/Authentication_Cheat_Sheet#Implement_Proper_Password_Strength_Controls). In particular it states that: 
· passwords should be at least eight (10) characters long. Passwords shorter than 10 characters are considered to be weak.
· Password characters should be a combination of alphanumeric characters. Alphanumeric characters consist of letters, numbers, punctuation marks, mathematical and other conventional symbols.
NIST suggests different values for minimum length i.e. 8 in http://csrc.nist.gov/groups/SMA/fasp/documents/id_auth/Passwd-Mgmt-Standard.doc while 12 in http://usgcb.nist.gov/usgcb/documentation/USGCB-Windows-Settings.xls.
SANS suggests in http://www.sans.org/reading-room/whitepapers/bestprac/system-administrator-security-practices-657 a minimum length of 6 characters.
The MIT in http://kb.mit.edu/confluence/display/istcontrib/Strong+Passwords suggests that a password must:
· be 8 characters or longer.
· contain characters from at least two different character classes (upper- and lower-case letters, letters and symbols, letters and numbers, etc.)
Consequently the guidelines in the requirement B.3.3.4.3.1 with a minimum length of 8 can be considered sufficient as minimum value that can , in every case, be increased by an operator.
The current pCR also deletes this sentence “If a central system will be used for user authentication this function can be forwarded or delegated to this system .” because:
· This defines a requirement for an external system;
· This  requirement could not be tested;
· The implementation of this requirement on the external system should not impact the network product because any enforcement and check of the passwords will be performed externally to the network product.
Consequently there is no sense to leave this sentence in a requirement for a network product.
In conclusion, this pCR to draft TR33.806 proposes:
· To define a title for the requirement.
· to clarify that the network equipment shall enforce a minimum password length to 8; the default minimum password length set during the manufacturing time shall be 10 characters.
· To define and set a maximum password length.
· to clarify the complexity rule of a password.
· To delete the Editor’s note.
· To delete the sentence “If a central system will be used for user authentication this function can be forwarded or delegated to this system .”
· Some editorial changes.
2 Concrete proposal 
+++ beginning of the change +++
[bookmark: _Toc420072215]B.3.3.4.3.1	Password structure
Requirement Name: tba Password Complexity Rule
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, it shall have at least 8 characters and contain three of the following categories: upper case, lower case, numerical and special characters.
The setting by the vendor shall be such that a network product A system shall only accept passwords that comply with the following complexity criteria:
1) 1)	Minimum length of 8 characters (shorter lengths shall be rejected by the network product). 
2) Maximum length of 64 characters.
32)	Comprising at least three of the following categories: 
· at least 1 uppercase character (A-Z) 
· at least 1 lowercase character (a-z)
· at least 1 digit (0-9) 
· at least 1 special character (e.g. @;!$.)
upper/lower case letters, numbers and special characters. 
When a password is assigned, the system shall ensure that the password meets these requirements. The network product shall use a default minimum length of 10. 
If a central system will beis used for user authentication this function can be forwarded or delegated to this systempassword policy is performed on the central system and a.dditional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
The minimum numberlength of characters in the passwords and the special characters alphabet shall be configurable by the operator.
Editor's note: it is ffs whether a minimum length of 8 characters is still sufficient. It is ffs whether the number of categories in the second bullet above can be reduced to two. 
Security Objective references: tbaHARDENING.
Test case: tba
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+++ end of the change +++
