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Abstract of the contribution: This contribution proposes to add to annex D of TR 33.806 the test case D.3.3.6.2 related to the requirement B.3.3.6.2 on Log secure uploading and D.3.3.6.3 related to the requirement in B.3.3.6.3 and 6.12.
1 Introduction 
This contribution proposes to add to annex D of TR 33.806 
The test case D.3.3.6 related to the requirement B.3.3.6 on Logging.
 The first test case relates to Log secure uploading part, which is a new test case, whereas the second has been mentioned in 6.12.
2 Proposed pCR
***
BEGIN OF FIRST CHANGE
***
D.3.3.6 Logging
D.3.3.6.1 Security event logging

TBD

D.3.3.6.2 Log secure uploading.
Test Name: TC_LOG_SEC_UPLOADING
Requirements: Requirements Reference-B.3.3.6.2 Log transfer to centralized storage
Purpose:

Verify that uploading of log files is secure. 
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.
· The tester has privilege to check the configuration of uploading log files.
Execution Steps

1. The tester logs in MME

2. The tester checks the configuration for uploading log files is correct, including source and destination are configured correctly, protocol to be used (e.g. FTPS), etc. 
Expected Results:
The uploading mechanism is secure, e.g. SFTP, FTPS, SSL etc.
Expected format of evidence:

Snapshots contain the configuration of uploading log files.
***
NEXT CHANGE
***
D.3.3.6.3 Log accessing
Test Name: TC_LOG_ACCESSING

Requirements: Requirements Reference- B.3.3.6.3 Protection of security event log files.
Purpose:
Verify that the log(s) is(are) only accessible by privileged user(s). 
Procedure and execution steps:

Pre-Conditions:
· The MME is powered on.
· The central location or system is powered on

· On the MME, the user account A has privilege to access log files, but user account B does not have. 

· On central location or system, user account C has privilege to access log files, but user account D does not have.
Execution Steps
1. The tester logs in MME using account A and tries to access log files.

2. The tester logs in MME using account B and tries to access log files.

3. The tester logs in central location or system using account C to access log files.
4. The tester logs in central location or system using account D to access log files.
Expected Results:
1. By using account A, the tester can access log files in MME
2. By using account B, the tester fails to access log files in MME.

3. By using account C, the tester can access log files in central location or system.

4. By using account D, the tester fails to access log files in central location or system.

Expected format of evidence:
Accounts A and C can access log files in MME and central location or system respectively while Accounts B and D cannot.
***
END OF CHANGES
***
�This test case has been seen in 6.12.








