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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.sas. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.4 and B.3.5, to TS 33.116 and TS 33.sas.
The first section of the contribution copies the text from TR 33.806, B.3.4 and B.3.5 (based on the pCRs agreed at conf calls#5 and #6 on 17 and 19 June, 2015, and with the revisions of that pCR accepted), and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that, for these clauses, there are no MME-specific parts. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.sas, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 

Annotated text from TR 33.806
[bookmark: _Toc404333593][bookmark: _Toc404333838][bookmark: _Toc404714146][bookmark: _Toc411028248][bookmark: _Toc417637715]B.3.4	Operating Systems	Comment by nokia2: all the text in B.3.4 is generic and does not include any MME-specific text. 
[bookmark: _Toc404333594][bookmark: _Toc404333839][bookmark: _Toc404714147][bookmark: _Toc411028249][bookmark: _Toc417637716]B.3.4.1	Availability and Integrity
[bookmark: _Toc411028250][bookmark: _Toc417637717][bookmark: _Toc404333595][bookmark: _Toc404333840][bookmark: _Toc404714148]B.3.4.1.1	Handling of growing content
Requirement Name: Growing (dynamic) content shall not influence system functions.
Requirement Reference: TBA 
Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028251][bookmark: _Toc417637718]B.3.4.1.2	Handling of ICMP
Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 
Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:
•	Destination Unreachable [Type 3 (v4), Type 1 (v6)]
•	Parameter Problem [Type 12 (v4), Type 4 (v6)]
•	Packet Too Big [Type 2 (only v6)]
•	Neighbor Solicitation [Type 135 (only v6)]
•	Neighbor Advertisement [Type 136 (only v6)]
The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):
•	Echo Request [Type 8 (v4), Type 128 (v6)]
•	Echo Reply [Type 0 (v4), Type 129 (v6) ]
•	Time Exceeded [Type 11 (v4), Type 3 (v6)]
It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types:  ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028252][bookmark: _Toc417637719]B.3.4.1.3	Handling of IP options and extensions
Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.
Requirement Reference: TBA 
Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028253][bookmark: _Toc417637720]B.3.4.2	Authentication and Authorization
[bookmark: _Toc411028254][bookmark: _Toc417637721]B.3.4.2.1	Authenticated Privilege Escalation only
Requirement Name: There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication..
Requirement Reference: TBA 
Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication.. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the required permissions.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc404333596][bookmark: _Toc404333841][bookmark: _Toc404714149][bookmark: _Toc411028255][bookmark: _Toc417637722]
B.3.5	UNIX	Comment by nokia2: all the text in B.3.5 is generic and does not include any MME-specific text. 
[bookmark: _Toc417637723][bookmark: _Toc404333597][bookmark: _Toc404333842][bookmark: _Toc404714150][bookmark: _Toc411028256]B.3.5.1	General
  NOTE:	The term ‘UNIX’ is throughout this document meant to include all major UNIX-like derivatives, including Linux.

[bookmark: _Toc417637724]B.3.5.2	System account identification
Requirement Name: System account identification

Requirement Reference: to be done later

Requirement Description: Each system account in UNIX must have a unique UID.

Threat References: tba
Security Objective references: tba.
Test case: tba

pCR to TS 33.sas (generic requirements)

***	START OF CHANGE	*** 
[bookmark: _Toc421893065]5.2.4	Operating systems
5.2.4.1 General operating system requirements and related test cases
Editor's Note: starting from Annex B.3.4 
5.2.4.4.1	Availability and Integrity
5.2.4.4.1.1	Handling of growing content
Requirement Name: Growing (dynamic) content shall not influence system functions.
Requirement Reference: TBA 
Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.4.4.1.2	Handling of ICMP
Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 
Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:
•	Destination Unreachable [Type 3 (v4), Type 1 (v6)]
•	Parameter Problem [Type 12 (v4), Type 4 (v6)]
•	Packet Too Big [Type 2 (only v6)]
•	Neighbor Solicitation [Type 135 (only v6)]
•	Neighbor Advertisement [Type 136 (only v6)]
The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):
•	Echo Request [Type 8 (v4), Type 128 (v6)]
•	Echo Reply [Type 0 (v4), Type 129 (v6) ]
•	Time Exceeded [Type 11 (v4), Type 3 (v6)]
It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types:  ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.4.4.1.3	Handling of IP options and extensions
Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.
Requirement Reference: TBA 
Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.4.4.2	Authentication and Authorization
5.2.4.4.2.1	Authenticated Privilege Escalation only
Requirement Name: There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication..
Requirement Reference: TBA 
Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication.. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the required permissions.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.4.2 UNIX specific requirements and related test cases
Editor's Note: starting from Annex B.3.5 
5.2.4.2.1	General
  NOTE:	The term ‘UNIX’ is throughout this document meant to include all major UNIX-like derivatives, including Linux.
5.2.4.2.2	System account identification
Requirement Name: System account identification

Requirement Reference: to be done later

Requirement Description: Each system account in UNIX must have a unique UID.

Threat References: tba
Security Objective references: tba.
Test case: tba

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.sas)

***	START OF CHANGE	***

[bookmark: _Toc421892892]5.2.4	Operating Systems
There are no MME-specific additions to clause 5.2.4 of TS 33.sas. 
5.2.4.1 General operating system requirements and related test cases
Editor's Note: Take TR 33.806, Annex B.3.4 as a starting point.
5.2.4.1.1	Availability and Integrity
5.2.4.1.1.1	Handling of growing content
5.2.4.1.1.2	Handling of ICMP
5.2.4.1.1.3	Handling of IP options and extensions
5.2.4.1.2	Authentication and Authorization
5.2.4.2.1.1	Authenticated Privilege Escalation only
5.2.4.2 UNIX specific requirements and related test cases
Editor's Note: Take TR 33.806, Annex B.3.5 as a starting point.
5.2.4.2.1	General
5.2.4.2.2	System account identification

***	END OF CHANGE	***


