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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document contains objectives, requirements and test cases that are deemed applicable, possibly after adaptation, to several network product classes.
It has been recognised that several network product classes will share very similar if not identical security requirements for some aspects.  Therefore, these are collected in this "catalogue" document applicable to many network product classes. In addition to this catalogue, requirements specific to different network product classes will be captured in separate documents. 2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products"
[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] ], TR 33.916 [3], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1] , TR 33.916 [3]. A term defined in TR 33.916 takes precedence over a term defined in TR 21.905.

Personal data: Personal data shall mean any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number, name or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity. Personal data can be gathered from user data and traffic data.

Machine Accounts:  These will be used for authentication and authorization from system to system or between applications on a system and can’t be assigned to a single person or a group of persons.
Sensitive  data: Sensitive  data include data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE, as well as   files of a system that are needed for the functionality such as firmware images, patches, drivers or kernel modules. 
System group account: a predefined system account in the network product, usually with special privileges, which has a predefined user id and hence cannot be tied to a single user (individual) in a normal operating environment. One example is the 'root' account.

.

Definition format (Normal)

<defined term>: <definition>.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Security objectives
Editor’s Note: Security objectives could be used to give a concise overview of the security requirements. This subclause can remain empty until the requirements in the present Annex are stable [quoted from TR 33.806, Annex B.2]. For the content, TR 33.806, clause 5.5, can be taken as a starting point. 
5
Catalogue of security requirements and related test cases
Editor’s Note: Take TR 33.806, Annex B, as a starting point for the requirements. Take TR 33.806, Annex D, as a starting point for the test cases. 

Editor’s Note: Each requirement shall be immediately followed by its test case(s). If a test case can be used to address several requirements then a reference to a test case further up in the TS may suffice. 
5.1
Introduction
Editor’s Note: tba. 

5.2
Security functional requirements and related test cases
Editor’s Note: Take TR 33.806, Annex B.3.2 through B.3.7, as a starting point. Keep substructure of Annex B.3.3 through B.3.7 as appropriate.
5.2.1
Introduction

5.2.2
Security functional requirements deriving from 3GPP specifications and related test cases
5.2.2.1
Security functional requirements deriving from 3GPP specifications – general approach

The present clause describes the general approach taken towards security functional requirements deriving from 3GPP specifications and the corresponding test cases, independent of a specific network product class. 

It is assumed for the purpose of the present SCAS that a network product conforms to all mandatory security-related provisions in 3GPP specifications pertaining to it, in particular 

· all 3GPP specifications of the 33-series (security specifications) that are pertinent to the network product class;

· other 3GPP specifications that make reference to security specifications or are referred to from one of them. 

3GPP has decided to develop test specifications for the UE in the TSs of the 34-series under the responsibility of Working Group RAN5. 3GPP saw, however, no need to develop test specifications for network elements. For network elements, 3GPP rather trusts that tests are run under the responsibility of the vendors.

Security procedures pertaining to a network product are typically embedded in non-security procedures and are hence assumed to be tested together with them. 

It is the purpose of the present SCAS to identify security requirements from the EPS security architecture that require special attention in testing as they may 

(a) lead to vulnerabilities when not satisfied;

(b) not be captured through ordinary testing activity for non-security procedures;

(c) address security-relevant failure cases and exceptions or ‘negative’ requirements of the kind: “The network product shall not…”

It is not an intention of the present specification to provide an exhaustive set of test cases that would be sufficient to demonstrate conformance of all security procedures with the above-mentioned specifications.

5.2.3
Technical baseline
Editor's Note: starting from Annex B.3.3 

5.2.3.1
Introduction

5.2.3.2
Protecting data and information

5.2.3.2.1
Protecting data and information – general

Adequate security measures for protecting sensitive data shall be implemented as defined in the present specification. Further chosen measure (that are beyond the scope of the present specification) may be required by local regulation depending on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc.
5.2.3.2.2
Protecting data and information – unauthorized viewing
Requirement Name: Unauthorized Viewing

Requirement Reference: to be done later

Requirement Description: There shall be no system function that reveals sensitive data in the clear. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc.  

Security Objective references: tba.
Test case: tba 

5.2.3.2.3
Protecting data and information in storage

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

For sensitive data in (persistent or temporary) storage read access rights shall be restricted.   Files of a system that are needed for the functionality shall be protected against manipulation.
In addition, the following rules apply for: 

· Systems that need access to sensitive data in the clear, e.g. in order to perform an authentication. Such systems shall not store this sensitive data in the clear, but scramble or encrypt it by implementation-specific means.

· Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data .

· Stored files: examples for protection against manipulation are the use of checksum or cryptographic methods.
Security Objective references: tba

Test case: tba

5.2.3.2.4
Protecting data and information in transfer

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:


· Usage of cryptographically protected network protocols is required.   

· The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.

Security Objective references: tba

Test case: tba

5.2.3.2.5
Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Reference: to be done later

Requirement Description:

In some cases access to personal data in clear text might be required. If such access is required, the access to this data shall be logged, and the logging shall contain who accessed what data without revealing that data in the clear. When for practical purposes such logging is not available, a coarser grain logging is allowed.
Security Objective references: tba

Test case: tba

5.2.3.3
Protecting availability and integrity

5.2.3.3.1
System handling during overload situations -

Requirement Name: System handling during overload situations -

Requirement Reference: to be done later
-
Requirement Description: 
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:

• Restricting of available RAM per application

• Restricting of maximum sessions for a Web application

• Defining the maximum size of a dataset

• Restricting CPU resources per process

• Prioritizing processes

• Limiting of amount or size of transactions of an user or from an IP address in a specific time range

-
Threat Reference: Denial of Service
Security Objective references: tba.
Test case: Refer to Annex D.3.3.3.3
5.2.3.3.2
Boot from intended memory devices only
Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 

The network product can boot only from the memory devices intended for this purpose.

Threat References: other threat: threat on booting from external device

5.2.3.3.3
System handling during excessive overload situations

Requirement Name: System handling during overload situations
Requirement Reference: TBA

Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.

In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.

The vendor shall provide a technical description of the network products’ Over Load Control mechanisms and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.

Threat References: TBA
Security Objective references: tba.
Test case: Refer to Annex D.3.3.3.3
5.3.3.3.4
System robustness against unexpected input.
Requirement Name: System robustness against unexpected input.

Requirement Reference: TBA

Requirement Description: During transmission of data to a system it is necessary to validate input to the network product before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:

• No validation on the lengths of transferred data

• Incorrect assumptions about data formats

• No validation that received data complies with the specification

• Insufficient handling of protocol errors in received data

• Insufficient restriction on recursion when parsing complex data formats

• White listing or escaping for inputs outside the values margin

Threat References: TBA
Security Objective references: tba.
Test case: Note: This requirement will be verified by Robustness and Protocol fuzzing tests as defined in Annex D.5.4.

5.2.3.3.5
Network Product software package integrity 
Requirement name: Network product Software integrity validation
Requirement reference: to be done later
Requirement Description: 
1)
Software package integrity shall be validated in the installation/upgrade stage.
2)
Network product shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update and that the software update is originated from verified sources.

 Threat References: TBA
Security Objective references: SOFTWARE INTEGRITY
5.2.3.4
Authentication and authorization

5.2.3.4.1
Authentication policy

5.2.3.4.1.1
System functions shall not be used or accessed without successful authentication and authorization.
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:

The usage of a system function or access to sensitive data shall only be possible via unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorisation requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
Threat References: TBA
Security Objective references: tba.
Test case:TBA

5.2.3.4.1.2
Accounts shall be used that allow unambiguous identification of the user.
Requirement name: Accounts shall be used that allow unambiguous identification of the user.

Requirement Reference: to be done later
Requirement Description: Users shall be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, shall not be used. An exception to this requirement is machine accounts.. Such accounts shall be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 

· Configuring a password that fulfils the security requirements and is known to as few persons/administrators as possible.
· Configuring the account such that only local use is possible and an interactive login isn’t possible.
· For authentication of the specific account specify the use of public and private key or certificates.
· Limiting the access over the network to legitimate systems. Additional solution shall be checked on their usability per individual case.
Threat References: TBA
Security Objective references: tba.
Test case:TBA
5.2.3.4.2
Authentication attributes

5.2.3.4.2.1
Accounts shall be protected by at least one authentication attribute.
Requirement Name: Accounts shall be protected by at least one authentication attribute.
Requirement Reference: to be done later
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.
Authentication attributes include:

· Cryptographic keys
· Token
· Passwords
This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and shall be evaluated for individual cases.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

5.2.3.4.2.2
Predefined accounts shall be deleted or disabled.
Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login.  In any case disabled or locked accounts shall be configured with a complex password as specified in clause B.3.3.4.3.1. This is necessary to prevent unauthorised use of such an account in case of mis-configuration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent abusive use by users of the system.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA

5.2.3.4.2.3
Predefined or default authentication attributes shall be deleted or disabled.
Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually  change it.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA

5.2.3.4.3
Password policy

5.2.3.4.3.1
Password Structure

Requirement Name: Password Complexity rule
Requirement Reference: tba

Requirement Description:

The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:

1. Minimum length of 8 characters (shorter lengths shall be rejected by the network product).
2. Maximum length of 64 characters.

3. Comprising at least three of the following categories: 
· at least 1 uppercase character (A-Z) 
· at least 1 lowercase character (a-z) 
· at least 1 digit (0-9) 
· at least 1 special character (e.g. @;!$.) 
 The network product shall use a default minimum length of 10. 
If a central system is used for user authentication password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
The minimum length of characters in the passwords and the special characters alphabet shall be configurable by the operator.
Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
Security Objective references: Hardening.
Test case: tba
5.2.3.4.3.2
Password changes
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system. 

Password change shall be enforced after initial login.

The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.

Previously used passwords shall not be allowed up to a certain number. 
The number of disallowed previously used passwords shall be configurable.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
5.2.3.4.3.3
Protection against attacks
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.

Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.

The most commonly used protection measures are:  

1. Increasing the delay (e.g. doubling wait times at each attempt) for each renewed password input following an incorrect entry (“tar pit”).
2. Blocking an account following a specified number of incorrect attempts (typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.
3. Using CAPTCHA to prevent automated attempts (often used for Web applications).
In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This shall be evaluated in individual cases and implemented accordingly. 
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
5.2.3.4.3.4
Hiding password display
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as “*”. Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
5.2.3.4.4
Specific Authentication use cases
5.2.3.4.4.1 Network Product Management and Maintenance interfaces 
Requirement Name: Network Product Management and Maintenance interfaces 
Requirement Reference: to be done later
Requirement Description: The protocols used for the network product management shall support  mutual authentication mechanisms.

Threat References: TBA
Security Objective references: SECURE NETWORK PRODUCT ADMINISTRATION.
Test case:TBA
5.2.3.4.5
User account lock-out policy
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

· The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8.
· There shall be a delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number. This delay should be configurable by the operator. The definition of the default value set at manufacturing time for delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number shall be greater than or equal to 5 sec.
Security Objective references: tba.
Test case: tba
5.2.3.4.6
Authorization and access control

5.2.3.4.6.1
Authorization policy
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.

Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).

Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.

Security Objective references: tba.
Test case: tba
Editors Note: Test cases for Unix-based TOEs need to include the following test cases from Annex E.1.2:TU3, TU4, TU5, TU7, TU8, TU9, TU12.

5.2.3.4.6.2
Role-based access control
Requirement Name: tba

Requirement Reference: tba

Requirement Description:

The network product shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).

The network product supports RBAC, in particular, for OAM privilege management for network product Management and Maintenance, including authorization of the operation for configuration data and software via the network product console interface. 

Security Objective references: tba.
Test case: tba
5.2.3.5
Protecting sessions

5.2.3.5.1
Protecting sessions – logout function
Requirement Name: Protecting sessions – logout function

Requirement Reference: to be done later

Requirement Description: The system shall have a function that allows a signed in user to logout at any time.

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
5.2.3.5.2
Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout

Requirement Reference: to be done later

Requirement Description: An OAM user interactive session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period for each user. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment should be shorter (less than one minute) than the time out for an application used by operational staff for monitoring tasks used in a protected area (60 minutes and longer).
Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
5.2.3.6
Logging

Editor’s Note: Test cases TBA.
5.2.3.6.1
Security event logging
Requirement Name: Security event logging
Requirement Reference: TBA

Requirement Description: Security relevant events shall be logged with a precise timestamp and a unique system reference. Security events shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name, timestamp, performed action and result.
RFC 3871 [9] section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events that the product logs so it can be verified by testing.
Typical event that reasonably should be logged in many cases are:

	Event
	Event data to be logged

	Incorrect login attempts
	• Account,

• Source (IP address) of remote access

	System access with accounts with administrator rights
	• Account,

• Access timestamp,

• Length of session,

• Source (IP address) of remote access

	Account administration
	• Administrator account,

• Administered account,

• Activity performed (configure, delete, enable and

disable)

	Change of group membership for accounts
	• Administrator account,

• Administered account,

• Activity performed (group added or removed)

	Critical rise in system values such as disk space, CPU load over a longer period 
	• Value exceeded,

• Value reached

(Here suitable threshold values shall be defined depending on the individual system.)


Threat References: TBA
Security Objective references: tba.
Test case: TBA
5.2.3.6.2
Log transfer to centralized storage
Requirement Name: Log transfer to centralized storage
Requirement Reference: TBA

Requirement Description: 
a)
The Network Product shall support forward of security event logging data to an external system. Standard protocols like Syslog shall be preferred.
b)
Log functions should support secure uploading of log files to a central location or to a system external for the Network Product that is logging.
Threat References: TBA
Security Objective references: tba.
Test case: TBA

5.2.3.6.3
Protection of security event log files
Requirement Name: Protection of security event log files
Requirement Reference: TBA

Requirement Description: The security event log shall be access controlled (file access rights) so only privilege users have access to the log files.

Threat References: TBA
Security Objective references: tba.
Test case: TBA

5.2.4
Operating systems
5.2.4.1 General operating system requirements and related test cases

5.2.4.1.1
Availability and Integrity

5.2.4.1.1.1
Handling of growing content

Requirement Name: Growing (dynamic) content shall not influence system functions.
Requirement Reference: TBA 

Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.2.4.1.1.2
Handling of ICMP

Requirement Name: Processing of ICMPv4 and ICMPv6 packets
Requirement Reference: TBA 

Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:

•
Destination Unreachable [Type 3 (v4), Type 1 (v6)]

•
Parameter Problem [Type 12 (v4), Type 4 (v6)]

•
Packet Too Big [Type 2 (only v6)]

•
Neighbor Solicitation [Type 135 (only v6)]

•
Neighbor Advertisement [Type 136 (only v6)]

The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):

•
Echo Request [Type 8 (v4), Type 128 (v6)]

•
Echo Reply [Type 0 (v4), Type 129 (v6) ]

•
Time Exceeded [Type 11 (v4), Type 3 (v6)]

It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types:  ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.2.4.1.1.3
Handling of IP options and extensions

Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.
Requirement Reference: TBA 

Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.2.4.1.2
Authentication and Authorization

5.2.4.1.2.1
Authenticated Privilege Escalation only

Requirement Name: There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication..
Requirement Reference: TBA 

Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication.. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the required permissions.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

Editors Note: Test cases for Unix-based TOEs need to include test case TU11 from Annex E.1.2.
5.2.4.2 UNIX specific requirements and related test cases

5.2.4.2.1
General

  NOTE:
The term ‘UNIX’ is throughout this document meant to include all major UNIX-like derivatives, including Linux.
5.2.4.2.2
System account identification

Requirement Name: System account identification
Requirement Reference: to be done later
Requirement Description: Each system account in UNIX must have a unique UID.
Threat References: tba
Security Objective references: tba.
Test case: tba5.2.5
Web Servers

Editor's Note: starting from Annex B.3.6

5.2.5.1
Logging

5.2.5.1.1
Webserver logging

5.2.5.2       User sessions

5.2.6
Network Devices

5.2.6.1 
Protection of Data and Information

Please refer to clause 5.2.3.2 for requirements on protection of data and information
5.2.6.2 
Protecting availability and integrity
5.2.6.2.1
Packet filtering

Requirement Name: Packet filtering 

Requirement Reference: to be done later
Requirement Description:

The Network Product shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [9] for further information).

In particular the Network Product shall provide a mechanism:

1)
To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI

2)
To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:

-
Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back

-
Accept: the matching message is accepted

-
Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3)
To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.
4)
To filter on the basis of the value(s) of any portion of the protocol header
5)
To reset the accounting

6)
The Network Product shall provide a mechanism to disable/enable each defined rule.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
5.2.6.2.2
Interface robustness requirements

Requirement Name: Manipulated packets that are sent to an address of the network device shall not lead to an impairment of availability
Requirement Reference: to be done later
Requirement Description:

A network device shall be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness must be just as effective for a great mass of invalid packets as for individual or a small number of packets.

Examples of such packets are:

-
Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack);

-
Packets with the same IP sender address and IP recipient address (Land attack);

-
Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack);

-
Fragmented IP packets with overlapping offset fields (Teardrop attack);

-
ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack);

-
Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 

Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.

Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
5.2.6.2.3
GTP-C Filtering

Editor’s Note: it is ffs whether this requirement can be generalized to cover both GTP-C and GTP-U or that a separate requirement or no requirement for GTP-U is needed.

Requirement Name: GTP-C Filtering
Requirement Reference: to be done later
Requirement Description:
The following capability is conditionally required:

-
For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorised to send a message pertaining to this protocol.
NOTE 1: The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-
At least the following actions should be supported when the check is satisfied:
-
Discard: the matching message is discarded
-
Accept: the matching message is accepted
-
Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-
The Network Product supports the capability described above and this is stated in the product documentation.
-
The Network Product’s product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: Such a separate entity could e.g. be a GTP Firewall. 

NOTE 3: Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
Threat References: tba
Security Objective references: tba.
Test case: TBD

5.2.6.3 
Logging
5.2.6.3.1
Network device security event logging

Requirement Name: Network device security event logging
Requirement Reference: TBA

Requirement Description: Security-relevant events shall be logged with a precise time stamp and a unique system reference. Network devices shall log the occurrence of security-relevant events. So that these events can be evaluated and classified, they shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.
The following security-relevant events shall be logged by a network device:
	Event
	Event data to be logged

	Failed login attempts
	• Account,

• Source (IP address) of remote access

	Changes to configuration
	• Change made,

• User

	Reboot/shutdown/crash
	• Action performed (reboot, shutdown, etc.),

• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	• Interface name and type,

• Status (shutdown, missing link, etc.)

	Critical rise in system values of memory or CPU load over a longer period
	• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)


Threat References: TBA
Security Objective references: tba.
Test case: TBA

5.3
Security requirements and related test cases related to hardening
Editor’s Note: Take TR 33.806, Annex B.4, as a starting point. Keep substructure of Annex B.4 as appropriate.

5.3.1
Introduction

5.3.2
Technical Baseline
5.3.2.1  No unnecessary or insecure services / protocols

Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: TBA 

Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which don’t have any known security vulnerabilities. In particular, by default the following services shall be disabled on the network product:

•
FTP

•
TFTP

•
Telnet

•
rlogin, RCP, RSH

•
HTTP

•
SNMPv1 and v2

•
SSHv1

•
TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

•
Finger

•
BOOTP server

•
Discovery protocols (CDP, LLDP)

•
IP Identification Service (Identd)

•
PAD

•
MOP

NOTE 1 : As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be redirected HTTPS service.

Note: Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.

5.3.2.2
Restricted reachability of services

Requirement Name: The TOE shall restrict the reachability of services

Requirement Reference: TBA 

Requirement Description: 

The TOE shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active,  the reachability should be limited to legitimate communication peers. This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side) according to B.3.7.2.1.

Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 

Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.2.3
No unused software

Requirement Name: Unused software shall not be installed or shall be uninstalled.
Requirement Reference: TBA 

Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the system shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.3.2.4
No unused functions

Requirement Name: Unused functions of the TOE's software and hardware shall be deactivated.

Requirement Reference: TBA 

Requirement Description: 

During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the system permanently. 
Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after system reboot.

Example: a debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the TOE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.3.2.5
No unsupported components

Requirement Name: The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.
Requirement Reference: TBA 

Requirement Description: 
The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.2.4  Remote login restrictions for privileged users
Requirement Name: Remote login restrictions for privileged users
Requirement Reference: TBA 

Requirement Description: Direct login as root or equivalent highest privileged user shall be limited to the system console only.  Root user will not be allowed to login to the system remotely.

Threat References: Elevation of Privilege, Spoofing
Security Objective References: HARDENING
Test Case: TBD

5.3.2.5 Filesystem Authorization privileges
Requirement Name: Filesystem Authorization privileges.

Requirement Reference: TBA 

Requirement Description: The system shall be designed to ensure that only users that are authorized to modify files, data, directories or file systems have the necessary privileges to do so.

e.g. : On unix systems a ‘sticky bit may be set on all directories where all users have write permissions. This ensures that only the file's owner, the directory's owner, or root user can rename or delete the file. Without the sticky bit being set, any user that has write and execute permissions for the directory can rename or delete files within the directory, regardless of the file's owner.

Threat References: Elevation of Privilege, Tampering
Security Objective References: HARDENING
Test Case: TBD

5.3.3
Operating Systems

5.3.3.1
General operating system requirements and test cases

5.3.3.1.1
IP-Source address spoofing mitigation

Requirement Name: IP-Source address spoofing mitigation
Requirement Reference: TBA 

Requirement Description: 
Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.3.3.1.2
Minimised kernel network functions

Requirement Name: Minimised kernel network functions.
Requirement Reference: TBA 

Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. 
 In particular the following ones shall be disabled by default:

· IP Packet Forwarding between different interfaces of the network product (to prevent that an attack can route malicious packets through the network element in connected networks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.forwarding=0 in the linux sysctl.conf file;

· Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file;
· Directed broadcast (to prevent Smurf, Denial of Service attack and others like it as recommended by [11], [12], [13], [15]) e.g. by setting net.inet.ip.directed-broadcast=0
· IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. It shall be available a configuration option to enable the IPv4 multicast handling if required.

· Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks [ef]). A Gratuitous ARP request can be used mainly to inform the neighbours about the change in the MAC for the specified IP and consequently to update their ARP tables or to update the switches with the new MAC address or to defend link-local IP addresses in the Zeroconf protocol. By default, the network product shall not send Unsolicited ARP and any incoming Gratuitous ARP requests shall be discarded.

Note: The above text does not preclude that Gratuitous ARP is enabled in certain deployment scenario.

· Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to network product via broadcast/multicast shall not be answered by default, for example by setting in the linux sysctl.conf file net.ipv4.icmp_echo_ignore_broadcasts  =  1, as recommended by [11], [12], [13]).

Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: tba

5.3.3.1.3
Automatic launch of removable media

Requirement Name: Automatic launch of removable media 
Requirement Reference: TBA 

Requirement Description: 
The operating system shall not automatically launch applications on removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives. If the operating system supports an automatic launch, it shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

5.3.3.1.4 
SYN Flood Prevention 
Requirement Name: Syn Flood Prevention
Requirement Reference: to be done later
Requirement Description:

The network product shall support a mechanism to prevent Syn Flood attacks  (e.g. implement the TCP Syn Cookie technique in the TCP stack  by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.

Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_SYN_FLOOD_PREVENTION
5.3.3.1.5
Protection from buffer overflows

Requirement Name: Protection mechanisms against buffer overflows

Requirement Reference: TBA 

Requirement Description: 
The system shall support mechanisms for buffer overflow protection.  Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 

Note: These checks will constitute the test case.

 Implementation examples:

Solaris: Set the following lines in the /etc/system file

  set noexec_user_stack=1

Linux: Set the following lines in the file /etc/sysctl.conf

  kernel.exec-shield = 1 kernel.randomize_va_space = 1

 Windows: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)

Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TBD

5.3.3.1.6
External file system mount restrictions

Requirement Name: External file system mount restrictions
Requirement Reference: TBA 

Requirement Description: 
If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions must be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Implementation example: In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the “user” option.
Threat References: Denial of Service, Elevation of Privilege
Security Objective References: HARDENING
Test Case: TBD

5.3.3.2
UNIX specific requirements and test cases

void5.3.4
Web Servers

5.3.4.1
No system privileges for web server

Requirement Name: No system privileges for web server. 
Requirement Reference: TBA 

Requirement Description: 

No web server processes shall run with system privileges. This is best achieved if the web server runs under an account that has minimum privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.2
No unused HTTP methods

Requirement Name: Unused HTTP methods shall be deactivated.
Requirement Reference: TBA 

Requirement Description: 

HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE.
Threat References: TBA

Security Objective
5.3.4.3
No unused add-ons

Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 

Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.4
No compiler, interpreter, or shell via CGI or other server-side scripting

Requirement Name: No compiler, interpreter, or shell via CGI or other server-side scripting. 
Requirement Reference: TBA 

Requirement Description: If CGI (Common Gateway Interface) or other scripting technology is used, the CGI directory - or other corresponding scripting directory - shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.5
No CGI or other scripting for uploads

Requirement Name: No CGI or other scripting for uploads. 
Requirement Reference: TBA 

Requirement Description: If CGI or other scripting technology is used, the associated CGI/script directory shall not be used for uploads.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.6
No execution of system commands with SSI

Requirement Name: No execution of system commands with SSI. 
Requirement Reference: TBA 

Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.
Threat References: TBA

Security Objective References: TBA
Test Case: TBA
5.3.4.7
Access rights for web server configuration

Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges.
Requirement Reference: TBA 

Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.8
No default content

Requirement Name: Default content shall be removed.
Requirement Reference: TBA 

Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.9
No directory listings

Requirement Name: No directory listings / Directory Browing.
Requirement Reference: TBA 

Requirement Description: Directory listings (indexing) / “Directory browsing” shall be deactivated.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.10
Web server information in HTTP headers

Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 

Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.11
Web server information in error pages 

Requirement Name: Web server information in error pages shall be deleted. 

Requirement Reference: TBA 

Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Threat References: TBA

Security Objective References: TBA
Test Case: TBA
5.3.4.12
Minimised file type mappings

Requirement Name: File type- or script-mappings that are not required shall be deleted.
Requirement Reference: TBA 

Requirement Description: File type- or script-mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA

Security Objective References: TBA

Test Case: TBA
5.3.4.13
Restricted file access

Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 

Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA

Security Objective References: TBA

Test Case: TBA

5.3.5
Network Devices

5.3.5.1
Traffic Separation
Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

The network product shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [9] for further information.
Threat References: tba
Security Objective references: tba.
Test case: tba

5.4
Basic vulnerability testing requirements
Editor’s Note: test cases and security objective references tba.
5.4.1
Introduction
Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least four aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing, and endpoint scanning. For each of these aspects, test requirements and test results are described in the present clause. 

Example of commonly available COTS security testing tools includes but not limited to the following:

Nmap, Nessus, NSFOCUS RSAS, NGSSquirrel, secureCAT, Appsentry, Codenomicon, AppScan, AWVS, Symantec Endpoint, Officescan, Mcafee Endpoint Protection, Avira AntiVir, Coverity, Fortify, and Klocwork.

NOTE: 
The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator’s laboratory that the testers are able to utilize adequate tools.
5.4.2
Port Scanning
Requirement Name: Port scaning
Requirement Reference: TBA
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Threat References: Denial of Service, Information Disclosure
Security Objective references: TBA
Test Case: TBA
5.4.3
Vulnerability Scanning
Requirement Name: Vulnerability Scanning
Requirement Reference: TBA
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that  relevant vulnerabilities are identified and remediation plans in place to  mitigate them)  on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.
Editor’s note; the scope for Vulnerability Scanning (i.e. application only or both application and Operating System) shall be clarified.
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: TBA
Test case: TBA
5.4.4
Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: TBA
Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: TBA.
Test case: TBA
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