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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.6 to TS 33.116 and TS 33.117.
The first section of the contribution copies the text from TR 33.806, B.3.6 and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that, for these clauses, there are no MME-specific parts. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.117, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 

Annotated text from TR 33.806
[bookmark: _Toc404333598][bookmark: _Toc404333843][bookmark: _Toc404714151][bookmark: _Toc411028257][bookmark: _Toc423354259]B.3.6	Web Servers
. 
[bookmark: _Toc404333599][bookmark: _Toc404333844][bookmark: _Toc404714152][bookmark: _Toc411028258][bookmark: _Toc423354260]B.3.6.1	HTTPS
.  
Requirement Name: HTTPS

Requirement Reference: to be done later

Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [10] shall be followed with the following modifications:	Comment by johnhick: Generic text
-	TLS 1.2 as specified in RFC 5246 shall be supported and should be used.
-	Support of TLS 1.1 is not required.
-	Support for cipher suites with NULL encryption is not required. 
-	A cipher suite with non-NULL encryption should be used. 
-	Fallback to TLS 1.0 is not allowed. 

Threat References: tba
Security Objective references: tba.
Test case: Annex D “Traffic protection mechanisms on OAM interface” in clause D.3.6.1.

[bookmark: _Toc404333600][bookmark: _Toc404333845][bookmark: _Toc404714153][bookmark: _Toc411028259][bookmark: _Toc423354261]B.3.6.2	Logging
[bookmark: _Toc411028260][bookmark: _Toc423354262]B.3.6.2.1	Webserver logging
Requirement Name: Webserver logging
Requirement Reference: TBA
Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:	Comment by johnhick: Generic text
-	Access timestamp
-	Source (IP address)
-	Account (if known)
-	URL
-	Status code of web server response
Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc423354263]B.3.6.3       User sessions
Requirement Name: User sessions
Requirement Reference: TBA
Requirement Description: 
To protect user sessions the MME  shall support the following session ID and session cookie requirements:	Comment by johnhick: MME can be changed to Network Product and this can be generic text
1. The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2. The session ID shall have randomly generated (conform to FIPS 140-2 to avoid entropy problems) or cryptographically hashed values (e.g using SHA-2). 
3. The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc).
4. The session ID shall not persist for excessively long periods of time.
5. Session ID’s shall be regenerated for each new session (e.g. each time a user logs in).
6. The session ID shall not be reused or renewed in subsequent sessions.
7. Where session cookies are used the attribute ‘HttpOnly’ shall be set to true.
8. Where session cookies are used the ‘domain’ attribute shall be set to ensure that the cookie can only be sent to the specified domain.
9. Where session cookies are used the ‘path’ attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.
10. The MME shall not accept session identifiers from GET/POST variables.
11. The MME shall be configured to only accept server generate session ID’s.
In the addition the MME shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The MME shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	*** 
[bookmark: _Toc421893072]5.2.5	Web Servers
5.2.5.1	HTTPS
Requirement Name: HTTPS

Requirement Reference: to be done later

Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [10] shall be followed with the following modifications:
-	TLS 1.2 as specified in RFC 5246 shall be supported and should be used.
-	Support of TLS 1.1 is not required.
-	Support for cipher suites with NULL encryption is not required. 
-	A cipher suite with non-NULL encryption should be used. 
-	Fallback to TLS 1.0 is not allowed. 

Threat References: tba
Security Objective references: tba.
Test case: Annex D “Traffic protection mechanisms on OAM interface” in clause D.3.6.1.
Editor’s note: the list of items in the requirement above needs to be re-visited when Annex E of TS.33.310 has been reviewed.
5.2.5.2	Logging

5.2.5.2.1	Webserver logging
Requirement Name: Webserver logging
Requirement Reference: TBA
Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:
-	Access timestamp
-	Source (IP address)
-	Account (if known)
-	URL
-	Status code of web server response
Threat References: TBA
Security Objective references: tba.
Test case:TBA

5.2.5.3	User sessions
Requirement Name: User sessions
Requirement Reference: TBA
Requirement Description: 
To protect user sessions the Network Product shall support the following session ID and session cookie requirements:
1. The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2. The session ID shall have randomly generated (conform to FIPS 140-2 to avoid entropy problems) or cryptographically hashed values (e.g using SHA-2). 
3. The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc).
4. The session ID shall not persist for excessively long periods of time.
5. Session ID’s shall be regenerated for each new session (e.g. each time a user logs in).
6. The session ID shall not be reused or renewed in subsequent sessions.
7. Where session cookies are used the attribute ‘HttpOnly’ shall be set to true.
8. Where session cookies are used the ‘domain’ attribute shall be set to ensure that the cookie can only be sent to the specified domain.
9. Where session cookies are used the ‘path’ attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.
10. The Network Product shall not accept session identifiers from GET/POST variables.
11. The Network Product shall be configured to only accept server generate session ID’s.
In the addition the Network Product shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The Network Product shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

***	START OF CHANGE	***

[bookmark: _Toc421892893]1175.2.5	Web Servers
There are no MME-specific additions to clause 5.2.5 of TS 33.117. 

Editor's Note: Take TR 33.806, Annex B.3.6 as a starting point.
5.2.5.1	HTTPS
5.2.5.2	Logging
5.2.5.2.1	Webserver logging
5.2.5.3	User sessions


***	END OF CHANGE	***


