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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.4.3 and B.4.4, to TS 33.116 and TS 33.117.
The first section of the contribution copies the text from TR 33.806, B.4.3 and B.4.4 (based on the pCRs agreed at conf calls#3 and #6 on 3 and 19 June, 2015, and with the revisions of that pCR accepted), and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. Note that B.4.4 became void according to the agreements. It turns out that, for these clauses, there are no MME-specific parts, except that ‘MME’ is mentioned in several places although it can be easily replaced with ‘network product’ to make the text generic. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.117, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 
The technical content in S3-151669 does not differ from that in S3-151619.
Annotated text from TR 33.806
[bookmark: _Toc404333608][bookmark: _Toc404333853][bookmark: _Toc404714161][bookmark: _Toc411028274][bookmark: _Toc417637745]B.4.3 	Operating Systems	Comment by nokia2: only generic text, except in a few places commented by gh1
[bookmark: _Toc411028275][bookmark: _Toc417637746]B.4.3.1	IP-Source address spoofing mitigation
Requirement Name: IP-Source address spoofing mitigation
Requirement Reference: TBA 
Requirement Description: 
Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc411028276][bookmark: _Toc417637747]B.4.3.2	Minimised kernel network functions
Requirement Name: Minimised kernel network functions.
Requirement Reference: TBA 
Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. 
 In particular the following ones shall be disabled by default:

· IP Packet Forwarding between different MME’s interfaces (to prevent that an attack can route malicious packets through the network element in connected networks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.forwarding=0 in the linux sysctl.conf file;	Comment by nokia2: can be replaced with 'interfaces of the network product' to make it generic
· Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file;
· Directed broadcast (to prevent Smurf, Denial of Service attack and others like it as recommended by [11], [12], [13], [15]) e.g. by setting net.inet.ip.directed-broadcast=0
· IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. It shall be available a configuration option to enable the IPv4  multicast handling if required.
· Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks [ef]). A Gratuitous ARP request can be used mainly to inform the neighbours about the change in the MAC for the specified IP and consequently to update their ARP tables or to update the switches with the new MAC address or to defend link-local IP addresses in the Zeroconf protocol. By default, the MME shall not send Unsolicited ARP and any incoming Gratuitous ARP requests shall be discarded.	Comment by nokia2: can be replaced with 'network product'
Note: The above text does not preclude that Gratuitous ARP is enabled in certain deployment scenario.
· Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to MME via broadcast/multicast shall not be answered by default, for example by setting in the linux sysctl.conf file net.ipv4.icmp_echo_ignore_broadcasts  =  1, as recommended by [11], [12], [13]).	Comment by nokia2: can be replaced with 'network product'
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: tba

[bookmark: _Toc411028277][bookmark: _Toc417637748]B.4.3.3	Automatic launch of removable media
Requirement Name: Automatic launch of removable media 
Requirement Reference: TBA 
Requirement Description: 
The operating system shall not automatically launch applications on removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives. If the operating system supports an automatic launch, it shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.3.4 	SYN Flood Prevention 
Requirement Name: Syn Flood Prevention
Requirement Reference: to be done later
Requirement Description:
The MME shall support a mechanism to prevent Syn Flood attacks  (e.g. implement the TCP Syn Cookie technique in the TCP stack  by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.	Comment by nokia2: can be replaced with 'network product'
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_SYN_FLOOD_PREVENTION
B.4.3.5	Protection from buffer overflows
Requirement Name: Protection mechanisms against buffer overflows
Requirement Reference: TBA 
Requirement Description: 
The system shall support mechanisms for buffer overflow protection.  Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 
Note: These checks will constitute the test case.
 Implementation examples:
Solaris: Set the following lines in the /etc/system file
  set noexec_user_stack=1
Linux: Set the following lines in the file /etc/sysctl.conf
  kernel.exec-shield = 1 kernel.randomize_va_space = 1
 Windows: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TBD
B.4.3.6	External file system mount restrictions
Requirement Name: External file system mount restrictions
Requirement Reference: TBA 
Requirement Description: 
If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions must be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Implementation example: In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the “user” option.
Threat References: Denial of Service, Elevation of Privilege
Security Objective References: HARDENING
Test Case: TBD

[bookmark: _Toc404333609][bookmark: _Toc404333854][bookmark: _Toc404714162][bookmark: _Toc411028278][bookmark: _Toc417637749]B.4.4	UNIX
void
pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	***
[bookmark: _Toc421893071]5.3.3	Operating Systems
Editor's Note: starting from Annex B.4.3 and B.4.4
5.3.3.1	General operating system requirements and test cases
Editor's Note: starting from Annex B.4.3 
5.3.3.1.1	IP-Source address spoofing mitigation
Requirement Name: IP-Source address spoofing mitigation
Requirement Reference: TBA 
Requirement Description: 
Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.3.1.2	Minimised kernel network functions
Requirement Name: Minimised kernel network functions.
Requirement Reference: TBA 
Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. 
 In particular the following ones shall be disabled by default:

· IP Packet Forwarding between different interfaces of the network product (to prevent that an attack can route malicious packets through the network element in connected networks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.forwarding=0 in the linux sysctl.conf file;
· Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks as recommended by [11], [12], [13]) e.g. by setting net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file;
· Directed broadcast (to prevent Smurf, Denial of Service attack and others like it as recommended by [11], [12], [13], [15]) e.g. by setting net.inet.ip.directed-broadcast=0
· IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. It shall be available a configuration option to enable the IPv4 multicast handling if required.
· Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks [ef]). A Gratuitous ARP request can be used mainly to inform the neighbours about the change in the MAC for the specified IP and consequently to update their ARP tables or to update the switches with the new MAC address or to defend link-local IP addresses in the Zeroconf protocol. By default, the network product shall not send Unsolicited ARP and any incoming Gratuitous ARP requests shall be discarded.
Note: The above text does not preclude that Gratuitous ARP is enabled in certain deployment scenario.
· Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to network product via broadcast/multicast shall not be answered by default, for example by setting in the linux sysctl.conf file net.ipv4.icmp_echo_ignore_broadcasts  =  1, as recommended by [11], [12], [13]).
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: tba
5.3.3.1.3	Automatic launch of removable media
Requirement Name: Automatic launch of removable media 
Requirement Reference: TBA 
Requirement Description: 
The operating system shall not automatically launch applications on removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives. If the operating system supports an automatic launch, it shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.3.1.4 	SYN Flood Prevention 
Requirement Name: Syn Flood Prevention
Requirement Reference: to be done later
Requirement Description:
The network product shall support a mechanism to prevent Syn Flood attacks  (e.g. implement the TCP Syn Cookie technique in the TCP stack  by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_SYN_FLOOD_PREVENTION
5.3.3.1.5	Protection from buffer overflows
Requirement Name: Protection mechanisms against buffer overflows
Requirement Reference: TBA 
Requirement Description: 
The system shall support mechanisms for buffer overflow protection.  Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 
Note: These checks will constitute the test case.
 Implementation examples:
Solaris: Set the following lines in the /etc/system file
  set noexec_user_stack=1
Linux: Set the following lines in the file /etc/sysctl.conf
  kernel.exec-shield = 1 kernel.randomize_va_space = 1
 Windows: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TBD
5.3.3.1.6	External file system mount restrictions
Requirement Name: External file system mount restrictions
Requirement Reference: TBA 
Requirement Description: 
If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions must be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Implementation example: In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the “user” option.
Threat References: Denial of Service, Elevation of Privilege
Security Objective References: HARDENING
Test Case: TBD

5.3.3.2	UNIX specific requirements and test cases
Editor's Note: starting from Annex B.4.4void
5.3.3.2.1	General

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

***	START OF CHANGE	***
[bookmark: _Toc421892898]5.3.3	Operating Systems
There are no MME-specific additions to clause 5.3.3 of TS 33.117. 
5.3.3.1	General operating system requirements and test cases
Editor's Note: Take TR 33.806, Annex B.4.3 as a starting point. 
5.3.3.1.1	IP-Source address spoofing mitigation
5.3.3.1.2	Minimised kernel network functions
5.3.3.1.3	Automatic launch of removable media
5.3.3.2	UNIX specific requirements and test cases
Editor's Note: Take TR 33.806, Annex B.4.4 as a starting point. 
5.3.3.2.1	General


***	END OF CHANGE	***


