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Abstract of the contribution:

[bookmark: _GoBack]The technical content in S3-151665 does differ from that in S3-151622 in that it takes into account revision S3-151655 in favour of S3-151611. And two occasions of ‘system’ were changed into “Network Product”.
It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.3.6, to TS 33.116 and TS 33.117 and shamelessly copies the format and abstract that was used by Nokia in a contribution on the email reflector on 12th June 2015.
The first section of the contribution copies the text from TR 33.806, B.3.3.6 incorporating the changes proposed in “S3-151611” by Huawei, and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that practically all the text is generic with some modifications.
The second section of the contribution provides a pCR to TS 33.117, using a partly updated version of the skeleton provided in S3-151441. The text introduced here is a copy of the text that was initially in B.3.3.6 with some minor modifications. The modifications have been indicated with comments that should be removed when inserting the change into TS 33.117. 
The third section of the contribution provides a pCR to TS 33.116, using the updated skeleton provided by Nokia by email on 6 May to the SA3 reflector. As TR 33.806, B.3.3.6, does not contain any MME-specific text, this pCR only includes a pointer to the corresponding clause in TS 33.117.
In the present contribution, only the requirements themselves are touched, not the test cases. 
Annotated text from TR 33.806
[bookmark: _Toc420072227]B.3.3.6	Logging
[bookmark: _Toc420072228]B.3.3.6.1	Security event logging	Comment by Sander Kievit: Is entirely generic.
Requirement Name: Security event logging
Requirement Reference: TBA
Requirement Description: Security relevant events shall be logged with a precise timestamp and a unique system reference. Security events shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name, timestamp, performed action and result.
RFC 3871 [9] section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events that the product logs so it can be verified by testing.
Typical event that reasonably should be logged in many cases are:
	Event
	Event data to be logged

	
Incorrect login attempts
	
• Account,
• No. of failed attempts	Comment by Sander Kievit: Changes from S151611
• Source (IP address) of remote access

	
System access with accounts with administrator rights
	
• Account,
• Access timestamp,
• Length of session,
• Source (IP address) of remote access

	
Account administration
	
• Administrator account,
• Administered account,
• Activity performed (configure, delete, enable and
disable)

	
Change of group membership for accounts
	
• Administrator account,
• Administered account,
• Activity performed (group added or removed)

	
Critical rise in system values such as disk space, CPU load over a longer period 
	
• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)



Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc420072229]B.3.3.6.2	Log transfer to centralized storage
Requirement Name: Log transfer to centralized storage
Requirement Reference: TBA
Requirement Description: 
a)	The System shall support forward of security event logging data to an external system. Standard protocols like Syslog shall be preferred.
b)	Secure uploading of log files to a central location or system external for MME log functions should be supported.	Comment by Sander Kievit: Is not MME specific. Will be generalized.	Comment by Sander Kievit: Will be moved to the front of the sentence.
Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc420072230]B.3.3.6.3	Protection of security event log files	Comment by Sander Kievit: Is general text.
Requirement Name: Protection of security event log files
Requirement Reference: TBA
Requirement Description: The security event log shall be access controlled (file access rights) so only privilege users have access to the log files.
Threat References: TBA
Security Objective references: tba.
Test case:TBA

pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	*** 
5.2.3.6	Logging
Editor’s Note: Test cases TBA.
5.2.3.6.1	Security event logging
Requirement Name: Security event logging
Requirement Reference: TBA
Requirement Description: Security relevant events shall be logged with a precise timestamp and a unique system reference. Security events shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name, timestamp, performed action and result.
RFC 3871 [9] section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events that the product logs so it can be verified by testing.
Typical event that reasonably should be logged in many cases are:
	Event
	Event data to be logged

	
Incorrect login attempts
	
• Account,
• Source (IP address) of remote access

	
System access with accounts with administrator rights
	
• Account,
• Access timestamp,
• Length of session,
• Source (IP address) of remote access

	
Account administration
	
• Administrator account,
• Administered account,
• Activity performed (configure, delete, enable and
disable)

	
Change of group membership for accounts
	
• Administrator account,
• Administered account,
• Activity performed (group added or removed)

	
Critical rise in system values such as disk space, CPU load over a longer period 
	
• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)



Threat References: TBA
Security Objective references: tba.
Test case: TBA
5.2.3.6.2	Log transfer to centralized storage
Requirement Name: Log transfer to centralized storage
Requirement Reference: TBA
Requirement Description: 
a)	The Network Product shall support forward of security event logging data to an external system. Standard protocols like Syslog shall be preferred.
b)	Log functions should support secure uploading of log files to a central location or to a system external for the Network Product that is logging.
Threat References: TBA
Security Objective references: tba.
Test case: TBA

5.2.3.6.3	Protection of security event log files
Requirement Name: Protection of security event log files
Requirement Reference: TBA
Requirement Description: The security event log shall be access controlled (file access rights) so only privilege users have access to the log files.
Threat References: TBA
Security Objective references: tba.
Test case: TBA

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

5.2.3.6	Logging
All text from TS 33.117, 5.2.3.6 also applies to MMEs. There are no MME-specific adaptations or additions to this text.
5.2.3.6.1	Security event logging
5.2.3.6.2	Log transfer to centralized storage
5.2.3.6.3	Protection of security event log files ge


