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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.3.2, to TS 33.116 and TS 33.117.
The first section of the contribution copies the text from TR 33.806, B.3.3.2 (based on the pCR agreed at conf call#6 on 19 June, 2015, and with the revisions of that pCR accepted), and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.117, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 
The technical content in S3-151661 does not differ from that in S3-151617.
Annotated text from TR 33.806

B.3.3.2	Protecting data and information
[bookmark: _Toc404333580][bookmark: _Toc404333825][bookmark: _Toc404714133][bookmark: _Toc411028218][bookmark: _Toc417637681]B.3.3.2.1	Protecting data and information – general
Adequate security measures for protecting sensitive data shall be implemented as defined in the present specification. Further chosen measure (that are beyond the scope of the present specification) may be required by local regulation depending on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc.	Comment by nokia2: generic text
B.3.3.2.2	Protecting data and information – unauthorized viewing
Requirement Name: Unauthorized Viewing
Requirement Reference: to be done later
Requirement Description: There shall be no system function that reveals sensitive data in the clear. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc.  	Comment by nokia2: generic text

Security Objective references: tba.
[bookmark: _Toc404333581][bookmark: _Toc404333826]Test case: Review the documentation provided by the vendor describing how sensitive information is handled by system functions that could possibly reveal such data in the clear, in addition to how it is stored and transferred. 
[bookmark: _Toc404714134][bookmark: _Toc411028219][bookmark: _Toc417637682]B.3.3.2.3	Protecting data and information in storage
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
For sensitive data in (persistent or temporary) storage read access rights shall be restricted.   Files of a system that are needed for the functionality shall be protected against manipulation.	Comment by nokia2: generic text
In addition, the following rules apply for: 
· Systems that need access to sensitive data in the clear, e.g. in order to perform an authentication. Such systems shall not store this sensitive data in the clear, but scramble or encrypt it by implementation-specific means.
· Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data .
· Stored files: examples for protection against manipulation are the use of checksum or cryptographic methods.
Security Objective references: tba.
[bookmark: _Toc404333582][bookmark: _Toc404333827][bookmark: _Toc404714135][bookmark: _Toc411028220][bookmark: _Toc417637683]B.3.3.2.4	Protecting data and information in transfer
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:	
· Usage of cryptographically protected network protocols is required.  In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured. 	Comment by nokia2: generic text	Comment by nokia2: MME-specific text
· The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.	Comment by nokia2: generic text	Comment by nokia2: MME-specific text	Comment by nokia2: generic text
Security Objective references: tba.
B.3.3.2.5	Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Reference: to be done later
Requirement Description:
In some cases access to personal data in clear text might be required. If such access is required, the access to this data shall be logged, and the logging shall contain who accessed what data without revealing that data in the clear. When for practical purposes such logging is not available, a coarser grain logging is allowed.	Comment by nokia2: generic text
Security Objective references: tba.
Test case: 
1. The product provides a clear-text interface in the standard GUI or CLI:
a. Access the clear text interface for a single user or multiple users
b. Verify that access is logged
2. The product does not provide a clear-text interface, but e.g. a file or database:
a. Access the file or database
b. Verify that access is logged.

pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	***
5.2.3.2	Protecting data and information
Editor's Note: substructure tba 
5.2.3.2.1	Protecting data and information – general
Adequate security measures for protecting sensitive data shall be implemented as defined in the present specification. Further chosen measure (that are beyond the scope of the present specification) may be required by local regulation depending on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc.
5.2.3.2.2	Protecting data and information – unauthorized viewing
Requirement Name: Unauthorized Viewing
Requirement Reference: to be done later
Requirement Description: There shall be no system function that reveals sensitive data in the clear. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc.  
Security Objective references: tba.
Test case: tba 
5.2.3.2.3	Protecting data and information in storage
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
For sensitive data in (persistent or temporary) storage read access rights shall be restricted.   Files of a system that are needed for the functionality shall be protected against manipulation.
In addition, the following rules apply for: 
· Systems that need access to sensitive data in the clear, e.g. in order to perform an authentication. Such systems shall not store this sensitive data in the clear, but scramble or encrypt it by implementation-specific means.
· Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data .
· Stored files: examples for protection against manipulation are the use of checksum or cryptographic methods.
Security Objective references: tba
Test case: tba
5.2.3.2.4	Protecting data and information in transfer
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:	
· Usage of cryptographically protected network protocols is required.   
· The transmission of data with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.
Security Objective references: tba
Test case: tba
5.2.3.2.5	Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Reference: to be done later
Requirement Description:
In some cases access to personal data in clear text might be required. If such access is required, the access to this data shall be logged, and the logging shall contain who accessed what data without revealing that data in the clear. When for practical purposes such logging is not available, a coarser grain logging is allowed.
Security Objective references: tba
Test case: tba

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

***	START OF CHANGE	***
5.2.3.2	Protecting data and information
Editor's Note: substructure tba 
5.2.3.2.1	Protecting data and information – general
There are no MME-specific additions to clause 5.2.3.2.1 of TS 33.117.
5.2.3.2.2	Protecting data and information – unauthorized viewing
There are no MME-specific additions to clause 5.2.3.2.2 of TS 33.117. 
5.2.3.2.3	Protecting data and information in storage
There are no MME-specific additions to clause 5.2.3.2.3 of TS 33.117.
5.2.3.2.4	Protecting data and information in transfer
There are the following MME-specific additions to clause 5.2.3.2.4 of TS 33.117:
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
· In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured. 
· The transmission of data mentioned in clause 5.2.3.2.4 of TS 33.117 includes the transmission of data between the MME and management entities.
Security Objective references: tba
Test case: tba
5.2.3.2.5	Logging access to personal data
There are no MME-specific additions to clause 5.2.3.2.5 of TS 33.117.

		
***	END OF CHANGE	***


