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Abstract of the contribution: This pCR proposes new requirement on password that the policy applies to all type of passwords. 
1 Discussion 

Password policy applies for all type of passwords, whether they are admin, OS, or application type of passwords
Add definition of machine accounts.
Delete machine accounts definition in B.3.3.4.1.2 requirement description.
2 Proposed changes
+++ beginning of the change +++
[bookmark: _Toc411028232][bookmark: _Toc417637698]B.3.3.4.3	Password policy
[bookmark: _Toc411028233][bookmark: _Toc417637699]B.3.3.4.3.1	Password structure
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, it shall have at least 8 characters and contain three of the following categories: upper case, lower case, numerical and special characters.	Comment by Nokia141202: copy from C.8, 3.01-23
A system shall only accept passwords that comply with the following complexity criteria:
1. Minimum length of 8 characters.
2. Comprising at least three of the following categories: upper/lower case letters, numbers and special characters. 
When a password is assigned, the system shall ensure that the password meets these requirements. If a central system will be used for user authentication this function can be forwarded or delegated to this system.
The number of characters in the passwords shall be configurable.	Comment by Nokia141202: copy from 6.8, R 7-2 b)
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). 
Editor’s note: it is ffs whether a minimum length of 8 characters is still sufficient. It is ffs whether the number of categories in the second bullet above can be reduced to two. 	Comment by Nokia141203: newly introduced here
Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028234][bookmark: _Toc417637700]B.3.3.4.3.2	Password changes
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system. 	Comment by Nokia141202: obtained from 3.01-24 by merging headline and first sentence. 
Password change shall be enforced after initial login.	Comment by Nokia141202: copied from 6.8, R 7-2a) with editorial modification. 
The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.	Comment by Nokia141202: copied from 6.8, R 7-2c) with editorial modification	Comment by Nokia141202: copied from 6.8, R 7-4
Previously used passwords shall not be allowed up to a certain number. 
The number of disallowed previously used passwords shall be configurable.	Comment by Nokia141202: copied from 6.8, R 7-2c) with editorial modification
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028235][bookmark: _Toc417637701]B.3.3.4.3.3	Protection against attacks
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.	Comment by Nokia141202: copied from 3.01-25

Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.
The most commonly used protection measures are:  
1. Increasing the delay (e.g. doubling wait times at each attempt) for each renewed password input following an incorrect entry (“tar pit”).
2. Blocking an account following a specified number of incorrect attempts (typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.
3. Using CAPTCHA to prevent automated attempts (often used for Web applications).
In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This shall be evaluated in individual cases and implemented accordingly. 
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028236][bookmark: _Toc417637702]B.3.3.4.3.4	Hiding password display
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as “*”. Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.	Comment by Nokia141202: copied from 6.8, R 7-2 e). 	Comment by Nokia141202: copied from 3.01-26
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba

+++ next change +++
[bookmark: _Toc411028230][bookmark: _Toc417637693]B.3.3.4.1.2	Accounts shall be used that allow unambiguous identification of the user.	Comment by johnhick: Text copied from DT catelog Annex C 3.01-13
Requirement name: Accounts shall be used that allow unambiguous identification of the user.
Requirement Reference: to be done later
Requirement Description: Users shall be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, shall not be used. An exception to this requirement is machine accounts. These will be used for authentication and authorization from system to each other or for applications on a system and can’t be assigned to a single person. Such accounts shall be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 	Comment by johnhick: Text copied from DT catalog Annex C 3.01-13 with some minor editorial changes
1. Configuring a password that fulfils the security requirements and is known to as few persons/administrators as possible.
· Configuring the account such that only local use is possible and an interactive login isn’t possible.
· For authentication of the specific account specify the use of public and private key or certificates.
· Limiting the access over the network to legitimate systems. Additional solution shall be checked on their usability per individual case.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

+++ next change +++
[bookmark: _Toc388959088][bookmark: _Toc397964205][bookmark: _Toc404333425][bookmark: _Toc404333670][bookmark: _Toc404713978][bookmark: _Toc411028061][bookmark: _Toc417637523]3.1	Definitions

Machine Accounts:  These will be used for authentication and authorization from system to system or between applications on a system and can’t be assigned to a single person or a group of persons.
+++ end of change +++


