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Abstract of the contribution: This contribution proposes to add to annex D of TR 33.806 the test case D.3.3.4.3 related to the requirement B.3.3.4.3 on password policy and to the requirement 6.8.
1 Introduction 
This contribution proposes to add to annex D of  TR 33.806
The test case D.3.3.4.3.1 relates to the requirement B.3.3.4.3.1 on Password structure policy/strength configurable, and test case2 for R7-2 b) in 6.8. 

The test case D.3.3.4.3.2.1 Password initial modification relates to the requirement B.3.3.4.3.2.1, and test case 1 for R7-2 a) in 6.8.
The test case D.3.3.4.3.2.2 Password expiry relates to the requirement B.3.3.4.3.2, and test case 6 for R7-3 c) in 6.8
The test case D.3.3.4.3.2.3 Historical password policy relates to the requirement B.3.3.4.3.2, and test case 3 for R7-2 c) in 6.8
The test case D.3.3.4.3.3.1 password storage support relates to the requirement B.3.3.4.3.3 Protection against attacks.

The test case D.3.3.4.3.3.2 user account lock-out and delay to the requirement B.3.3.4.3.3 Protection against attacks, and test case 5 for R7-3 a)&b) in 6.8

2 Proposed pCR
***
BEGIN OF FIRST CHANGE
***
D.3.3.4.3 Password policy
D.3.3.4.3.1 Password structure policy/strength configurable.
Test Name: TC_PWD_STRN_CONFIGURABLE

Requirements: Requirements Reference-B.3.3.4.3.1 Password structure, 
Purpose:

Verify that password strength is configurable by the system supervisor. 
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.
· The tester has privileges to have the policy of password structure complicated/simplified， and 
· 
Execution Steps

1. The tester logins.
2. The tester modifies password structure policy on MME.
3. The tester can strength the configuration of password, including password consistent and character numbers, and the configuration also can be easier than before. 
4. The tester logs out and then logs in as a normal user whose password does not meet the requirement of the new policy. 
5. 
Expected Results:
1. If the policy has been improved, a user logging in whose password does not meet the new requirements is prompted to change his password.
2. 
3. 
4. 
Expected format of evidence:

Snapshots contain the configuration
***
NEXT CHANGE
***
D.3.3.4.3.2.1 Password initial modification
Test Name: TC_PWD_INI_MODIFY

Requirements: Requirements Reference- B.3.3.4.3.2 Password changes 
Purpose:
Verify that a function that the default password, which is assigned by the system, must be enforced to be changed as soon as initial login shall be provided to the system. (Password modification shall be performed by force after initial login).
Procedure and execution steps:

Pre-Conditions:
· The MME is powered on.
· The tester has privileges to create/delete a new user account.

Execution Steps
1. The tester performs login action on MME.

2. The tester creates a new user account A, which should change the password at the initial login. The login name is created by the tester, and the default password is assigned by the system.

3. The tester performs logout action, and then performs login action with user account A.
4. The tester gets prompt that user shall change password at initial login.

5. If the tester changes the default password as the password structure requirement, the tester shall be informed to login again using the new password before using the system. If the modified password doesn’t satisfy the password structure requirement, the tester shall change the password again and again until it is passed the examination, and then the tester shall be noted to login again.

6. IF the tester does not change the default password, the login action shall be terminated. The prompt to change the default password for accessing the resource shall be displayed before the tester logging out.
Expected Results:
1. If password change is cancelled/failed, the tester cannot continue accessing the MME.
2.  If password change is successful, the tester can start accessing the MME.
Expected format of evidence:
Snapshots contain the login process
***
NEXT CHANGE
***
D.3.3.4.3.2.2 Password expiry
Test Name: TC_PWD_EXPIRY

Requirements: Requirements Reference- B.3.3.4.3.2 password changes
Purpose:

Verify that the expired password will force user to change password.
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on
· The tester has privilege to configure user account password expiry time
· 
Execution Steps

1. The tester logs in MME
2. 
3. The tester modifies the user account password expiry time to T, like T days。During T days, the tester logs in MME, and shall receive information that the password needs to be changed.

4. After T days, the tester logs in MME, and shall be forced to modify password
Expected Results:


During T days, the tester shall receive notification as soon as logging in.

The tester can login after modify password successfully at any time.
If the tester does not modify the password during T days, the tester cannot login on and after the T day.
Expected format of evidence:

Snapshots containing the expiry page.
***
NEXT CHANGE
***
D.3.3.4.3.2.3 Historical password policy
Test Name: TC_HIS_PWD_POLICY

Requirements: Requirements Reference- B.3.3.4.3.2 Password changes,.
Purpose:
Verify that previously used passwords shall not be allowed up to a certain number and the number of disallowed previously used passwords is configurable 
Procedure and execution steps:

Pre-Conditions:
· The MME is powered on.
· The tester has privileges to modify the number of disallowed previously used passwords 
· A normal user account exists in the system, and the tester can use it.
Execution Steps
1. The tester logins with the privileged account.
2. The tester modifies the number of disallowed historical passwords to N

3. The tester logs out, and then logs in using the normal user account with password A on MME

4. The tester modifies user account password with different passwords for N-1 times.

5. The tester modifies user account password with A at the N time.
Expected Results:
The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.
Expected format of evidence:
Snapshots containing the configuration page modification process.
***
NEXT CHANGE
***
D.3.3.4.3.3.1 Password storage support
Test Name: TC_ PSW_STOR_SUPPORT
Requirements: Requirements Reference- B.3.3.4.3.3 Protection against attacks.
Purpose:

Verify that Password storage use one-way hash algorithm with salt value.
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.

· The tester can access the storage of own user account password. 

· The tester has privileges to change the password belonging to a normal user. The tester has privileges to change the password belonging to himself.

· The original password is P1

· The historical password check shall be turned off in this test case.
Execution Steps

1. The tester accesses the storage with a normal user account password at the beginning, and the corresponding hash value is recorded as A.

2. The tester changes the password with P2, then the tester record the storage hash value of the new password as B
3. The tester changes the password back to P1, then tester record the storage hash value belonging to this P1 as C

Expected Results:

All records, A, B and C, comply with the characteristic of one-way hash result. And the record A and record C is different.
Expected format of evidence:

Screenshot containing the password storage records.
***
NEXT CHANGE
***
D.3.3.4.3.3.2 User account lock-out and delay
Test Name: TC_USR_ACNT_LOCK-OUT_OR_DELAY
Requirements: Requirements Reference- B.3.3.4.3.3 Protection against attacks, and Test case 5 for R7-3 in 6.8
Purpose: 

Verify that in case that brute force and dictionary attacks happen, there shall be a delay for allowing the user login again after the incorrect number of login behaviour exceeds a certain number which is set previously. This delay and the certain number permitting failure times should be configurable. 
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.

· There is a tester account with privilege to modify account lock-out policy and a normal user account in MME.
Execution Steps

1. The tester logs in MME.
2. The tester modifies user account lock-out policy with attempt numbers to N and delay time to T.
3. The tester logs out.

4. The tester performs login action to a normal user account with wrong passwords for N time.
Expected Results:

After the tester attempts N times with wrong passwords, the user account will be locked out, and the user cannot perform login action during T.

After T delay time, the tester can login with proper password.
Expected format of evidence:

Snapshots containing the lock-out page.
***
END OF CHANGES
***
�This comes from test case2 for R7-2 a) in 6.8 security requirements on MME user account and password management.





�This comes from test case 3 for R7-2 c) in 6.8 security requirements on MME user account and password management.





�This comes from test case 6 for R7-3 c) in 6.8.





�This comes from test case 3 for R7-2 in 6.8





