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Abstract of the contribution: This contribution proposes to resolve the EN in A.3 of TR 33.806. 
1 Introduction 
The following is still open in A.4
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
To resolve the EN, it is proposed to add related threats to A.3. The EN is deleted.
2 Proposed pCR
***
BEGIN OF FIRST CHANGE
***
A.3
Spoofing identity


***
NEXT CHANGE
***
A.3.X
Eavesdropping
· Threat name: Eavesdropping

· Threat Reference: to be done later

· Threat Category: Spoofing identity
· Threat Description: An attacker can eavesdrop network traffic, for example, on the management/maintenance interfaces. This may be possible if weak cryptographic protocols or non-industry standard cryptographic algorithms are used or if the communication protocols are been implemented incorrectly. Eavesropping can be perfomed, for example, by means of MITM attacks, Arp Poisoning, ICMP Redirect and so on. 
· Threatened Asset: User account data and credentials
· Attacker: Internal | External
· Target: MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
· Threat relevance: Mitigate
Note: This threat by itself cannot cause spoofing identity as eavesdropping is passive by nature. The attacker can then use the information (e.g. admin user login) obtained from eavesdropping to gain access to the MME to perform other actions (e.g. modifying user account data) to achieve spoofing.
***
END OF CHANGES
***
