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This pCR proposes to resolve and remove the Editors note in section B.4.2.  
1 Discussion: 
Annex B.4.2 currently contains the following Editor’s Note: 
[bookmark: OLE_LINK90][bookmark: OLE_LINK91][bookmark: OLE_LINK94][bookmark: OLE_LINK95][bookmark: OLE_LINK88][bookmark: OLE_LINK89]Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.01-1 through 3.01-5 from DT’s catalogue.  
From Annex C, we can find that Req.s 3.01-1 through 3.01-5 have been already addressed by B.4.2. The locations are as following:
the mark DTAG3186 for 3.01-1 is located in B4.2.1
the mark DTAG3191 for 3.01-2 is located in B4.2.2
the mark DTAG3197 for 3.01-3 is located in B4.2.3
the mark DTAG3200 for 3.01-4 is located in B4.2.4
the mark DTAG3202 for 3.01-5 is located in B4.2.5
After having studied the requirements in clause 6.7/RX-2, 7.3, 7.4, 7.5, it has been noted that these requirementscan be also addressed by clause B.4.2 and B.4.3.1. The detailed analyses are below:
· [bookmark: OLE_LINK110][bookmark: OLE_LINK111] “6.7/RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.”: It is addressed by B.4.2.1, because the test dubug ports and local programming interface are explicit examples about insecure protocols. This contribution proposes to revise the mark on the related section in the main body and the mark “151146 4” in the main body should be deleted if this proposal has been accepted.
· [bookmark: OLE_LINK115][bookmark: OLE_LINK116][bookmark: OLE_LINK130][bookmark: OLE_LINK131][bookmark: OLE_LINK117]“7.3	No unnecessary or insecure ports/ services”: The first requirement in clause 7.3 has been coverd in clause B.4.2.1. The second requirement is to explain how to check open ports and running services, it can be addressed by test case. This contribution proposes to mark the second requirement to be  addressed by test case related B.4.2.1.
· “7.4 Services-Interfaces Binding”: It gives method about how to check running services and their binding to interfaces, it can be addressed by test case. This contribution proposes to mark the second requirement will be addressed by test case related B.4.2.2.
· “7.5	IP-Source address spoofing mitigation” : This has been addressed by B.4.3.1 and a mark in the main body of the TR 33.806 is proposed.
[bookmark: OLE_LINK120][bookmark: OLE_LINK121][bookmark: OLE_LINK122][bookmark: OLE_LINK123]2 pCR 
[bookmark: OLE_LINK134][bookmark: OLE_LINK135]***	BEGIN FIRST CHANGES	***
[bookmark: _Toc388959148][bookmark: _Toc397964291][bookmark: _Toc404333523][bookmark: _Toc404333768][bookmark: _Toc404714076][bookmark: _Toc411028159][bookmark: _Toc417637621]6.7 		Security requirements on MME Management and Maintenance interfaces
NOTE: RX-1 of this requirement is covered by B.3.3.2
-	Requirement Name: MME Management and Maintenance interfaces 	Comment by S3-151036: Text copied to Annex B.3.3.4.4.1
-	Requirement reference: to be done later
-	Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 	Comment by S3-142590: taken care of by B.3.3.2.3
[bookmark: OLE_LINK96][bookmark: OLE_LINK97]2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.	Comment by cmcc: Addressed by B.4.2.1	Comment by S3-151024: It is proposed to not take this requirement over into Annex B for the MME because MMEs are expected to be operated in physically protected environments.
	Comment by S3-151146: taken care of by B.4.2.1

Editor’s Note: Physically removing test/debug ports is not practical. RX-2 should be reworked.
3)	RX-3: The MME shall support mutual authentication between MME and specific management entities	Comment by S3-151146: taken care of by B.3.3.4.4.1

Editor's Note: These management entities need to be further defined.
4)	RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard protocols and industry accepted algorithms and key lengths for encryption and data integrity.	Comment by S3-151146: merged into existing requirement in B.3.3.2.3
-	Security Objective references: SECURE MME ADMINISTRATION	Comment by S3-151036: Text copied to Annex B.3.3.4.4.1

-	Threat References:  Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface
-	Test Case: 	Comment by S3-151036: Text not copied to Annex B

1) Test Case 1 for RX-1:
· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 
· The tester starts capturing traffic on MME management and maintenance interface.
· The tester triggers communication between MME and OAM network.
· The tester injects the traffic data. 
· The tester checks the captured traffic data.
· Expected results:
The tester cannot get information through the raw traffic data or modify the raw traffic data.
3) Test case for RX-3:
· Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
· Steps taken to perform the test:
a) The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.
b) The tester triggers communication between MME and entity A.
c) Then, the tester triggers communication between MME and entity B.
· Expected results:
· Communication between MME and entity A established successfully.
· Communication between MME and entity B cannot be established.
· If illegal credential on MME, Communication cannot established either.
NOTE: This is a detailed requirement.
***	END OF THE FIRST CHANGES	***
***	BEGIN THE SECOND CHANGES	***
[bookmark: _Toc397964302][bookmark: _Toc404333536][bookmark: _Toc404333781][bookmark: _Toc404714089][bookmark: OLE_LINK107][bookmark: _Toc411028172][bookmark: _Toc417637634]7.3	No unnecessary or insecure ports/ services 	Comment by S3-151024: Taken over into B.4.2.1, but with "protocols" instead of "ports". Protocols is more generic, and ports are just a feature of some protocols
-	Requirement Name: removing unnecessary or insecure ports/ services
-	Requirement reference: to be done later 
-	Requirement Description: 
-	R1: MME shall only have ports opened and run services that are needed for MME operation	Comment by S3-151024: Taken into B.4.2.1 with protocols instead of ports
[bookmark: OLE_LINK108][bookmark: OLE_LINK109][bookmark: OLE_LINK105][bookmark: OLE_LINK106]-	The open ports and running services shall be checked using BVT tools as described in clause 9 on BVT.	Comment by cmcc: This can be addressed by test case related B.4.2.1
-	Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 
-	Test Case:
-	Run appropriate BVT tools, as described in clause 9.
NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
[bookmark: _Toc397964303][bookmark: _Toc404333537][bookmark: _Toc404333782][bookmark: _Toc404714090][bookmark: _Toc411028173][bookmark: _Toc417637635][bookmark: OLE_LINK112][bookmark: OLE_LINK113]7.4	Services-Interfaces Binding
-	Requirement Name: Service-Interface Binding.
-	Requirement reference: to be done later
-	Requirement Description: 
[bookmark: OLE_LINK114]The running services and their binding to interfaces shall be checked using BVT tools as described in clause 9 on BVT.	Comment by cmcc: This can be addressed by test case related B.4.2.2
-	Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 
-	Test Case:
Run appropriate BVT tools, as described in clause 9.
NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING
[bookmark: OLE_LINK118][bookmark: OLE_LINK119]7.5	IP-Source address spoofing mitigation	Comment by S3-151023: Copied to headline of B.4.3.1

-	Requirement Name: IP-source address spoofing mitigation
-	Requirement Reference: TBD 
-	Requirement Description: 
Rx-1: protection mechanism against IP-source address spoofing attacks shall be enabled. For instance if LINUX is the running O.S. then enable the spoofing prevention built-in function by setting rp_filter to 1.	Comment by cmcc: Addressed by B.4.3.1
Editor's Note: it shall be clarified whether all the interfaces should comply with this requirement or whether only particular interface should be impacted. 

-	Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
-	Test Case: 
Test case for Rx-1: 
If LINUX is not the running O.S. then an alternative test case shall be written by the tester.
Test overview:
This test verifies if the spoofing prevention function is enabled, and performs its enabling if disabled
Precondition(s):
a) User has sufficient administrative rights to activate spoofing prevention function
Postcondition(s):
b) The spoofing prevention mechanism is enabled
Procedure and expected result
	Step
	Direction
	Action
	Expected result

	1
	User → MME
	open command line terminal (clt)
	clt open

	2
	User → clt
	cat /proc/sys/net/ipv4/conf/call/rp_filter
	1


[bookmark: OLE_LINK136][bookmark: OLE_LINK137][bookmark: _Toc404333607][bookmark: _Toc404333852][bookmark: _Toc404714160][bookmark: _Toc411028268][bookmark: _Toc417637739]***	END OF  THE SECOND CHANGES	***
***	BEGIN THE FINAL CHANGES	***
B.4.2 	Technical Baseline 
[bookmark: OLE_LINK86][bookmark: OLE_LINK87]Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.01-1 through 3.01-5 from DT’s catalogue.  
[bookmark: _Toc411028269][bookmark: _Toc417637740][bookmark: OLE_LINK102][bookmark: OLE_LINK103]B.4.2.1	No unnecessary or insecure services / protocols	Comment by DTAG3: Copied from 7.3, with protocols instead of ports
Requirement Name: No unnecessary or insecure services / protocols	Comment by DTAG3: Copied from 7.3, with protocols instead of ports
Requirement Reference: TBA 
Requirement Description: 
MME shall only run protocol handlers and services that are needed for MME operation, and that have no known security vulnerabilities.	Comment by DTAG3: Copied from DT Req 3.01-1
Note: Full documentation of required protocols and services of the TOE and their purpose needs to be provided by the vendor as prerequisite for the test case.	Comment by DTAG3: Note added after Jan 2015 SCAS conf call, similar to S3-150023
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.	Comment by DTAG3: Part of DT Req 3.01-1 taken as input for test case.

***	END OF  THE CHANGES	***

