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Abstract of the contribution:
This contribution maps TR 33.806 B.5 to TS 33.116 and TS 33.sas. In the present contribution, only the requirements themselves are touched, not the test cases. 
Annotated text from TR 33.806
[bookmark: _Toc417637767][bookmark: _Toc411028282][bookmark: _Toc404714165][bookmark: _Toc404333857][bookmark: _Toc404333612]B.5	Basic Vulnerability Testing (BVT) requirements	Comment by cmcc: all the text in B.5 is generic and does not include any MME-specific text.

[bookmark: _Toc417637768][bookmark: _Toc411028283][bookmark: _Toc404714166][bookmark: _Toc404333858][bookmark: _Toc404333613]B.5.1	Introduction
[bookmark: OLE_LINK83][bookmark: OLE_LINK84]Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. For each of these aspects, test requirements and test results are described in the present clause. 
NOTE: 	The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator’s laboratory that the testers are able to utilize adequate tools.

[bookmark: _Toc417637769][bookmark: _Toc411028284][bookmark: _Toc404714167][bookmark: _Toc404333859][bookmark: _Toc404333614]B.5.2	Port Scanning	Comment by cmcc: The requirement is formed according to the requirement template in TR 33.916.
[bookmark: OLE_LINK85][bookmark: OLE_LINK86]Requirement Reference: to be done later
Requirement Description: It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Threat References: Denial of Service, Information Disclosure
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.	Comment by cmcc: Security objective references tba in TS now. They will be done later in section 4 of TS
[bookmark: _Toc411028285][bookmark: _Toc404714168][bookmark: _Toc404333860][bookmark: _Toc404333615]Test case: TC_BVT_PORT_SCANNING	Comment by cmcc: Test case tba in TS now.
[bookmark: _Toc417637770]B.5.3	Vulnerability Scanning
[bookmark: _Toc411028286][bookmark: _Toc404714169][bookmark: _Toc404333861][bookmark: _Toc404333616]
[bookmark: OLE_LINK98][bookmark: OLE_LINK99]Requirement Name: Vulnerability Scanning
Requirement Reference: to be done later
Requirement Description: The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that  relevant vulnerabilities are identified and remediation plans in place to  mitigate them)  on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.
Editor’s note; the scope for Vulnerability Scanning (i.e. application only or both application and Operating System) shall be clarified.	Comment by cmcc: This Editor's note will be deleted in TR later.
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.	Comment by cmcc: Security objective references tba in TS now. They will be done later in section 4 of TS
Test case: TC_BVT_VULNERABILITY_SCANNING	Comment by cmcc: Test case tba in TS now.
[bookmark: _Toc417637771]B.5.4	Robustness and fuzz testing
[bookmark: OLE_LINK100][bookmark: OLE_LINK101]Requirement Name: Vulnerability Scanning	Comment by cmcc: This name should be changed to robustness and fuzz testing in a companion contribution.
Requirement Reference: to be done later
Requirement Description: It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.	Comment by cmcc: Security objective references tba in TS now. They will be done later in section 4 of TS
Test case: TC_BVT_ROBUSTNESS AND FUZZ TESTING	Comment by cmcc: Test case tba in TS now.

pCR to TS 33.sas (generic requirements)

***	START OF THE FIRST CHANGE	*** 
[bookmark: _Toc421893075]5.4	Basic vulnerability testing requirements
Editor’s Note: Take TR 33.806, Annex B.5, as a starting point. Keep substructure of Annex B.5 as appropriate. 
Editor’s Note: test cases and security objective references tba.
[bookmark: _Toc418712079][bookmark: _Toc421893076]5.4.1	Introduction
Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. These activities cover at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. For each of these aspects, test requirements and test results are described in the present clause. 
NOTE: 	The individual tools used for Basic Vulnerability Testing are selected by the evaluator. The SECAM accreditation body will ensure during accreditation of the evaluator’s laboratory that the testers are able to utilize adequate tools.
[bookmark: _Toc418712080][bookmark: _Toc421893077]5.4.2	Port Scanning
Requirement Name: Port scaning
Requirement Reference: TBA
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Threat References: Denial of Service, Information Disclosure
[bookmark: OLE_LINK91][bookmark: OLE_LINK92][bookmark: OLE_LINK93]Security Objective references: TBA
Test Case: TBA
[bookmark: _Toc418712081][bookmark: _Toc421893078]5.4.3	Vulnerability Scanning
Requirement Name: Vulnerability Scanning
Requirement Reference: TBA
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that  relevant vulnerabilities are identified and remediation plans in place to  mitigate them)  on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.
Editor’s note; the scope for Vulnerability Scanning (i.e. application only or both application and Operating System) shall be clarified.	Comment by cmcc: It will be deleted when it is resolved in TR 33.806.

Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: TBA
Test case: TBA

[bookmark: _Toc418712082][bookmark: _Toc421893079]5.4.4	Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: TBA
Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: TBA.
Test case: TBA

***	END OF THE FIRST CHANGE	***
***	START OF THE SECOND CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.sas)
[bookmark: _Toc421892901]5.4	MME-specific adaptations of basic vulnerability testing requirements and related test cases
Editor’s Note: Take TR 33.806, Annex B.5, as a starting point and note MME-specific adaptations, if required. Note subclauses as “void” or “no adaptation needed” as appropriate.
All text from TS 33.sas, 5.4 also applies to MMEs. There are no MME-specific adaptations or additions to this text.
[bookmark: _Toc421892902]5.4.1	Introduction
[bookmark: _Toc421892903]5.4.2	Port Scanning
[bookmark: _Toc421892904]5.4.3	Vulnerability Scanning
[bookmark: _Toc421892905]5.4.4	Robustness and fuzz testing 
[bookmark: OLE_LINK110][bookmark: OLE_LINK111]***	END OF THE SECOND CHANGE	***

