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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.sas. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.2, to TS 33.116 and TS 33.sas.
The first section of the contribution copies the text from TR 33.806, B.3.2 (there were no changes after SA3#79), and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. Much of the text is MME-specific, but an attempt has been made to generalise it. 
Furthermore, as opposed to most other mapping pCRs, there is a large MME-specific part that contains the requirements from TS 33.401, currently in TR 33.806, Annex D.3.2, that needs to be imported into TS 33.116 (together with the test case that will be added later). 
There were no existing Word comments TR 33.806, B.3.2. 
The second section of the contribution provides a pCR to TS 33.sas, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 

Annotated text from TR 33.806
[bookmark: _Toc404333576][bookmark: _Toc404333821][bookmark: _Toc404714129][bookmark: _Toc411028214][bookmark: _Toc417637677][bookmark: _Toc404333611][bookmark: _Toc404333856][bookmark: _Toc404714164][bookmark: _Toc411028280][bookmark: _Toc417637765]
B.3.2	SFRs deriving from 3GPP specifications
In the present clause we describe the approach taken towards SFRs deriving from 3GPP specifications and the corresponding test cases. The selected SFRs and the test cases for them can be found in Annex D.	Comment by nokia2: the test cases will immediately follow the requirements in the TSs. All test cases all believed to be specific to the network product as they are taken directly from the pertinent 3GPP functional specification. 
It is assumed for the purpose of the present SCAS that an MME conforms to all mandatory security-related provisions pertaining to an MME in 	Comment by nokia2: can be generalized to 'network product'	Comment by nokia2: can be generalized to 'network product'
· 3GPP TS 33.401 “EPS security architecture”	Comment by nokia2: this is MME-specific
· other 3GPP specifications that make reference to TS 33.401 or are referred to from TS 33.401. 

3GPP has decided to develop test specifications for the UE in the TSs of the 34-series under the responsibility of Working Group RAN5. 3GPP saw, however, no need to develop test specifications for network elements. For network elements, 3GPP rather trusts that tests are run under the responsibility of the vendors.	Comment by nokia2: generic
Security procedures pertaining to an MME are typically embedded in mobility management procedures and are hence assumed to be tested together with them. Examples include: 	Comment by nokia2: can be generalized to 'network product'	Comment by nokia2: can be generalized to 'non-security procedure'
· AKA authentication is embedded in an Attach procedure or a TAU procedure; 	Comment by nokia2: this is MME-specific
· Security Mode Control is embedded in an Attach procedure or a TAU procedure;
· The derivation of a mapped security context is embedded in inter-RAT mobility procedures. 
It is the purpose of the present SCAS to identify security requirements from the EPS security architecture that require special attention in testing as they may 	Comment by nokia2: generic
(a) lead to vulnerabilities when not satisfied;
(b) not be captured through ordinary testing activity for mobility management procedures;	Comment by nokia2: can be generalized
(c) address security-relevant failure cases and exceptions or ‘negative’ requirements of the kind: “The MME shall not…”	Comment by nokia2: can be generalized
It is not an intention of the present SCAS to provide an exhaustive set of test cases that would be sufficient to demonstrate conformance of all security procedures with the above-mentioned specifications.

Note that the detailed requirements on the MME that were taken from 3GPP TS 33.401 are contained in TR 33.806, Annex D. They are not copied here, but are mapped to TS 33.116, cf. section 3 of the present contribution. 
pCR to TS 33.sas (generic requirements)

***	START OF CHANGE	*** 
[bookmark: _Toc421893063]5.2.2	Security functional requirements deriving from 3GPP specifications and related test cases
Editor's Note: non-product class specific requirements and their test cases can be collected here, e.g. SCAS requirements based on 3GPP profiles
5.2.2.1	Security functional requirements deriving from 3GPP specifications – general approach
The present clause describes the general approach taken towards security functional requirements deriving from 3GPP specifications and the corresponding test cases, independent of a specific network product class. 
It is assumed for the purpose of the present SCAS that a network product conforms to all mandatory security-related provisions in 3GPP specifications pertaining to it, in particular 
· all 3GPP specifications of the 33-series (security specifications) that are pertinent to the network product class;
· other 3GPP specifications that make reference to security specifications or are referred to from one of them. 

3GPP has decided to develop test specifications for the UE in the TSs of the 34-series under the responsibility of Working Group RAN5. 3GPP saw, however, no need to develop test specifications for network elements. For network elements, 3GPP rather trusts that tests are run under the responsibility of the vendors.
Security procedures pertaining to a network product are typically embedded in non-security procedures and are hence assumed to be tested together with them. 
It is the purpose of the present SCAS to identify security requirements from the EPS security architecture that require special attention in testing as they may 
(a) lead to vulnerabilities when not satisfied;
(b) not be captured through ordinary testing activity for non-security procedures;
(c) address security-relevant failure cases and exceptions or ‘negative’ requirements of the kind: “The network product shall not…”
It is not an intention of the present specification to provide an exhaustive set of test cases that would be sufficient to demonstrate conformance of all security procedures with the above-mentioned specifications.


***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.sas)

***	START OF CHANGE	***
[bookmark: _Toc421881232][bookmark: _Toc421892890]5.2.2	Security functional requirements on the MME deriving from 3GPP specifications and related test cases
Editor's Note: Take TR 33.806, Annex B.3.2, as a starting point.
5.2.2.1	Security functional requirements on the MME deriving from 3GPP specifications – general approach
In addition to the requirements and test cases in TS 33.sas, clause 5.2.2, an MME shall satisfy the following:
It is assumed for the purpose of the present SCAS that an MME conforms to all mandatory security-related provisions pertaining to an MME in 
· 3GPP TS 33.401 “EPS security architecture”
· other 3GPP specifications that make reference to TS 33.401 or are referred to from TS 33.401. 

Security procedures pertaining to an MME are typically embedded in mobility management procedures and are hence assumed to be tested together with them. Examples include: 
· AKA authentication is embedded in an Attach procedure or a TAU procedure; 
· Security Mode Control is embedded in an Attach procedure or a TAU procedure;
· The derivation of a mapped security context is embedded in inter-RAT mobility procedures. 

[bookmark: _Toc417637831]5.2.2.2 Authentication and key agreement procedure
[bookmark: _Toc417637832]5.2.2.2.1 Access with 2G SIM forbidden
Requirement Name: 2G SIM access forbidden
Requirement Reference: TBA 
Requirement Description: “Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.” as specified in TS 33.401, clause 6.1.1.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.2.2.2 Re-synchronization
Requirement Name: Inclusion of RAND, AUTS
Requirement Reference: TBA 
Requirement Description: “In the case of a synchronisation failure, the MME shall also include RAND and AUTS.” as specified in TS 33.401, clause 6.1.2
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.2.2.3 Integrity check of Attach message
Requirement Name: Integrity check of Attach message
Requirement Reference: TBA 
Requirement Description: “If the user cannot be identified or the integrity check fails, then the MMEo shall send a response indicating that the user identity cannot be retrieved.” as specified in TS 33.401, clause 6.1.4
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.2.2.4 Not forwarding EPS authentication data to SGSN
Requirement Name: Not forwarding EPS authentication data to SGSN
Requirement Reference: TBA 
Requirement Description: “EPS authentication data shall not be forwarded from an MME towards an SGSN.” as specified in TS 33.401, clause 6.1.4.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.2.2.2.5 Not forwarding unused EPS authentication data between different security domains
Requirement Name: Not forwarding unused EPS authentication between different security domains
Requirement Reference: TBA 
Requirement Description: “Unused EPS authentication vectors, or non-current EPS security contexts, shall not be distributed between MMEs belonging to different serving domains (PLMNs).” as specified in TS 33.401, clause 6.1.5.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637837]5.2.2.3 Security mode command procedure 
[bookmark: _Toc417637838]5.2.2.3.1 Bidding down prevention
Requirement Name: Bidding down prevention
Requirement Reference: TBA 
Requirement Description: “The SECURITY MODE COMMAND shall include the replayed security capabilities of the UE.” as specified in TS 33.401, clause 7.2.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637839]5.2.2.3.2 NAS integrity algorithm selection and use
Requirement Name: NAS integrity algorithm selection
Requirement Reference: TBA 
Requirement Description: “The MME shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists.” as specified in TS 33.401, 7.2.4.3.1.”
NOTE: The text in TS 33.401, 7.2.4.3.1 is somewhat incomplete. It should properly read: “…which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities.”
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637840]5.2.2.3.3 NAS NULL integrity protection
Requirement Name: NAS NULL integrity protection
Requirement Reference: TBA 
Requirement Description: “EIA0 shall only be used for unauthenticated emergency calls.” as specified in TS 33.401, 5.1.4.1.”
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637841]5.2.2.3.4 NAS confidentiality protection
Requirement Name: NAS confidentiality protection
Requirement Reference: TBA 
Requirement Description: “The UE…sends the NAS security mode complete message to MME ciphered and integrity protected.” as specified in TS 33.401, 7.2.4.3.1.”
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637842]5.2.2.4 Security in intra-RAT mobility
[bookmark: _Toc417637843]5.2.2.4.1 Bidding down prevention in X2-handovers
Requirement Name: Bidding down prevention in X2-handovers
Requirement Reference: TBA 
Requirement Description: “The MME shall verify that the UE EPS security capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored.” as specified in TS 33.401, 7.2.4.2.2.”
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637844]5.2.2.4.2 NAS integrity protection algorithm selection in MME change
Requirement Name: NAS integrity protection algorithm selection in MME change
Requirement Reference: TBA 
Requirement Description: “In case there is change of MMEs and algorithms to be used for NAS, the target MME shall initiate a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see clause 7.2.4.4). The MME shall select the NAS algorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1).” as specified in TS 33.401, 7.2.4.3.2.”
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637845]5.2.2.5 Security in inter-RAT mobility
[bookmark: _Toc417637846]5.2.2.5.1 No access with 2G SIM via idle mode mobility
Requirement Name: Idle mode mobility into E-UTRAN forbidden for GSM subscribers
Requirement Reference: TBA 
Requirement Description: “In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure.” as specified in TS 33.401, clause 9.1.2.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637847]5.2.2.5.2 No access with 2G SIM via handover
Requirement Name: Handover into E-UTRAN forbidden for GSM subscribers
Requirement Reference: TBA 
Requirement Description: “In case the MM context in the Forward relocation request message indicates GSM security mode (i.e., it contains a Kc), the MME shall abort the non-emergency call procedure.” as specified in TS 33.401, clause 9.2.2.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637848]5.2.2.5.3 No access with 2G SIM via SRVCC
Requirement Name: SRVCC into E-UTRAN forbidden for GSM subscribers
Requirement Reference: TBA 
Requirement Description: “If the MME receives a GPRS Kc' from the source MSC server enhanced for SRVCC in the CS to PS HO request, the MME shall reject the request.” as specified in TS 33.401, clause 14.3.1
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637849]5.2.2.6 Security Aspects of IMS Emergency Session Handling
[bookmark: _Toc417637850]5.2.2.6.1 Release of non-emergency bearers
NOTE: The use of NULL integrity is addressed in section D.3.2.3.3.
Requirement Name: Release of non-emergency bearers when authentication fails
Requirement Reference: TBA 
Requirement Description: “The MME or UE shall always release any established non-emergency bearers, when the authentication fails in the UE or in the MME.” as specified in TS 33.401, clause 15.1.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA


***	END OF CHANGE	***


