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Abstract of the contribution:
This contribution proposes to remove the editor’s note based on the discussion in this contribution.
1 Introduction 
Based on the discussion below we propose to remove the Editor’s note in Annex B.3.4.1.
2 Discussion
In Annex B.3.4.1 there is an editor’s note stating:

Editor’s note: relates to clause 7.5 and Req.s 3.37-9 through 3.37-12 in DT’s catalogue.  

Examination of TR 33.806, v080, shows that 

· Annex C, Req.s 3.37-9, 3.37-11, and 3.37-12 have been taken care of in clause B.3.4.1.1, B.3.4.1.2, and B.3.4.1.3 respectively, as shown by the Word comments in this subclauses.
· Annex C, Req. 3.37-10 has been taken care of in clause B.4.3.1 , as shown by the Word comments in this subclause.

· Clause 7.5 is very similar to Req. 3.37-10 and hence has been taken care of in clause B.4.3.1 as well. There is a Word comment in 7.5 pointing to B.4.3.1.

Consequently, no further changes in addition to the removal of the Editor’s note at the start of B.3.4.1 are believed necessary to address this Editor’s note.
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***
BEGIN CHANGES
***
B.3.4.1
Availability and Integrity

B.3.4.1.1
Handling of growing content

Requirement Name: Growing (dynamic) content shall not influence system functions.

Requirement Reference: TBA 

Requirement Description: 
Growing or dynamic content (e.g. log files, uploads) shall not influence system functions. A file system that reaches its maximum capacity shall not stop a system from operating properly. Therefore, countermeasures shall be taken such as usage of dedicated filesystems, separated from main system functions, or quotas, or at least a file system monitoring to ensure that this scenario is avoided.


Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.1.2
Handling of ICMP

Requirement Name: Processing of ICMPv4 and ICMPv6 packets

Requirement Reference: TBA 

Requirement Description: 
Processing of ICMPv4 and ICMPv6 packets which are not required for operation shall be disabled on the TOE. There are different types of ICMP4 and ICMPv6 that are not used in most networks, but represent a risk. The TOE shall not reply to, send, or process unused ICMP types by default. The following ICMP types are permitted and may be used:

•
Destination Unreachable [Type 3 (v4), Type 1 (v6)]

•
Parameter Problem [Type 12 (v4), Type 4 (v6)]

•
Packet Too Big [Type 2 (only v6)]

•
Neighbor Solicitation [Type 135 (only v6)]

•
Neighbor Advertisement [Type 136 (only v6)]

The TOE shall not reply to, send, or process the following ICMP types by default, but it shall support operator options to enable these types (e.g. for debugging):

•
Echo Request [Type 8 (v4), Type 128 (v6)]

•
Echo Reply [Type 0 (v4), Type 129 (v6) ]

•
Time Exceeded [Type 11 (v4), Type 3 (v6)]



It is possible that other types will be necessary. This should be checked in each individual case. The TOE shall not respond to or process, under any circumstances, the following types:  ICMPv4 "Timestamp Reply (14)," "Netmask Reply (18)," "Information Reply (16)" and "Redirect (5)" and ICMPv6 "Router Solicitation" (133), "Router Advertisement" (134) und "Redirect" (137).

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.3.4.1.3
Handling of IP options and extensions

Requirement Name: IP packets with unnecessary options or extension headers shall not be processed.

Requirement Reference: TBA 

Requirement Description: 
IP packets with unnecessary options or extension headers shall not be processed. IP options and extension headers (e.g., source routing) are only required in exceptional cases. So, all packets with enabled IP options or extension headers shall be filtered.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***
END OF CHANGES
***
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