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Abstract of the contribution:
The present contribution addresses existing Unix requirements in TR 33.806. 

1 Introduction
SA3#77 adopted the proposal in document S3-142568 with the following way forward for Unix-specific requirements in TR 33.806: 
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]1)	Unix requirements are generalized so that they are applicable also for other OS. 
2)	Examples of how the requirement can be met in Unix may be added below the requirement. 
3)	If a Unix requirement can not be generalized, it can only be added to Annex B of the TR if it is agreed by SA3 on a case-by-case basis.
The present contribution identifies Unix requirements that are already covered by more general requirements in the TR, and adds generalised versions for some Unix requirements.

2 Requirements overview
Current TR 33.806 has Unix-related requirements in different sections. Some of the requirements are duplicates, or partially overlapping with others. Therefore, they should be considered together. The following table is an update of the table included in S3-142568.  New content  in Annex E.1.1 was only considered when it could be mapped to existing requirements in the table (U6, U13, U15 not considered here). 

	Annex C requirement short form (DT catalogue)
	Related requirement in main body of TR (section and/or requirement)
	Related Annex E.1.1 requirement (TeliaSonera catalogue)
	Assessment

	(H) Req 3.21-1 Functions not needed for the operation of a server system must be deactivated.
	-
	-
	Covered by B.4.3.2, add comment in Annex C

	(H) Req 3.21-3 If available, the function for “rp_filter” (reverse path filter) or the corresponding function of the utilized distribution must be enabled. Likewise, “strict destination multihoming” must be enabled.
	7.5	IP-Source address spoofing mitigation (already marked as addressed by word comment)
	-
	Covered by B.4.3.1, add comment in Annex C

	(F) Req 3.21-4 Support for Trusted Hosts must be disabled.
	-
	-
	Covered by B.3.3.2.3 and B.3.3.4.1.1, add comment in Annex C

	(H) Req 3.21-5 Protection from buffer overflows must be enabled.
	-
	-
	Can be generalized. See B.4.3.x

	(F) Req 3.21-7	Passwords that are stored on the system must be stored in such a way that unauthorized persons cannot access them.
	6.4 R2 security requirement for T2: Sensitive information storage security - R2-1, R2-3 
6.8 	Security requirements on MME user account and password management - R7-2 d) 
(all marked as addressed by word comment)
	U14. The password file is shadowed and hard hashes shall be used.
	Covered by B.3.3.2.2; add comment to Annex C and E

	(H) Req 3.21-8 The path variable of all accounts must not contain the current directory “.”.
	7.1	Root level access settings - RX-2
	U2.  The "." does not exist in the search path for root.
	Unix-specific policy decision. Not even  possible in some other OS (e.g. Windows). Proposal: not taken into SCAS.

	(F) Req 3.21-9	Configuration files read by processes with root permissions, executable files executed with root permissions (e.g. via cron, "init"-scripts etc.) and directories containing these files must be protected in such a way, that only root users can change these files.
	7.1	Root level access settings - RX-3
	U3.  None of root’s initiation files executes files owned by anyone else except root.
U4.  There are no root owned files that have write permissions for other system users.
U5.  Core files are only readable for root.
U7.  Crontab and at shall have correct user access and file permissions.
U8.  The configuration file of the inet daemon is owned and only writeable by root.
U9.  The "Services file" is owned and only writeable by root.
U12.  Protect the bad user log-file (btmp) from users.
	Covered in B.3.3.4.6.1; add comments to main body, Annex C, Annex E; add Editor's note to B.3.3.4.6.1 to consider Annex E for test cases.

	(F) Req 3.21-11 All processes must be started with the minimal necessary permissions.
	<A.8.2 Over-privileged processes/services> mentioned but not covered by requirement.
6.3 	R1 security requirement for T1: Internal attacks prevention - R1-4
6.6		Security requirements on MME console interface - R-2
	
	Covered in B.3.3.4.6.1 and B.3.3.4.6.2; add comments to main body, Annex C

	(H) Req 3.21-13 The mount points for external data storage media which can be mounted by users without root permissions must be assigned the options “nodev” and “nosuid”.
	-
	-
	Can be generalized. See B.4.3.y

	(F) Req 3.21-16 Each system account must have a unique (numerical) UID.
(already marked as addressed by Word comment)
	-
	-
	Covered in B.3.5.2

	(H) (Req 3.21-10)
	7.1 RX-1 The umask for root is highly restricted.
	U1.  The umask for root is highly restricted.
	Unix-specific policy decision. Essential? Was deselected for MME from DT's list because root working on command line is a rare use case on MME. Proposal: not taken into SCAS.

	(H) -
	7.1 RX-4 Root is only allowed to log on via console, not by the network.
	U16.  Root is only allowed to log on via console, not by the network.
	Can be generalized. See B.4.2.x.

	(H) -
	7.2 RX-1: Sticky bit is set on all directories where all users have write permissions
	U10.  Sticky bit is set on all directories where everyone has write permissions.
	Can be generalized.See B.4.2.y

	(F) (Req 3.21-12)
	7.2 RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for any user beside the owner.
	U11.  The number of SUID- and SGID-set files are minimized and have not write permissions for anyone else but the owner.
	Covered in B.3.4.2.1 because this is a Unix-specific case of privilege escalation; add comment to main body and Annex E, add Editor's note to B.3.4.2.1 to consider Annex E for test case)



(F) = functional requirement	(H) = hardening requirement
Topics marked yellow are addressed by this contribution, those marked green had already been addressed before.
3 Relevant existing requirements in the current TR
The main body of the TR and DT’s catalogue in Annex C contain the following sections with Unix functional security and hardening requirements. Existing Word comments in the main body of the TR have been removed in this section to simplify finding new comments introduced by the present document.
+++START OF CHANGES to sections 6.3 +++

[bookmark: _Toc397964287][bookmark: _Toc404333519][bookmark: _Toc404333764][bookmark: _Toc404714072][bookmark: _Toc411028155][bookmark: _Toc417637617][bookmark: _Toc388959145]6.3 	R1 security requirement for T1: Internal attacks prevention 
-	Requirement Name: internal attacks prevention
-	Requirement Reference: to be done later
-	Requirement Description: 
1)	R1-1:  Each User shall be strongly authenticated and uniquely identifiable.
2)	R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)	R1-3: The logs to be maintained shall include security logs and should include operation logs.
4)	R1-4: The operation authorization of MME users should be defined.	Comment by DTAG3: Covered in B.3.3.4.6.1 and B.3.3.4.6.2
5) 	R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 
-	Threat Reference: T1
-	Test Case: 
1)	Whether it is possible for two different, separated individuals to easily get access to the same user account, at:
a)	OS level
b)	MME Application level
2)	Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at MME Application level):
a)	login and logout；User id and time stamp
b)	interface: MME interface type based on which the system queries the security logs 
c)	event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs
d) 	results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)	Whether it is possible for MME users to get undefined/unauthorized operation permission.

+++START OF CHANGES to section 6.6 +++

[bookmark: _Toc397964290][bookmark: _Toc404333522][bookmark: _Toc404333767][bookmark: _Toc404714075][bookmark: _Toc411028158][bookmark: _Toc417637620]6.6		Security requirements on MME console interface
-	Requirement Name: Security requirement on MME console interface.		
-	Requirement reference: to be done later. 
-	Requirement Description: 
1)	R-1: MME accepts only strong password (i.e. passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the password shall be 8 or greater) to authenticate the access to MME console interface.
2)	R-2: MME supports Role Based Access Control (RBAC) to authorize the operation for configuration data and software via MME console interface.	Comment by DTAG3: Covered in B.3.3.4.6.1 and B.3.3.4.6.2
3)	R-3: MME shall be able to generate log for the console interface to record all of the security relevant user activities on MME, i.e. the accessing user name, the time of login and logout and all of the security relevant user operations.
Editor's note: it is ffs whether or not we need to make only one requirement or several alternative requirements here to satisfy the security objectives.
-	Threat References: Unauthorised access via the MME console interface; other threats: security threats on MME's console interface
-	Test Case: 
1)	Check if the authentication method (strong password authentication) has been used.
2)	Check if the authorization method (RABC) for tampering configuration data and software has been used.
3)	Check if the access to console interface on MME has been recorded by log and if the recorded contents are include all of the security relevant user activities on MME. 

+++START OF CHANGES to sections 7.1 and 7.2 +++

[bookmark: _Toc397964300][bookmark: _Toc404333534][bookmark: _Toc404333779][bookmark: _Toc404714087][bookmark: _Toc411028170][bookmark: _Toc417637632]7.1	Root level access settings 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.
-	Requirement Name: root level access settings
-	Requirement reference: to be done later 
-	Requirement Description: 
RX-1: The umask for root is highly restricted.
RX-2: The ”.” does not exist in the search path for root. 
RX-3: There are no root-owned files that have write permissions for other system users.	Comment by DTAG3: Covered in B.3.3.4.6.1
RX-4: Root is only allowed to log on via console, not by the network.	Comment by johnhick: Covered in B.4.2.x
-	Threat References:  RX-1 refers to "threat from root owned files being altered by other users”, RX-2 refers to “threat from root accidentally executing a planted executable due to bad search path”, RX-3 refers to “threat from unknown code to be executed by mistake”. RX-4 refers to “threat from root able to log on from the network”
-	Test Cases:
-	Check the umask setting for root, and that it is at least set to 027.  (Referring to RX-1)
-	Check, as root, 'echo $PATH'; checking that “.” Does not exist in search path. (Referring to RX-2)
-	Check that no root-owned files have write permissions for normal users. (Referring to RX-3)
-	This can be checked by the command: 'find / -user root –a –type f –a \( -perm -2 \) –exec ls –la {} \;'
-	Check that root is unable to log on by network, only via console. (Referring to RX-4)

NOTE:  RX-1 is a high-level requirement. RX-2 – RX-4 are detail-levelled requirements. RX-1 – RX-4 can be mapped to the security objectives: SOFTWARE INTEGRITY, SECURE MME ADMINISTRATION, HARDENING.
[bookmark: _Toc397964301][bookmark: _Toc404333535][bookmark: _Toc404333780][bookmark: _Toc404714088][bookmark: _Toc411028171][bookmark: _Toc417637633]7.2	File system rights 
Editor's note: This subsection contains requirements and test cases that assume a Unix/Linux type of OS. It is for further study if this assumption needs to be highlighted better in this TR, and if there is a need for variants for also other OS types. It is also for further study whether these types of requirements, with test cases, shall be replaced by an external source.
-	Requirement Name: file ownership and privileges
-	Requirement reference: to be done later 
-	Requirement Description: 
-	RX-1: Sticky bit is set on all directories where all users have write permissions.	Comment by johnhick: Covered in Annex B.4.2.y.
-	RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for 
any user beside the owner.	Comment by DTAG3: Covered in B.3.4.2.1
-	Threat References: “threat from users' files being altered by other users”, “threat from misuse of files with privilege escalation”, ”threat from misuse of files with too liberal file permissions”.
-	Test Cases:
-	Check which directories exist that are writable to “world”:
-	find / -type d –perm -2 –exec ls –ldg {} \;
-	Check that sticky bit is set on the directories that are writable to “world”.
-	Check that SUID- and SGID set files are very few and that their SUID or SGID setting is motivated (typically only the 'su' and 'passwd' files). Search and collect commands:
-	SUID:  find / -perm -4000 –type f –exec ls {} \; > suid_files.txt
-	SGID:  find / -perm -2000 –type f –exec ls {} \; > sgid_files.txt
Editor's note: It should be evaluated whether “very few” and “number of SUID and SGID set files are restricted to a minimum” is a sufficient objective description, or if a real number has to be specified.
-	Check that SUID and SGID files do not have write permissions for any user beside the owner:
-	SUID:   ls –la 'cat suid_files.txt'
-	SGID:   ls –la 'cat sgid_files.txt'
-	Requirement evidences: Documentation showing that the above test cases have been performed.
NOTE:  These are detail-leveled requirements. They can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

+++END OF CHANGES to sections 7.1 and 7.2 +++

+++START OF CHANGES to Annex C (DT’s catalogue) +++

[bookmark: _Toc401748930][bookmark: _Toc404333638][bookmark: _Toc404333883][bookmark: _Toc404714191][bookmark: _Toc411028308][bookmark: _Toc417637793]C.4.	Unix Requirements (3.21)
[bookmark: _Toc401747891][bookmark: _Toc401748931][bookmark: _Toc404333639][bookmark: _Toc404333884][bookmark: _Toc404714192][bookmark: _Toc411028309][bookmark: _Toc417637794]C.4.1.	Introduction
These requirements may be applicable in addition to the general operating system requirements when the MME or some of it its components use Unix- or Linux-like operating systems.

[bookmark: _Toc401747892][bookmark: _Toc401748932][bookmark: _Toc404333640][bookmark: _Toc404333885][bookmark: _Toc404714193][bookmark: _Toc411028310][bookmark: _Toc417637795]C.4.2.	System hardening



	 Req 3.21-1            Functions not needed for the operation of a server system must be deactivated.	Comment by DTAG3: Covered by B.4.3.2

A server must not perform routing functions; consequently the routing function must be disabled. Additionally the an­ swering routine for broadcast ICMP packages must be disabled. Usually this is already configured correctly out-of-the­ box.

Motivation: The routing functions enable misuse scenarios, meaning that an attack can route malicious packets through the server in connected networks.

Implementation example: (Linux)
Set /proc/sys/net/ipv4/ip_forward respectively /proc/sys/net/ipv6/conf/all/forward to „0“. Set /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts to 1.

For this requirement the following threats are relevant:
· Unauthorized use of services or resources
· Disruption of availability




	 Req 3.21-3            If available, the function for “rp_filter” (reverse path filter) or the corresponding function of the utilized distribution must be enabled. Likewise, “strict destination multihoming” must be enabled.	Comment by DTAG3: Covered by B.4.3.1

Motivation: "rp_filter" filters out incoming packets containing a source address for which the interface over which the packets arrive has no return route. "Strict destination multihoming" (configurable in Linux in the proc file system under “arp_ignore” and "arp_announce”) prevents packets being routed to any address other than that configured at the in­ coming interface. These two functions shall be taken into special account on all systems with more than one network interface.

Implementation example: Administrators configure rp_filter in Linux by using the switch /proc/sys/net/ipv4/conf/all/ rp_filter. This switchcan be set, depending on the distribution, in a system-wide configuration file. The switch for arp_announce andarp_ignore is located under /proc/sys/net/ipv4/conf/all/.

For this requirement the following threats are relevant:
· Disruption of availability
· Attacks can go unnoticed



	 Req 3.21-4            Support for Trusted Hosts must be disabled.	Comment by DTAG3: Covered by B.3.3.2.3 and B.3.3.4.1.1

Motivation: Trusted host relationships make it possible to use or provide access to various system resources without adequate authentication. Trusted hosts relationships therefore present major attack surface.

Implementation example: The shall be not .rhosts file in the filesystem.

For this requirement the following threats are relevant:
· Unauthorized use of services or resources
· Disruption of availability
· Attacks can go unnoticed



	 Req 3.21-5            Protection from buffer overflows must be enabled.	Comment by DTAG3: Copied to 4.3.5

Some Unix systems offer protection from buffer overflows within the operating system, which is usually enabled by default on most Unix systems. The administrator shall enable this operating system function or leave it enabled.

Motivation: Buffer overflows are major attack vectors and shall be intercepted at the earliest possible point, i.e., at operating system level.

Implementation example: Solaris: Set the following lines in the /etc/system file	Comment by DTAG3: Copied to B.4.3.4
set noexec_user_stack=1
Linux: Set the following lines in the file /etc/sysctl.conf
kernel.exec-shield = 1 kernel.randomize_va_space = 1

For this requirement the following threats are relevant:
· Unauthorized use of services or resources
· Disruption of availability
· Attacks can go unnoticed



 Req 3.21-7	Passwords that are stored on the system must be stored in such a way that unauthorized persons cannot access them.	Comment by DTAG3: Covered by B.3.3.2.2
Passwords must be stored only as hashes (bcrypt, scrypt), never in clear text. Files containing password hashes must be protected against unauthorized access.

Motivation: Passwords are in need of protection that only account owners or authorized persons may know and change. This measure is designed to ensure that unauthorized persons cannot gain knowledge of these passwords or have the chance to change them.

Implementation example: For system passwords, the file /etc/shadow shall be used in Linux. For other operating systems, the respective equivalent file shall be used, which is only readable for the root and only contains the hashes of the systempasswords.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Denial of executed activities
· Attacks can go unnoticed


	 Req 3.21-8            The path variable of all accounts must not contain the current directory “.”.

System commands have to be started based on a relative or absolute path or can be found in the current PATH variable.

Motivation: Malicious / unwanted code may be executed based on the fact, that the user is e. g. in /temp directory con­
taining malicious codes.

Implementation example: Check: Enter „echo $PATH“ and check the output of the command.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



 Req 3.21-9	Configuration files read by processes with root permissions, executable files executed with root permissions (e.g. via cron, "init"-scripts etc.) and directories containing these files must be protected in such a way, that only root users can change these files.	Comment by DTAG3: Covered in B.3.3.4.6.1

Executable files in system directories must be generally only writeable for root users. Especially this is valid for system directories such as /bin, /sbin, /usr , /root, /etc, /lib, /var. For subdirectories it may be necessary to make them ac­ cessible for other users / groups.

Motivation: A file with general write permissions can be misused / changed in such a way, that a root user executes code from an attacker, which leads to a privilege escalation.

Implementation example: All relevant files must be changed with „chmod go-w“ .

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Denial of executed activities



	 Req 3.21-11          All processes must be started with the minimal necessary permissions.	Comment by DTAG3: Covered in B.3.3.4.6.1

No application, except for cron, syslog and some kernel processes, are allowed to run with UID 0.

Motivation: This requirement is necessary to block (un)intended manipulations of the system. Additionally the possibility of a privilege escalation can be reduced.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized use of services or resources



	 Req 3.21-13          The mount points for external data storage media which can be mounted by users without root permissions must be assigned the options “nodev” and “nosuid”.	Comment by DTAG3: Generalised in B.4.3.y

In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the “user” option.	Comment by DTAG3: Copied to B.4.3.y

Motivation: The aim is to effectively prevent an unauthorized extension of privileges for users, who can mount external data storage mediums. This option prevents users from misusing an external data storage medium with alternative “dev” files and adapted permissions or executable files, which enable an extension of privileges, set by the SUID bit.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources


[bookmark: _Toc401747893][bookmark: _Toc401748933][bookmark: _Toc404333641][bookmark: _Toc404333886][bookmark: _Toc404714194][bookmark: _Toc411028311][bookmark: _Toc417637796]C.4.3.	System Update

Note: Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.


[bookmark: _Toc401747894][bookmark: _Toc401748934][bookmark: _Toc404333642][bookmark: _Toc404333887][bookmark: _Toc404714195][bookmark: _Toc411028312][bookmark: _Toc417637797]C.4.4.	Protection of Data and Information

Note: Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.

[bookmark: _Toc401747895][bookmark: _Toc401748935][bookmark: _Toc404333643][bookmark: _Toc404333888][bookmark: _Toc404714196][bookmark: _Toc411028313][bookmark: _Toc417637798]C.4.5.	Availability and Integrity


Note: Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.

[bookmark: _Toc401747896][bookmark: _Toc401748936][bookmark: _Toc404333644][bookmark: _Toc404333889][bookmark: _Toc404714197][bookmark: _Toc411028314][bookmark: _Toc417637799]C.4.6.	Authentication and Authorization	Comment by S3-151345: covered in B.3.5.1, with title changed to " System account identification"



	 Req 3.21-16          Each system account must have a unique UID.	Comment by S3-151345: copied into B.3.5.1

Motivation: If accounts other than the root account bear UID 0, this often indicates that a successful attack has been carried out on a UNIX system. In order to prevent misunderstandings, maintain system clarity and take account the re­ quirement, which specifies that functional accounts instead of user-specific accounts shall be used for certain admin­ istrative tasks, it is necessary that one Unix account only may have UID 0

For this requirement the following threats are relevant:
• Denial of executed activities


[bookmark: _Toc401747897][bookmark: _Toc401748937][bookmark: _Toc404333645][bookmark: _Toc404333890][bookmark: _Toc404714198][bookmark: _Toc411028315][bookmark: _Toc417637800]C.4.7.	Authentication Parameter Password

Note: Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.


[bookmark: _Toc401747898][bookmark: _Toc401748938][bookmark: _Toc404333646][bookmark: _Toc404333891][bookmark: _Toc404714199][bookmark: _Toc411028316][bookmark: _Toc417637801]C.4.8.	Logging
Note: Original section contained only requirements inherited from the baseline security 3.01 or OS security 3.37 that were deemed relevant for the MME SCAS.

+++END  OF CHANGES to Annex C (DT’s catalogue) +++

+++START OF CHANGES to Annex E.1.1 (TS’s catalogue) +++

[bookmark: _Toc417637859]E.1.1	UNIX hardening requirements

 ‘UNIX’ refer here to any UNIX- or Linux-component used by the MME. ‘Requirement Description’ is here divided into sub-requirements U1, U2, etc, under which a brief motivation is also given. Associated sub-test cases in Annex E.1.2 are correspondingly labelled as TU1, TU2, etc. 
	NOTE:  All sub-requirements listed below may not always be relevant for all UNIX/Linux-components in all MME implementations. For example, depending on how root vs other system accounts are used. 
Requirement Name: UNIX/Linux hardening
Requirement Reference: tba
Requirement Description:
U1.  The umask for root is highly restricted. 
Because initial file permissions on files created by root should be safe.

U2.  The "." does not exist in the search path for root.
To avoid that root by mistake executes unknown programs in the current directory.

U3.  None of root’s initiation files executes files owned by anyone else except root.	Comment by DTAG3: Covered in B.3.3.4.6.1
Unknown code could be executed by mistake.

U4.  There are no root owned files that have write permissions for other system users.	Comment by DTAG3: Covered in B.3.3.4.6.1
Unknown code could be executed by mistake.

U5.  Core files are only readable for root.	Comment by DTAG3: Covered in B.3.3.4.6.1
The crash files (named core) could contain sensitive information.

U6.  There are no remote-shell or .netrc files in all users home directories, especially root’s.
The .rhosts is only used if rshd or rexecd is started, .netrc contains login data for ftp, but these files should not exist for security reasons.

U7.  Crontab and at shall have correct user access and file permissions. 	Comment by DTAG3: Covered in B.3.3.4.6.1
Only authorized user shall be able to run ‘cron’ or ‘at’ jobs. Unknown code could be executed by mistake if not proper file permissions.

U8.  The configuration file of the inet daemon is owned and only writeable by root.	Comment by DTAG3: Covered in B.3.3.4.6.1
Unknown code could be executed by mistake.

U9.  The "Services file" is owned and only writeable by root.	Comment by DTAG3: Covered in B.3.3.4.6.1
Unknown code could be executed by mistake.

U10.  Sticky bit is set on all directories where everyone has write permissions.	Comment by johnhick: Covered in B.4.2.y
Files in the directory can only be renamed or removed by the owner of the file, the owner of the directory or root if sticky bit is set on a directory. If it is not, all users can remove each others’ files.

U11.  The number of SUID- and SGID-set files are minimized and have not write permissions for 
anyone else but the owner.	Comment by DTAG3: Covered in B.3.4.2.1
Because these files run as higher level of privileges they are a common way to use for attackers. Modification of these types of files can lead to execution of unknown code with privileges.

U12.  Protect the bad user log-file (btmp) from users.	Comment by DTAG3: Covered in B.3.3.4.6.1
If someone happens to write their password in the user id field, it could be stored in the lastb file. Therefore this file should not be readable by users.

U13.  Restictive directory rights shall be used on users‘ home directory.
To secure sensitive infomation from other users on the system

U14.  The password file is shadowed and hard hashes shall be used.	Comment by DTAG3: Covered by B.3.3.2.2
Only the root user should have access to this information.

U15.  Root should have an own home directory.
Root’s own files should not be in the root (/) of the file system.

U16.  Root is only allowed to log on via console, not by the network.
The superuser account should be used with care. Also it is better to use a personal account to login and the do su or use sudo to get root privileges because of the traceability.
	Comment by johnhick: Covered by B.4.2.x

Security Objective references: tba.
Test cases: See Annex E.1.2.
.

+++END OF CHANGES to Annex E.1.1 (TS’s catalogue) +++



3  New text for Annex B

+++START OF CHANGES to Annex B+++
[bookmark: _Toc411028253][bookmark: _Toc417637720][bookmark: _Toc411028240][bookmark: _Toc417637706]B.3.4.2	Authentication and Authorization
[bookmark: _Toc411028254][bookmark: _Toc417637721]B.3.4.2.1	Authenticated Privilege Escalation only	Comment by DTAG3: New short headline
Requirement Name: There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication..	Comment by DTAG3: Copied from clause C.3.6 Req 3.37-14, editorials. Added clarification about interactive sessions after SCAS conf call Jan 2015. Wording change in SA3#78
Requirement Reference: TBA 
Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows a user to gain administrator/root privileges from another user account without re-authentication.. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the required permissions.	Comment by DTAG3: Copied from clause C.3.6 Req 3.37-14. Added clarification about interactive sessions after SCAS conf call Jan 2015. Revised in SA3#78	Comment by DTAG3: Copied from clause C.3.6 Req 3.37-14	Comment by DTAG3: Added text to complete the example	Comment by DTAG3: Copied from clause C.3.6 Req 3.37-14, wording adapted in SA3#78
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Editors Note: Test cases for Unix-based TOEs need to include test case TU11 from Annex E.1.2.
+++ NEXT CHANGE +++
B.3.3.4.6.1	Authorization policy
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.	Comment by Nokia141203: copied from 3.01-18
Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).
Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.
Security Objective references: tba.
Test case: tba
Editors Note: Test cases for Unix-based TOEs need to include the following test cases from Annex E.1.2:TU3, TU4, TU5, TU7, TU8, TU9, TU12.

+++ NEXT CHANGE +++
B.4.2.x			Remote login restrictions for privileged users
Requirement Name: Remote login restrictions for privileged users
Requirement Reference: TBA 
Requirement Description: Direct login as root or equivalent highest privileged user shall be limited to the system console only.  Root user will not be allowed to login to the system remotely.	Comment by johnhick: Migrated from TR 7.1 Rx-4 and text altered.
Threat References: Elevation of Privilege, Spoofing
Security Objective References: HARDENING
Test Case: TBD

B.4.2.y			Filesystem Authorization privileges
Requirement Name: Filesystem Authorization privileges.
Requirement Reference: TBA 
Requirement Description: The system shall be designed to ensure that only users that are authorized to modify files, data, directories or file systems have the necessary privileges to do so.	Comment by johnhick: Generalization of unix specific control.
e.g. : On unix systems a ‘sticky bit may be set on all directories where all users have write permissions. This ensures that only the file's owner, the directory's owner, or root user can rename or delete the file. Without the sticky bit being set, any user that has write and execute permissions for the directory can rename or delete files within the directory, regardless of the file's owner.
Threat References: Elevation of Privilege, Tampering
Security Objective References: HARDENING
Test Case: TBD

+++ NEXT CHANGE +++

[bookmark: _Toc411028276][bookmark: _Toc417637747]B.4.3.x	Protection from buffer overflows	Comment by DTAG3: Copied from Annex C Req 3.21-5
Requirement Name: Protection mechanisms against buffer overflows	Comment by johnhick: Requirement name shortened
Requirement Reference: TBA 
Requirement Description: 
The system shall support mechanisms for buffer overflow protection.  Documentation which describes these buffer overflow mechanisms and also how to check that they have been enabled and/or implemented shall be provided. 	Comment by johnhick: Text generalised to allow for different buffer overflow protection mechanisms.
Note: These checks will constitute the test case. 
Implementation examples:	Comment by DTAG3: Copied from Annex C, Req 3.21-5
Solaris: Set the following lines in the /etc/system file
  set noexec_user_stack=1
Linux: Set the following lines in the file /etc/sysctl.conf
  kernel.exec-shield = 1 kernel.randomize_va_space = 1
 Windows: follow vendor configuration guidelines (e.g. https://support.microsoft.com/en-us/kb/889741)
Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TBD
B.4.3.y	External file system mount restrictions	Comment by DTAG3: Generalised from Annex C Req 3.21-13
Requirement Name: External file system mount restrictions
Requirement Reference: TBA 
Requirement Description: 
If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions must be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.	Comment by DTAG3: Generalised requirement derived from Annex C Req 3.21-13
Implementation example: In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the “user” option.	Comment by DTAG3: Copied from Annex C, Req 3.21-13
Threat References: Denial of Service, Elevation of Privilege
Security Objective References: HARDENING
Test Case: TBD


+++END OF CHANGES to Annex B +++

