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Abstract of the contribution: This pCR against TR 33.806 v.0.8.1 proposes to extend clause B.4.2.1 by including a list of insecure protocols taken from DT requirement 3.42-1 and to remove the Editor’s note at the beginning  of clause B.4.6 (Network Devices). 
1 Discussion: 
This contribution proposes to add in clause B.4.2.1 a list of insecure protocols (taken from DT requirement 3.42-1).

Moreover, Annex B.4.6 currently contains only an Editor’s Note, which reads: 

“Editor’s note: relates to clause 7.3, 7.4, 7.5 and Req.s 3.42-1,3,4,5,6 from DT’s catalogue. “ 

Requirement 3.42-3 is already addressed by B.4.6.1, while, after having studied the text in Req 3.42-1, 4, 5,6 and 7.3, 7.4 and 7.5  it has been noted that the functionalities required on the MME have been already covered by other requirements available in the TR 33.806.
In particular:

· “3.42-1 Any services and protocols that are not secure and not used must be disabled.” is addressed by B.4.2.1. and this contribution also proposes to extend the B.4.2.1 with the protocols highlighted in this.
· “Req 3.42-4 The accessibility of management services must be restricted to legitimate systems”. This requirement realted to this one could be the following: “ The MME shall implement a mechanism to restrict the access to the management services only from predefined source IP address.”  This requirement is redundant because there is a specific requirement on IP filter that can be used to address this point. So we propose to consider this requirement addressed by B.3.7.2.1 Packet filtering.
· “Req 3.42-5 Management services must be permanently connected to an address”: This is addressed by B.4.2.2
Restricted reachability of services whre there is an explicit example about Administrative services.

· “Req 3.42-6  Unused interfaces must be disabled.” : This is addressed by B.4.2.4 where there is an explicit example about unused interfaces.
· “7.3
No unnecessary or insecure ports/ services”: This is addressed by B.4.2.1.
· “7.4
Services-Interfaces Binding” : Even if the original requirement talks about BVT,  this could be considered addressed by B.4.2.2 in terms of requirement.Anyway its reference in the B.4.6 seems to be an error.
· “7.5
IP-Source address spoofing mitigation” : This is addressed by B.4.3.1 and a comment in the main body of the TR 33.806 is already present.
2 Concrete proposal 
+++ first change +++
7.3
No unnecessary or insecure ports/ services 

-
Requirement Name: removing unnecessary or insecure ports/ services
-
Requirement reference: to be done later 

-
Requirement Description: 

-
R1: MME shall only have ports opened and run services that are needed for MME operation

-
The open ports and running services shall be checked using BVT tools as described in clause 9 on BVT.

-
Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 

-
Test Case:
-
Run appropriate BVT tools, as described in clause 9.

NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING

7.4
Services-Interfaces Binding

-
Requirement Name: Service-Interface Binding.

-
Requirement reference: to be done later

-
Requirement Description: 

The running services and their binding to interfaces shall be checked using BVT tools as described in clause 9 on BVT.
-
Threat References: 

Editor’s Note: reference to a threat from clause 5.4 tba here. 

-
Test Case:

Run appropriate BVT tools, as described in clause 9.

NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING


7.5
IP-Source address spoofing mitigation

-
Requirement Name: IP-source address spoofing mitigation

-
Requirement Reference: TBD 

-
Requirement Description: 

Rx-1: protection mechanism against IP-source address spoofing attacks shall be enabled. For instance if LINUX is the running O.S. then enable the spoofing prevention built-in function by setting rp_filter to 1.

Editor's Note: it shall be clarified whether all the interfaces should comply with this requirement or whether only particular interface should be impacted. 

-
Threat References: the unique identifiers assigned to the threats the requirement intends to meet.

-
Test Case: 

Test case for Rx-1: 

If LINUX is not the running O.S. then an alternative test case shall be written by the tester.

Test overview:

This test verifies if the spoofing prevention function is enabled, and performs its enabling if disabled

Precondition(s):

a) User has sufficient administrative rights to activate spoofing prevention function
Postcondition(s):

b) The spoofing prevention mechanism is enabled
Procedure and expected result

	Step
	Direction
	Action
	Expected result

	1
	User → MME
	open command line terminal (clt)
	clt open

	2
	User → clt
	cat /proc/sys/net/ipv4/conf/call/rp_filter
	1




+++ next change +++
B.4.2.1
No unnecessary or insecure services / protocols


Requirement Name: No unnecessary or insecure services / protocols

Requirement Reference: TBA 

Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which don’t have any known security vulnerabilities
. In particular, by default the following services shall be disabled on the network product:

•
FTP

•
TFTP

•
Telnet

•
rlogin, RCP, RSH

•
HTTP

•
SNMPv1 and v2

•
SSHv1

•
TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

•
Finger

•
BOOTP server

•
Discovery protocols (CDP, LLDP)

•
IP Identification Service (Identd)

•
PAD

•
MOP

NOTE 1 : As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be redirected HTTPS service.

Note: Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA

Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.

+++ next change +++
B.4.2.2
Restricted reachability of services

Requirement Name: The TOE shall restrict the reachability of services

Requirement Reference: TBA 

Requirement Description: 

The TOE shall restrict the reachability of services 
so that they can only be reached on interfaces where their usage is required
. On interfaces were services are active,  the reachability should be limited to legitimate communication peers.
 This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side) according to B.3.7.2.1.

Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic.
 

Threat References: TBA

Security Objective References: TBA

Test Case: TBA

+++ next change +++
B.4.2.4
No unused functions

Requirement Name: Unused functions of the TOE's software and hardware shall be deactivated.

Requirement Reference: TBA 

Requirement Description: 

During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the system permanently. 
Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after system reboot.


+++ next change +++
B.3.7.2.1
Packet filtering

Requirement Name: Packet filtering 

Requirement Reference: to be done later
Requirement Description:

MME shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [9] for further information).

In particular the MME shall provide a mechanism:

1. To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI

2. To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:

· Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back

· Accept: the matching message is accepted

· Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.

3. To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.

4. To filter on the basis of  the value(s) of any portion of the protocol header

5. To reset the accounting

6. The MME shall provide a mechanism to disable/enable each defined rule.

Threat References: Denial of Service

Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA



+++ next change +++
B.4.6
Network Devices

+++ next change +++
C.6.2.
System hardening


 Req 3.42-1            Any services and protocols that are not secure and not used must be disabled.

Many network devices offer services which may not be used in operator networks on account of known security vulnerabilities such as non-encrypted transmission or inadequate authentication, etc. These services must be completely disabled. The services not to be used are:

· FTP

· TFTP

· Telnet

· rlogin, RCP, RSH

· HTTP

· SNMPv1 and v2

· SSHv1

· TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)

· Finger

· BOOTP server

· Discovery protocols (CDP, LLDP)

· IP Identification Service (Identd)

· PAD

· MOP

As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be diverted to a port on which the encrypted HTTPS protocol is used.

Discovery protocols such as the Cisco Discovery Protocol (CDP) or the Link Layer Discovery Protocol (LLDP) must be completely disabled. These protocols may be used in well-founded, exceptional cases. However, it must be ensured that the protocols are only active on internal links. Discovery protocols must be disabled on interfaces to customers or devices.

Should additional services be available on a network devices, a check should be carried out in each case to establish whether the services are necessary for the operation of the network devices. Otherwise these services shall be dis­ abled.

Motivation: The protocols named display various security vulnerabilities. A large proportion of the protocol messages is transmitted in plain text, for example. An attacker who is able to record such communication is then able to obtain confidential data such as user names and passwords. Another vulnerability inherent in the aforementioned services is the susceptibility to denial-of-service attacks (DoS). These can be used by attackers to compromise network device availability.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Unauthorized use of services or resources

· Disruption of availability

· Attacks motivated and facilitated by information disclosure or visible security weaknesses




 
+++ next change +++

 Req 3.42-4            The accessibility of management services must be restricted to legitimate systems.

Access can be restricted, for example, through filters, access lists or a local firewall. The restriction must be as strict as posible.This means to host or network adresses to achive that the managment services can only be reached from legit­ imated systems.

Motivation: Management services enable access to network devices in order to perform operational tasks. In the event of a successful attack, an attacker may gain access to confidential information or even to the entire system. By restrict­ ing the accessibility to legitimate systems, the group of potential attackers can be reduced, and thus also the likeliness of a successful attack.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Disruption of availability

+++ next change +++

 Req 3.42-5            Management services must be permanently connected to an address.

The management services (e.g., SSH, HTTPS or SNMP) that are active on a network device must be permanently con­ nected to an address of the network device. Hence the required separation of management traffic from control and user traffic is the appropriate adress from the management address range. This ensures that the relevant traffic always comes from a fixed sender address and on the other side the management servicve can be reached under the same address at any time.

Motivation: Without the implementation of this measure, it cannot be clearly foreseen with which sender address pack­ ets of the management services of the network device are sent out or on which address management services are reachable. This causes a number of disadvantages. Thus recognition of attacks in logging and monitoring and the analysis of the data arising therefrom is made much more difficult. In addition, a permanent sender address is import­ ant for implementing filters and firewall rules and for checking the authenticity of keys and certificates when using cryptographic procedures to secure management services and traffic.

For this requirement the following threats are relevant:

· Denial of executed activities

· Attacks can go unnoticed

+++ next change +++

 Req 3.42-6            Unused interfaces must be disabled.

Unused interfaces of a network device shall be disabled. It must be assured that  interfaces remain inactive after a reboot.
Motivation: Unused interfaces are usually not taken into account in the configuration process of a network device. As a result, these interfaces are operated with the manufacturer’s default configuration. This may enable an attacker who has direct physical access to such a network device to gain unauthorized access to the system or to networks connec­ ted to it.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Disruption of availability

�Taken over into B.4.2.1, but with "protocols" instead of "ports". Protocols is more generic, and ports are just a feature of some protocols


�Taken into B.4.2.1 with protocols instead of ports


�Covered by B.4.2.1.


�Addressed by B.4.2.2


�This is addressed by B.4.3.1	IP-Source address spoofing mitigation


�Copied to headline of B.4.3.1





�Covered by B.4.3.1


�Copied from 7.3, with protocols instead of ports


�This address DT Req 3.42-1           


�Copied from 7.3, with protocols instead of ports


�Copied from DT Req 3.01-1


�This text has been copied from DT Req 3.42-1           


�Note added after Jan 2015 SCAS conf call, similar to S3-150023


�Part of DT Req 3.01-1 taken as input for test case.


�New short headline


�Taken from DT Req 3.01-2 with editorial adaptation.


�Taken from DT Req 3.01-2


�Copied text from DT Req 3.01-2 which generalises interface binding requirement from TR section 7.4. There are other implementation options than binding


�Copied from DT Req 3.01-2, but as should requirement because this is a second aspect of the restriction


�Copied from DT Req 3.01-2


�Taken from DT Req 3.37-3 with adaptations


This requirement addresses �DT Req 3.42-5            


�New short headline


�Copied from DT Req 3.01-4 with editorial adaptations


�This requirement addresses DT 3.42-6


�Cover requirements in clause 6.16


�This addresses DT Req 3.42-4. 


�This should be addressed by B.4.2.1. 


�


 addressed by B.3.7.2.1 Packet filtering.


�This is addressed by B.4.2.2	Restricted reachability of services 


�Addressed by B.4.2.4 





