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Abstract of the contribution: This contribution provides clarifications about when Gratuitous ARP messages are needed in order to resolve the Editor’s Note in clause B.4.3.2 and D.4.3.2.5.
Discussion
Gratuitous ARP (both gratuitous ARP request or gratuitous ARP reply) is an ARP packet (request or reply) that is not normally needed according to the ARP specification (RFC 826) but could be used in some cases. 
In particular a gratuitous ARP request is an ARP request packet where:
· the source and destination IP are both set to the IP of the network device issuing the packet
· the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff. 
· the target hardware address can be set to zero or to the sender's hardware address.
Ordinarily, no reply packet will occur while any cached entries in the ARP tables of other hosts receiving the packet are updated.
A gratuitous ARP reply is a reply to which no request has been made. 
Many operating systems perform, by default, gratuitous ARP during startup. When, for example, a network card was recently changed, gratuitous ARP request can help to:
· Update other network devices' ARP tables;
· Inform switches of the new MAC address on the switch port where the network device is connected.
Gratuitous ARPs can be useful in the following cases: 
· For IP address takeover within high-availability clusters. High-availability clusters use this mechanism when an IP address is moved from one NIC to another, or from one device to another to inform the neighbors about the change in MAC for the IP and to update, consequently, their ARP tables. 
· To provide load balancing for incoming traffic. Some interface drivers use Gratuitous ARPs to announce a different MAC address within a set of network cards that should receive incoming packets.
· To defend link-local IP addresses in the Zeroconf protocol (RFC 3927).
Consequently, the usefulness of the Gratuitous ARP  is related to the deployment of the network devices. Considering that SCAS aims to be independent from the deployment, the Gratuitous ARP  should be by default disabled on the MME and enabled when Gratuitous ARP is really used.
[bookmark: _GoBack]The new text added to the requirement resolves the Editor’s Notes in clause B.4.3.2 and D.4.3.2.5 of TR 33.806 v.0.8.0. Consequently this  contribution proposes to remove the related editor’s note in both sections.
Concrete proposal 
***	FIRST CHANGE	***
[bookmark: _Toc411028276][bookmark: _Toc411029483]B.4.3.2	Minimised kernel network functions	Comment by DTAG3: New short headline
Requirement Name: Minimised kernel network functions.	Comment by DTAG3: Copied from DT Req. 3.37-6 with editorial adaptation
Requirement Reference: TBA 
Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. 	Comment by DTAG3: Copied from DT Req. 3.37-6 with editorial adaptation
[bookmark: _Toc397964290][bookmark: _Toc404333522][bookmark: _Toc404333767][bookmark: _Toc404714075][bookmark: _Toc404965937][bookmark: _Toc404333603][bookmark: _Toc404333848][bookmark: _Toc404714156][bookmark: _Toc411028263][bookmark: _Toc411029470]In particular the following ones shall be disabled by default:

· IP Packet Forwarding between different MME’s interfaces (to prevent that an attack can route malicious packets through the network element in connected networks as recommended by [ab], [cd], [de]) e.g. by setting net.ipv4.conf.all.forwarding=0 in the linux sysctl.conf file;
· Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks as recommended by [ab], [cd], [de]) e.g. by setting net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file;
· Directed broadcast (to prevent Smurf, Denial of Service attack and others like it as recommended by [ab], [cd], [de], [fg]) e.g. by setting net.inet.ip.directed-broadcast=0
· IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. It shall be available a configuration option to enable the IPv4  multicast handling if required.
· Gratuitous ARP messages (to prevent ARP Cache Poisoning attacks [ef]). A Gratuitous ARP request can be used mainly to inform the neighbours about the change in the MAC for the specified IP and consequently to update their ARP tables or to update the switches with the new MAC address or to defend link-local IP addresses in the Zeroconf protocol. By defaultIn particular, if not necessary, the MME shall not send Unsolicited ARP by default and any incoming Gratuitous ARP requests shall be discarded by default.
Note: The above text does not preclude that Gratuitous ARP is enabled in certain deployment scenario.
Editor’s Note: Clarifications about when Gratuitos ARP messages are needed have to be provided
· Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to MME via broadcast/multicast shall not be answered by default, for example by setting in the linux sysctl.conf file net.ipv4.icmp_echo_ignore_broadcasts  =  1, as recommended by [ab], [cd], [de]).
Threat References: Denial of Service
Security Objective References: HARDENING 
Test Case: TC_IP_FWD_DISABLING, TC_PROXY_ARP_DISABLING, TC_DIRECTED_BROD_DISABLING, TC_ IP_MULTICAST_HANDLING, TC_GRATUITOUS_ARP_DISABLING, TC_BROADCAST_ICMP_HANDLING 

***	NEXT CHANGE	***

D.4.3.2.5 Gratuitous ARP Disabling
Editors’ Note: it is FFS if this test case need to be modified if the corresponding requirement in B.4.3.2 is modified. 
Test Name: TC_GRATUITOUS_ARP_DISABLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.
Purpose:
Verify that the Gratuitous ARP feature is disabled by default on the MME.  In particular this test case verifies that the MME cannot send gratuitous ARP request and that MME discards incoming Gratuitous ARP request. 
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on.
· Network traffic analyser on the MME (e.g. TCPDUMP)
· A Host 1 is connected to MME
· MME ARP Cache already contains an entry for Host 1
Execution Steps
1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.
2. The tester runs the network traffic analyser on the MME.
3. The tester sends from Host 1 a Gratuitous ARP request,  i.e. an ARP request where the source and destination IP are both set to an IP address different from the one already cached  in the MME ARP Cache for Host 1 and the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
4. The tester verifies that the MME correctly receives this packet but discards it and that the ARP Cache is not updated.
5. The tester sends a Gratuitous ARP request  i.e. an ARP reply where the source and destination IP are both set to an IP address different from the one already cached  in the MME ARP Cache for Host 1 and the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
6. The tester verifies that the MME correctly receives this packet but discards it and that the ARP Cache is not updated.
Expected Results:
MME ARP Cache is not updated.
Expected format of evidence:
Snapshot of the  MME ARP Cache

***	END OF THE CHANGES	***

