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Abstract of the contribution: This document identifies a consideration regarding the verifier behavior against detected spoofed call and then proposes a corresponding contribution to subclause 8.1 of TR 33.832.

1 Introduction
The main objective of FS_ESCAPADES is to evaluate the IETF STIR active drafts for use in 3GPP networks. 3GPP specific aspects which are not considered or addressed in the IETF STIR will be identified and studied in TS 33.832.
This document identifies a consideration regarding the verifier behavior against detected spoofed call and then proposes a corresponding contribution to subclause 8.1 of TR 33.832.

2 Discussion

2.1 IETF STIR specification
The IETF STIR specifies a new logical role for SIP entities called a verification service, or verifier. The IETF STIR’s draft-ietf-stir-rfc4474bis-03 (2015-03-10) specifies the verifier behavior against detected spoofed call as shown below. According to that, if the verifier detects the spoofed call, then it generates an error response as a mandatory behavior and it results in the call rejection.
4.2.  Verifier Behavior

   Step 3:

   The verifier MUST validate the signature in the Identity header

   field, following the procedures for generating the hashed digest-

   string described in Section 7.  If a verifier determines that the

   signature on the message does not correspond to the reconstructed

   digest-string, then a 438 'Invalid Identity Header' response MUST be

   returned.
2.2 Consideration for use in 3GPP networks

The call rejection against the detected spoofed call, by returning the error response as specified in IETF STIR’s specification, is not necessarily appropriate in the IMS from the perspective of operator policies and regulatory requirements.
So, additional functionalities besides returning the error response should be allowed as the verifier behavior so as to fulfil potential operator policies and regulatory requirements. Therefore this document proposes to add such additional functionalities: (1) call continuation, (2) caller identity suppression, (3) informing IMS entities/UEs about detection, (4) storing call data as malicious communication identity and (5) forwarding the call to another IMS entity for further processing.
2.3 Conclusion

Above consideration should be stated in TR 33.382.

3 Proposal
We kindly propose SA3 to approve the following change to current Rel-13 TR 33.832.
*** NEXT CHANGE ***
8.1
Considerations for 3GPP
8.1.X
Verifier behavior against detected spoofed call
The verifier behavior against detected spoofed call is specified in draft-ietf-stir-rfc4474bis [8], section 4.2. According to that, when the verifier determines that the signature is invalid, it only has to return the 438 (Invalid Identity Header) response to the request.
Based on operator policy, configuration and local regulation, the verifier in the IMS may return the error response and the call treatment entity may provide one or more of the following additional functionalities:

-
The call treatment entity forwards the spoofed call destined for the terminating UE;
-
The call treatment entity anonymizes the (spoofed) caller identity;
-
The call treatment entity sends a message informing the originating UE, the terminating UE and/or the other IMS entities that the spoofed call has been identified;
-
The verifier stores received call data including the signature as malicious communication identity for e.g. black listing; and
-
The call treatment entity transfers the spoofed call to another IMS entity for further processing;
NOTE:
The above functionalities might be covered by invoking existing supplementary service(s) (e.g. Originating Identification Restriction (OIR), Malicious Call Communication Identification (MCID) and Communication Diversion (CDIV)) or existing major capability(ies) on IMS entities (e.g. a messaging mechanism for the SIP). See TR 22.898 for more discussion of feature interaction. 
*** END OF CHANGES ***
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