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1. Overall Description:

SA3 would like to thank SA1 for their LS on end-to-end WebRTC-IMS security, clarifying that SA1 considers both, hop-by-hop encryption as well as strict end-to-end encryption, as possible options for WebRTC e2e security.

SA3 discussed, that when using hop-by-hop encryption, the security solution for end-to-access-edge (e2ae) security described in TS 33.328 applies.
According to the SA1 reply LS, strict e2e encryption can only be used when LI requirements do not apply. It is still unclear in SA3 which aspects of e2e security solutions for such cases are in the scope of 3GPP. The estimated amount of work on this issue will not allow SA3 to be able to complete e2e security where LI requirements do not apply for WebRTC in Release 13.
2. Actions:

To [SA1] group.

ACTION: 
SA3 kindly asks SA1 to take note of the reply provided above.
3. Date of Next TSG-SA3 Meetings:

TSG-SA3 Meeting #80 
24- 28 August 2015
Tallinn, Estonia
TSG-SA3 Meeting #81 
9-13 November 2015
Anaheim, USA
