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Abstract of the contribution:

This contribution proposes threats and security requirements relating to data communication security.
There may be a number of network entities required to provide the MCPTT service. Where these network entities need to communicate, it is important that there exists a mechanism to protect this communication should local operational protections be insufficient. 
It is proposed that the following text is included in the MCPTT TR.
**********************************Start of First Change**************************************

6.X
Key Issue # X: Data communication security between MCPTT network entities

6.X.1
Issue details

MCPTT network entities will be required to communicate with each other. It is important that this may be performed securely.
6.X.2
Security threats 

There are several threats to the communication between 3GPP MCPTT network entities including forged or replayed messages and eavesdropping on the contents of the messages.

6.X.3
Security requirements

A security mechanism shall exist that allows transmission of data between 3GPP MCPTT network entities to be authenticated, confidentiality protected, integrity protected and protected from replays. 

NOTE: UE-to-UE and UE-to-network relays are not considered to be 'network entities'. 
**********************************End of First Change***************************************

