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Abstract of the contribution: This contribution proposes to add to annex D of TR 33.806 the test cases D.4.3.2.x related to the requirement B.4.3.2 on Minimised kernel network functions.
1 Introduction 
This contribution proposes to add to annex D of  TR 33.806 the test cases D.4.3.2.x related to the requirement B.4.3.2 on Minimised kernel network functions  (see companion pCR TD S3-151245). 
2 Proposed pCR
***
BEGIN OF FIRST CHANGE
***
D.4.3 
Operating Systems
D.4.3.2.1 IP Forwarding Disabling

Test Name: TC_IP_FWD_DISABLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.
Purpose:
Verify that the IP Packet Forwarding is disabled by default on the MME.  In particular this test case verifies that a packet received by a MME network interface but directed to a host on a different network is not routed by the MME
Procedure and execution steps:

Pre-Conditions:
· The MME is powered on.
· The MME shall have at least 2 different physical or logical Ethernet interface IF1 and IF2.
· Host 1 is connected to IF1 on subnet A and Host 2 is connected to IF2 on subnet B.
· 
· 
· Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps
1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2. The tester runs the network traffic analyser on the MME

3. The tester sends a packet from Host 1 on subnet A to Host 2 on subnet B configuring the MME as default gateway.
4. The tester verifies that the packet is correctly received by the MME (because logged by the network traffic analyser) but it is not routed to Host 2
Expected Results:
The packet is not routed by the MME and Host 2 cannot receive it.
Expected format of evidence:
Pcap trace of the received packet
***
NEXT CHANGE
***
D.4.3.2.2 Proxy ARP Disabling

Test Name: TC_PROXY_ARP_DISABLING

Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that the Proxy ARP feature is disabled by default on the MME.  In particular this test case verifies that the MME does not answer to ARP requests intended for another host. 
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.
· 
· 
· The MME shall have at least 2 different physical or logical Ethernet interface IF1 and IF2.

· A Host 1 is connected to IF1 on subnet A (for example 172.16.10.0/16) 
· A Host 2 is connected to IF2 on subnet B (for example 172.16.20.0/24).

· Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps

1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2. The tester runs the network traffic analyser on the MME

3. The tester on Host 1 broadcasts an ARP request on Subnet A to discover the MAC of Host 2 on subnet B. Since the ARP request is a broadcast, it reaches all the nodes in the Subnet A, which include the IF1 interface of the MME, but it does not reach Host 2.
4. The tester verifies that the MME correctly receives this packet but that it does not send n ARP reply to Host 1 with its own MAC address.
Expected Results:

No Arp Reply shall be received by Host 1.

Expected format of evidence:

Pcap trace, snapshot of ARP Cache of Host 1
***
NEXT CHANGE
***
D.4.3.2.3 Directed broadcast Disabling

Test Name: TC_DIRECTED_BROD_DISABLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.
Purpose:
Verify that the Directed broadcast is disabled by default on the MME.  In particular this test case verifies that
 a packet received by a MME whose destination address is a valid broadcast address  is dropped.

Procedure and execution steps:

Pre-Conditions:
· The MME is powered on.
· The MME shall have at least 2 different physical or logical Ethernet interface IF1 and IF2.

· Host 1 is connected to IF1 on Subnet A and Host 2 is connected to IF2 on Subnet B.

· 
· 
· Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps
1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accesing to this file.

2. The tester activate the network traffic analyser on the MME

3. The tester sends from Host 1an IP packet whose IP destination address is a valid broadcast address  belonging to the subnet B.

4. The tester verifies that the Host 2 on Subnet B doesn’t receive the packet because it will be dropped by the MME, rather than being broadcasted.
Expected Results:
The packet is not broadcasted by the MME and Host 2 cannot receive it.
Expected format of evidence:
Pcap trace showing that packet from host 1only incomes to the MME.
***
NEXT CHANGE
***
D.4.3.2.4 IP Multicast handling.
Test Name:TC_ IP_MULTICAST_HANDLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that IP Multicast is disabled by default on the MME.  In particular this test case verifies that packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) are not handled by the MME.
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.

· 
· 
Execution Steps

1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accesing to this file.

2. The tester activates the network traffic analyser on the MME

3. The tester verifies that any MME interface is running Multicast (e.g. typing command ip maddr or ifconfig on any Unix based platform)
Expected Results:

Any interface is running multicast protocols
Expected format of evidence:

Screenshot containing command output.
***
NEXT CHANGE
***
D.4.3.2.5 Gratuitous ARP Disabling

Editors’ Note: it is FFS if this test case need to be modified if the corresponding requirement in B.4.3.2 is modified. 

Test Name: TC_GRATUITOUS_ARP_DISABLING

Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that the Gratuitous ARP feature is disabled by default on the MME.  In particular this test case verifies that the MME cannot send gratuitous ARP request and that MME discards incoming Gratuitous ARP request. 
Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.

· 
· 
· Network traffic analyser on the MME (e.g. TCPDUMP)
· A Host 1 is connected to MME

· MME ARP Cache already contains an entry for Host 1
Execution Steps

1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2. The tester runs the network traffic analyser on the MME.
3. The tester sends from Host 1 a Gratuitous ARP request,  i.e. an ARP request where the source and destination IP are both set to an IP address different from the one already cached  in the MME ARP Cache for Host 1 and the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
4. The tester verifies that the MME correctly receives this packet but discards it and that the ARP Cache is not updated.
5. The tester sends a Gratuitous ARP request  i.e. an ARP reply where the source and destination IP are both set to an IP address different from the one already cached  in the MME ARP Cache for Host 1 and the destination MAC is the broadcast address ff:ff:ff:ff:ff:ff.
6. The tester verifies that the MME correctly receives this packet but discards it and that the ARP Cache is not updated.
Expected Results:

MME ARP Cache is not updated.

Expected format of evidence:

Snapshot of the  MME ARP Cache
***
NEXT CHANGE
***
D.4.3.2.6 Broadcast ICMP handling.
Test Name: TC_BROADCAST_ICMP_HANDLING
Requirements: Requirements Reference- B.4.3.2. Minimised kernel network functions.

Purpose:

Verify that responses to ICMP broadcast packets are disabled by default on the MME.  In particular this test case verifies that all ICMP ECHO and TIMESTAMP requests sent to MME via broadcast/multicast are not be answered.

Procedure and execution steps:

Pre-Conditions:

· The MME is powered on.

· The MME shall have at least a physical or logical Ethernet interface IF1.

· At least a host is connected to IF1, that is Host 1.

· 
· 
· Network traffic analyser on the MME (e.g. TCPDUMP)

Execution Steps

1. If the feature is available in a configuration file, the tester shall verify that it is disabled by default accessing to this file.

2. The tester activates the network traffic analyser on the MME

3. The tester sends from Host 1 an ICMP ECHO message to ping a broadcast address (such as 255.255.255.255, or 192.168.1.255 on a 192.168.1.0/24 subnet)

4. The tester verifies that MME doesn’t respond to the ping.

5. The tester sends from host 1 an ICMP timestamp request (ICMP type 13) to a broadcast address (such as 255.255.255.255, or 192.168.1.255 on a 192.168.1.0/24 subnet)

6. The tester verifies that MME doesn’t respond to the timestamp request.

Expected Results:

The MME doesn’t respond to any ICMP packet with a broadcast address.
Expected format of evidence:

Pcap trace showing that the ICMP ECHO/ ICMP timestamp packets are received by the MME but no answer are generated by the MME
***
END OF CHANGES
***
