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1 Introduction 
SA#67 accepted a study item for SA3 on potential security enhancements for Gb, i.e. “EGPRS access security in relation to cellular IoT”, shortly EASE_IoT. This contribution intends to add a solution to the TR 33.860. The solution assumes the use of UMTS AKA in EASE_IoT. 
2 Proposal 
We propose SA3 to discuss about the proposed solution in the attached pCR, and add it to the TR if seen appropriate. 
3 References 
[1] 
4 pCR 
***
BEGIN CHANGES
***
6.x
Solution #x: Integrity protection of signalling and algorithm negotiation   
This solution addresses key issues related to entity authentication and key agreement, and data integrity. 
It is assumed that integrity protection of user plane, if appropriate, is performed at some upper layer outside the scope of the present document. 
It is also assumed that UMTS AKA is mandated in order to guarantee that the authentication challenges are genuine, and fresh, and integrity protection key (IK) is available. 
Editor’s note: Recommendations related to the lifetime of UMTS AKA, and consequently the lifetime of integrity protection key (IK) are FFS. 
6.x.1
Control Plane (Gb mode) 
It is proposed that the control plane in Gb mode is enhanced by adding integrity protection between CIoT UE and SGSN, see a demonstrative figure in 6.x.1-1. UMTS AKA is run at GMM/SM layer creating the integrity key (IK), and the integrity protection using the integrity key (IK) is done at LLC layer. 
Editor’s note: The scope of control plane integrity protection is FFS. For example, this feature can be used to protect the algorithm negotiation only if strong encryption is in use. 

[image: image1]
Figure 6.x.1-1: Enhanced Control Plane CIoT UE - SGSN in Gb mode
6.x.2
Protection of algorithm negotiation 
It is proposed to re-use the algorithm negotiation mechanism from UMTS/LTE. The CIoT UE sends identifiers for the encryption and integrity algorithms that it supports to the SGSN e.g. in the Attach Request message. The SGSN then echoes these identifiers back to the CIoT UE in an integrity protected message, e.g. in the Authentication and Ciphering Request message.  If the CIoT UE notices that the identifiers sent to the network are different from the received ones, it assumes that a Man-in-the-middle attack has taken place and drops the connection.
Editor’s note: How exactly the algorithm negotiation mechanism should be specified is FFS. For example, it needs to be confirmed that the CIoT UE has the integrity key IK available at LLC layer when receiving the echoed identifiers back from SGSN at GMM/SM layer. 

6.x.3
Interworking with legacy GPRS 
CIoT devices are not assumed to interwork with legacy SGSNs, however, enhanced SGSNs may still need to serve legacy GPRS mobile stations. Since the algorithm negotiation is a new feature in CIoT, enhanced SGSNs can use the presence of such negotiation as an indication on which UEs use legacy GPRS security, and which UEs use enhanced GPRS security. There are no foreseen security threats related to an enhanced SGSN serving both legacy GPRS and CIoT. 
***
END OF CHANGES
***
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