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Abstract of the contribution: This contribution proposes to the guidance for analysing and documenting privacy considerations.
1 Introduction 
This contribution proposes to the guidance for analysing and documenting privacy considerations.
We kindly propose SA3 to agree the following pCR.
2 Proposals
Annex F: Privacy guidelines for writing 3GPP TRs and TSs 

F.5
Guidance for privacy considerations
Editor’s Note: This section should give guidance for analysing and documenting privacy considerations based on the sections above.
F 5.1
Impacts and Consequences

This section describes how to handle the results and knowledge gained by undergoing the process outlined in the Privacy Identification Process in the previous section. 

The first goal is to identify who has access to which personal data in the communication. The following questions may aid the screening:

- What personal data is released by the Communication Initiator?

- Are there intermediaries that can read personal data?

- What personal data is collected and aggregated at the service provider nodes or MNO nodes?

The next step is to investigate the potential data elements in the personal data:

· Are all those elements required for providing the service offered by the specification to the user?

· Is personal data processed for the purpose of general improvement of the network?

· Does the data have a time to live?

The previous step serves to minimize data and to identify potential data in the personal data which may require user consent.

Personal identifiable information requires adequate protection. Therefore the following points should be investigated:

· What is the personal identifiable information that potentially can be obtained by:
- Eavesdropper 

- Attacker
- Unauthorized personal (e.g. is the personal data accessible only by personal that needs to know or by all)
· What are potential attacks?

· Which protection methods are deployed?
With answers to the questions above, potential solutions can be identified. Solutions might be found in this document, but also 3GPP offers a wide range of security services e.g. NDS/IP [8], TS 33.222 [9] etc. In some cases, the transfer of user consent from one node to another might be necessary and need to be considered in the progress of the technical work.

F 5.2
Guidelines
Operator’s privacy guidelines:

· It should be allowed that operators make its own privacy policies according to national and regional requirements
· Operator should inform the user and collect the personal data fairly and legally. 
Vendor’s privacy guidelines:

· Vendors should provide the privacy policy declaration to operators following operator and/or regional rules.      
· If operators hand over data to third parties (e.g. subcontractor), then data protection and user consent rules have to be observed.

· Vendors should provide security mechanism when personal data is stored in vendor’s system. 

· Vendors should provide mechanism to the operator which can delete the expired personal data in time and the time of keeping personal data can be configured. 
NOTE: Third party service provider guidelines are out of scope.

Editor’s Note: Any 3GPP interface to external service providers are in scope. Protection mechanisms on these interfaces need to be defined.

