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Abstract of the contribution: This contribution proposes modifications for key issue of location management.
1 Introduction 
In many MTC application scenarios, there are UEs which may have more than one authorized location, or could be used in one or more authorized areas.  It is however has not been considered in the key issue of location management. Here it is proposed some modification to meet this kind of situation. 
2 Proposal
It is proposed that SA3 accept the pCR for inclusion in the TR 33.889.
3 pCR
************
BEGIN CHANGES
************
5.1.1
Issue details 
UEs may be deployed in locations with high risk, e.g. possibility of theft of the communication module. There are UEs that should not move from authorized locations, or should only move in authorized areas. For those UEs, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from theft of the communication module. If such an event is detected, the network might be configured to perform special actions. There are UEs that can move in a widely open area without restriction (e.g. UEs that are used to track cargo, animals, vehicle, etc.).
5.1.2
Threats

In the case of an MTC application where the UE should not move from authorized locations, or should only move in  authorized areas (e.g. within a home), there could be security risks if the device is operated from an unauthorized location (e.g. as a result of theft of the communication module). For example, a water metering used in User A's home to record User A's water usage should be fixed in User A's home. If it is moved to another place like User B's home without permission, it could potentially be used to report User B's water usage against User A's account. The primary method to mitigate this attack should be to bind the identity and authentication of the UE to the specific user's water meter. Detecting or preventing a change in location of the UE could be a useful secondary security mechanism.

Another example is fire monitor in the building. When a fire monitor is moved to another place, wrong location information will be sent to the fire monitoring server if there is a fire. In this case detecting change of the location of the UE would be a useful feature.

For mobile UEs used for tracking purposes, the mobile area is not limited for mobile UEs, the network can not verify if the UE is stolen or controlled by attackers just by comparing the location identifier of UE and the pre-defined location identifier stored in the network. As a result, the stolen vehicle monitor of User A may be used for User B, or attackers with stolen UE can report a wrong location identifier to the network, or attackers can use UE to trace other peoples' positions, etc. 

For those UEs that can be linked to an individual, MTC Monitoring could cause an invasion of privacy. In particularly, if MTC Monitoring is applied to UEs that should not be monitored.

5.1.3
Security requirements

It is required for the network to provide a location management mechanism for UEs that should not move from authorized locations, or should only move in authorized areas to detect if the device has been moved to an unauthorized location.

The network should be able to distinguish between UEs that have restriction in movement and those that do not have restriction and manage their mobility accordingly, i.e. where they can be used and cannot be used.
The network should be able to prevent MTC monitoring to be activated for those devices that should or are not monitored by the network.
5.1.4
Solutions

5.1.4.1
Solution 1: Location management

The requirement mentioned in clause 5.1.3 of the present document can be met as follows. 

UE reports the location identifier. Network entity (e.g. SGSN/MME) should store the pre-defined location identifiers and be able to verify the location identifier by comparing it with the pre-defined location identifiers. 

When the UE moves; a network entity (e.g. MSC/SGSN/MME) receives new location information which is reported by RAN or by the UE explicitly and detects if it is different from pre-configured location information. Then the network entity can confirm that the UE has moved to other area and will send a warning message to the MTC server, which can then take further action. 

Editor's Note: Multiple solutions are being considered in SA2 about which network entity detects and reports unauthorized movements. 

Editor's Note: Granularity of above mentioned location identifiers and the resulting impact on the ability of the solutions to meet the requirements, as well as possible other solutions (e.g. solutions relying on network reporting) are FFS. 
************
END OF CHANGES
************
