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Abstract of the contribution: When e2e WebRTC security is applied as hop-to-hop encryption, then the existing a2ae security solution can be re-used. When e2e security is interpreted as e2e encryption, then no possible security solution can be provided which would fulfil LI requirements. Thus, e2e encryption cannot be applied in 3GPP.
1 Discussion
SA3 asked SA1 in LS S3-151162 whether SA1 considers e2e WebRTC security as hop-by-hop encryption or as end-to-end encryption. SA1 replied in S1-150212 that hop-to-hop encryption and e2e encryption are both possible options. 
E2e encryption can only be used when LI requirements do not apply, since there is no possible standard security solution which would fulfil LI requirements when encrypting WebRTC traffic e2e.

A security solution using hop-to-hop encryption would resemble the already existent solution for end-to-access-edge (e2ae) security described in TS 33.328. 
Cases where LI requirements do not apply when using e2e encryption are out of 3GPP scope. Thus, thus there is no need for a new solution for e2e security in  Rel-13.
2 Proposal

It is proposed to add the following pCR to TR 33.872.
3 pCR 
*********************BEGIN OF CHANGES*********************************
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*********************NEXT CHANGE*********************************
6

Solutions

Editor’s Note: This clause will define potential security solutions.
6.1

Solutions to support for end to end WebRTC security that avoids conversion between WebRTC and IMS security protocols
According to SA1, end to end (e2e) security for WebRTC can be fulfilled either by hop-by-hop encryption or e2e encryption.

When hop-by-hop encryption is used, then the security solution proposed in TS 33.328 [10] applies.

There is no possible standard security solution which would fulfil LI requirements when encrypting WebRTC traffic e2e. Thus, e2e encryption can only be used in cases where LI requirements do not apply. Such cases are out of 3GPP scope.
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