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Abstract of the contribution:

This contribution proposes threats relating to manipulation as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation
1. Introduction 

There are a number of threats against the MCPTT DMO service.  This contribution proposes capturing the threats related to DMO manipulation in the form of a pCR.
2. Threat opportunities 
Information relating to a user or group could be manipulated, for example by someone with access to the air interface or a stolen UE supporting the MCPTT application.  Alternatively if the attacker is able to intercept and manipulate the signalling, he may attempt to take over calls in progress for the purpsoes of misdirection, or to end the call early etc.
3. Proposal 

The following text is proposed to include these threats in the MCPTT TR.
**********************************Start of First Change**************************************

5.x.x
Key Issue # x.x: Off-Network Operation: manipulation
5.x.x.1
Issue details
Whilst in DMO, an adversary may attempt to manipulate information relating to an MCPTT user, group or conversation.
5.x.x.2
Security threats
a)
Alteration of configuration

An adversary changes programming information in the DMO client application, or changes configuration e.g. to change or deny access permissions in the DMO client application.

b)
Hijacking of calls

An adversary causes the early termination of a call or deletes users from the call.
5.x.x.3
Security requirements
a) The MCPTT Service shall provide a means to ensure integrity of all user signalling at the application layer.

b) The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.
**********************************End of First Change***************************************
