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This contribution proposes some scenarios for the TR.
Some of the aspects of spoofed call detection which adds technical complexity is that in certain countries such as the United States, there are legal scenarios where a phone number that is not the caller's number (caller identity) can be presented to the called party.  This contribution starts the collection of those use cases.
**********************************start of first change************************************

5 Spoofed call scenarios in IMS

5.X
Valid caller identity scenarios
5.X.1
Introduction
This clause describes representative call scenarios where the caller identity presented to the called user is allowed and valid.  Some of the scenarios describe situations where the caller identity presented is different from the caller's identity. These scenarios assume the presence of a call spoofing detection capability in the terminating network.
5.X.2
Simple call scenario

A caller places a call and that caller's caller identity is presented to the called user. The terminating network is able to verify the attestation by the controlling operator's originating network of the caller identiy.
5.X.3
Privacy restriction call scenario

A caller places a call and as part of the call, the caller identity of the caller and a privacy indication is sent to the terminating network.  The terminating network is able to verify the attestion by the controlling operator's originating network of the caller identity, but does not present the caller identity to the called user.
5.X.4
Roaming local breakout call scenario
A caller places a call while roaming and the caller's caller identity is presented to the called user.  The terminating network is able to verify the attestation by the home PLMN of the caller identity.
5.X.5
Doctor call scenario
A doctor is subscribed to different operators for his mobile service and office phone service. The doctor is performing hospital rounds and calls a patient from his UE.  The doctor does not want the patient to have his UE's E.164 number, and the patient would not recognize the number.  Rather the doctor's UE replaces the caller identity in the call with the E.164 number of his office.  This office number is presented to the patient (called user).
5.X.6
Contract call center attested to by controlling operator
A contract call center is engaged in an outbound advertising campaign for several months on behalf of ABC Company.  The contract call center and ABC Company each subscribe to different network operators.  ABC Company as the identity owner has given permission for the contract call center as the borrowing user to use ABC Company's E.164 number as the caller identity in calls placed as part of the campaign.

In this scenario, the operator that ABC Company has subscribed to as the controlling operator wants to provide the attestation that the contract call center is authorized by ABC Company to use the ABC Company E.164 number for caller identity in the outbound calls from the call center.
The terminating network uses the caller identity credentials provided by the controlling operator to verify that the caller identity is a valid use.
5.X.7
Contract call center attested to by the borrowing operator

A contract call center is engaged in a fundraising campaign for a non-profit organization XYZ.  The contract call center and XYZ each subscribe to different network operators.  XYZ as the identity owner has given permission for the contract call center as the borrowing user to use XYZ's E.164 number as the call identity in calls placed as part of the campaign.

In this scenario the operator that the contract call center has subscribed to as the borrowing operator wants to provide the attestation that the contract call center is authorized by XYZ to use the XYZ E.164 number for caller identity in the outbound fundraising calls from the call center.

The terminating network uses the caller identity credentials provided by the borrowing operator to verify that the caller identity is a valid use.
5.X.8
IP-PBX call scenario

An employee of a company using an IP-PBX places a call to another party outside of the IP-PBX.  The controlling operator that the IP-PBX is connected to verifies that the caller identity provided is assigned to the IP-PBX and attests to the caller identity validity. It is assumed that any restriction by specific IP-PBX users to use specific assigned IP-PBX numbers for caller identity if present, is performed by the IP-PBX.
The terminating network uses the caller identity credentials provided by the controlling operator of the IP-PBX to verify that the caller identity is a valid use.
5.Y
Invalid caller identity scenarios

5.Y.1
Introduction

This clause describes representative call scenarios where the caller identity presented to the called user is not allowed or invalid. These scenarios assume the presence of a call spoofing detection capability in the terminating network.
5.Y.2
Simple spoofed call
A caller intending to commit fraud places a call and sets the caller identity to an invalid or unauthorized number (it may or may not be a valid E.164 number) which is presented to the called user. The terminating network is able to verify that the caller is not authorized to use the provided caller identity.
Examples of spoofed caller identities include:

· Unassigned E.164 numbers

· Invalid E.164 numbers

· E.164 numbers local to the called user

· The called user's own E.164 number (called number)
**********************************end of last change********************************************

