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Abstract of the contribution: Following discussion, text concerning a proposed solution for IOPS AKA based upon a secondary USIM application is suggested for inclusion in TR 33.997.
1. Introduction

This contribution presents a discussion of a proposed solution for IOPS (Isolated E-UTRAN Operation for Public Safety) Authentication and Key Agreement (AKA) based upon a secondary USIM application. Text is proposed in section 3 for inclusion in the IOPS Study Report TR 33.997 [1].
2. IOPS AKA based upon a secondary USIM application
Following from the discussion presented in [2] it is proposed to add the following solution for IOPS AKA based upon a secondary USIM application.

3. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.997 [1].

~ ~ ~ Start of text proposal ~ ~ ~

7
Proposed Solutions

Editor’s note: Each solution should list the security requirements that it addresses and also any stage 2 solution that is part of.  
7.1
IOPS AKA based upon a secondary USIM application
7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [x6]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [x4].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

7.1.2 Procedures

This clause details the expected behaviour of a secondary USIM application approach to IOPS security: prior to IOPS operation, initiating IOPS operation, mobility during IOPS operation, and when IOPS operation ends.

7.1.2.1 Prior to IOPS operation
Under ‘normal’ network ECM-CONNECTED operation - prior to IOPS operation:

From the perspective of support for IOPS, there shall be two USIM applications provided at manufacture and stored on the UICC.
USIM application #1 (primary): This application is used to perform AKA for ‘normal’ network operation. USIM application #1 contains at least:

-
A permanent key K1.

-
A PLMN ID1 assigned for ‘normal’ network operation.

-
IMSI1 which is derived from PLMN ID1 and some value for MSIN (Mobile Subscriber Identification Number).

-
Furthermore K1, PLMN ID1 and IMSI1 shall be provisioned in the AuC of the Macro EPC and used for AKA between the UE and the network as currently specified.

USIM application #2 (secondary): This application is used to perform AKA for IOPS operation. USIM application #2 contains at least:

-
A permanent key K2. (It is noted that K1 ≠ K2.)

-
A PLMN ID2 assigned for IOPS network operation.

-
IMSI2. IMSI2 is related to IMSI1 insomuch as the MSIN is the same between IMSI1 and IMSI2 but a difference arises from the fact the PLMN ID has changed between the ‘normal’ network and the IOPS network by virtue of MNC (Mobile Network Code), and possibly the MCC (Mobile Country Code), being different.

-
Furthermore K2, PLMN ID2 and IMSI2 shall be provisioned in all AuCs of Local EPCs supporting IOPS operation.

USIM application #1 can be viewed as the default profile since PLMN ID1 is given a high priority than PLMN ID2 as described in TR 23.797 [x4]. Storage of credentials (the IOPS network security credential set) in the Local AuC is only performed for UEs authorised for operation on the IOPS network. Administrative provisioning is used to keep up to date security credential for all authorised UEs at the Local AuC within the Local EPCs. Updates are provided within a security context that already exists between the EPC and eNBs in the ‘normal’ network.
The general operation of IOPS security based on the two USIM applications is presented in Figure 7.1.2.1-1.

[image: image1.png]‘Normal’ network operation ‘Normal' AKA using AuC
and USIM application #1

Macro EPC in the Macro EPC / \\
)
/

=
2
=
z
I
=
2
N
|

|

|

|

|

|

|

|

|

|

" S Active

,,,,,,,,,,,,,,,, backhadl IOPS-enabled

Public Safety UE

uicc

Ky, PLMN Dy, IMSI;
Ka, PLMN 1Dz, IMSI,

IOPS network operation

10PS AKA using AuC
and USIM application #2
in the Local EPC

Macro EPC

R — backhaul

Local EPC (enabled





Figure 7.1.2.1-1: General operation of IOPS security based on the two USIM applications
7.1.2.2 Initiating IOPS operation
There are three ways in which IOPS operation can be initiated.
Loss of backhaul at the eNB:

1)
Initiating IOPS operation can occur when the eNB detects the backhaul connection to the EPC is lost and as a result the eNB connects to the Local EPC and enters IOPS mode. The eNB’s cell(s) start transmitting PLMN ID2.

2)
ECM-CONNECTED mode only: Perform an RRC connection release for all UEs.

3)
Paging indication to reread System Information (SIB1).

4)
When PLMN ID2 is detected and selected by a UE the UE then attaches to the Local EPC performing AKA using IMSI2 and K2.

UE mobility:

1)
Initiating IOPS operation can occur when the UE moves into the coverage of an IOPS network and radio measurements (based on reception of the Physical Layer Cell Identity) dictate that the UE is no longer in coverage of the ‘normal’ network.

2)
For the case of ECM-IDLE mode: A UE reselecting an IOPS cell will undertake a Tracking Area Update (TAU) procedure because the Tracking Area Identities (TAIs) broadcast by an IOPS network is distinct from TAIs broadcast by a ‘normal’ network (by virtue of the fact that the PLMN ID assigned to IOPS networks is different from the PLMN IDs assigned to ‘normal’ networks). The TAU towards the IOPS network would be rejected by the IOPS network due to lack of suitable credentials/identity in the IOPS network, and the initiation of a detach for the UE - with the UE then performing a new attach procedure.

3)
For the case of ECM-CONNECTED mode: The serving ‘normal’ network would have no ability to hand over the UE to the IOPS network (since it’s isolated) and a Detach procedure for the UE would be initiated.

4)
For both the case of ECM-IDLE and ECM-CONNECTED mode: No other suitable cells are available for which the UE might reselect so the UE attaches to the Local EPC performing AKA using IMSI2 and K2.

NeNB starts operating:

1)
An NeNB is deployed and begins IOPS operation in the area of ‘normal’ network operation. This is to provide additional coverage or capacity. In this case the UE effectively moves into the coverage of an IOPS network and radio measurements dictate that the UE is no longer in coverage of the ‘normal’ network. It is assumed that the cells of an NeNB deployment such as this will use different Physical Layer Cell Identities to cells of the ‘normal’ network operation in the same area. This will ensure adjacent cells will use separate physical layer resource.

2)
Follow the same approach as for the ‘UE mobility’ case.

7.1.2.3 Inter IOPS mobility
For the case where either a single eNB or multiple eNBs form an IOPS network:

1)
When a UE moves out of the coverage of an IOPS network cell under the control of eNB #1 and into the coverage of another IOPS network cell under the control of eNB #2 radio measurements dictate that the UE is no longer in coverage of the IOPS network of eNB #1. This determination is based on reception of the Physical Layer Cell Identity.

2)
For the case of ECM-IDLE mode: Because the IOPS-specific PLMN ID of IOPS network cell under the control of eNB #1 is the same as the PLMN ID of the IOPS network cell under the control of eNB #2 and the TAC may be the same between the two IOPS networks then it is possible that the mobile UE would not perform a Tracking Area Update. In this case cells in IOPS operation have a different TACs in order to force a Tracking Area Update. This TAU would result in a TAU Rejection due to lack of suitable credentials/identity in the IOPS network, and the initiation of an implicit detach for the UE – with then UE then performing a new attach procedure.

3)
For the case of ECM-CONNECTED mode: The serving IOPS network cell under the control of eNB #1 would have no ability to hand over the UE to the IOPS network cell under the control of eNB #2 and a Detach procedure for the UE would be initiated.

4)
Perform AKA using IMSI2 and K2.

7.1.2.4 Intra IOPS mobility
This approach applies only for the case of multiple eNBs and one Local EPC forming an IOPS network:

1)
Mobility management (for both ECM-IDLE and ECM-CONNECTED mode) is supported as currently specified and supported by the Local EPC.

2)
This approach helps to limit the exposure of the IMSI due to the fact a cell reselection is not required assuming handover is supported.

7.1.2.5 Terminating IOPS operation
There are three ways in which IOPS operation can cease.
For the case of S1 restoration to the Macro EPC (the EPC in the ‘normal’ network) the Local EPC S1 connection is released according to operator policy.
1)
When the backhaul connection is determined to be regained and the eNB exits IOPS mode then the eNB’s cells start transmitting the ‘normal’ network PLMN ID.

2)
Follow the approach for loss of backhaul detailed in ‘Initiating IOPS operation’ (Sub clause 7.1.2.2).
3)
When the ‘normal’ network PLMN ID is detected and selected by a UE then that UE attaches to the Macro EPC performing AKA using IMSI1 and K1.

UE mobility:

1)
When the UE moves into the coverage of a ‘normal’ network and radio measurements dictate that the UE is no longer in coverage of the IOPS network.

2)
Follow the approach for UE mobility detailed in ‘Initiating IOPS operation’ (Sub clause 7.1.2.2).
3)
Perform AKA using IMSI1 and K1.

NeNB ends operation:

1)
Follow the same approach as for the ‘UE mobility’ case.

~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~
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