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Abstract of the contribution: This contribution proposes text for inclusion in TR 33.997. Following discussion, text concerning security threats is suggested for inclusion to the section discussing Key Issues for IOPS AKA based upon a secondary USIM application.
1. Introduction

This contribution presents a discussion on security threats related to IOPS (Isolated E-UTRAN Operation for Public Safety) Authentication and Key Agreement (AKA) based upon a secondary USIM application. Text is proposed in section 3 for inclusion in the IOPS Study Report TR 33.997 [1].
2 Security threats

Following from the discussion presented in [2] security threats have been identified under the following headings.
2.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network could be intercepted by an unauthorised individual.
Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network could be intercepted by an unauthorised individual.
2.2 Theft or loss
Theft of the Local AuC located at the eNB/NeNB: The theft of the Local AuC from an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely a Local EPC co-located with an eNB would be more secure given the inherent physical security of an infrastructure deployment, e.g. locked equipment cabinets and protective fences. In either case theft of the Local AuC would mean UEs would no longer be able to connect to the IOPS network using USIM-based security. The security keys for ‘normal’ network operation would not be affected and so ‘normal’ network operation could continue without any impact on service.
Theft or loss of a UE/UICC: The model for handling the theft or loss of a UE/UICC within an Isolated E-UTRAN follows in a similar way to that of the ‘normal’ network case; for example revocation of service to the UE in question.
Theft and unauthorised use of an eNB/NeNB: The theft of an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely the theft of an eNB is less likely given the inherent physical security of an infrastructure deployment. An adversary could use a stolen eNB/NeNB to impersonate the operator, intercept user traffic, conduct traffic analysis, perform manipulation and create a denial of service attack.
2.3 Impersonation

Impersonation of an eNB/NeNB: It is conceivable that an adversary could use equipment to impersonate an IOPS network. This can lead to a denial of service attack where a user is connected to a malicious network and as a result is unable to communicate with other users in the true IOPS network.
Impersonation of a UE: An adversary may gain unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC).
Exposure of the IMSI: It is acknowledged that the transmission of the IMSI is undertaken as infrequently as possible in order to protect the user’s permanent identity; and use instead temporary identifiers. During transition to IOPS operation it may be necessary for the UE to transmit its IMSI since the Local EPC may have no knowledge of the users it is serving. Furthermore inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks.
3. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.997 [1].

~ ~ ~ Start of text proposal ~ ~ ~

6
Security Analysis of IOPS
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats.
6.X
Key Issue X: <Key Issue Name>

6.1.2
Security Threat
6.1.2.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network could be intercepted by an unauthorised individual.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network could be intercepted by an unauthorised individual.

6.1.2.2 Theft or loss

Theft of the Local AuC located at the eNB/NeNB: The theft of the Local AuC from an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely a Local EPC co-located with an eNB would be more secure given the inherent physical security of an infrastructure deployment, e.g. locked equipment cabinets and protective fences. In either case theft of the Local AuC would mean UEs would no longer be able to connect to the IOPS network using USIM-based security. The security keys for ‘normal’ network operation would not be affected and so ‘normal’ network operation could continue without any impact on service.
Theft or loss of a UE/UICC: The model for handling the theft or loss of a UE/UICC within an Isolated E-UTRAN follows in a similar way to that of the ‘normal’ network case; for example revocation of service to the UE in question.

Theft and unauthorised use of an eNB/NeNB: The theft of an NeNB (rather than an eNB) is a more likely outcome by virtue of the portability and accessibility of such equipment; conversely the theft of an eNB is less likely given the inherent physical security of an infrastructure deployment. An adversary could use a stolen eNB/NeNB to impersonate the operator, intercept user traffic, conduct traffic analysis, perform manipulation and create a denial of service attack.

6.1.2.3 Impersonation

Impersonation of an eNB/NeNB: It is conceivable that an adversary could use equipment to impersonate an IOPS network. This can lead to a denial of service attack where a user is connected to a malicious network and as a result is unable to communicate with other users in the true IOPS network.

Impersonation of a UE: An adversary may gain unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC).

Exposure of the IMSI: It is acknowledged that the transmission of the IMSI is undertaken as infrequently as possible in order to protect the user’s permanent identity; and use instead temporary identifiers. During transition to IOPS operation it may be necessary for the UE to transmit its IMSI since the Local EPC may have no knowledge of the users it is serving. Furthermore inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks.
~ ~ ~ End of text proposal ~ ~ ~

4. References
[1]
S3-151203, “Study on Isolated Evolved Universal Terrestrial Radio Access Network (E-UTRAN) Operation for Public Safety; Security aspects”, General Dynamics UK Ltd., TSG SA3#78, 26-30 January 2015.
[2]
S3-151278, “pCR to 33.997: Discussion of IOPS AKA and Key Issues text proposal”, General Dynamics UK Ltd., TSG SA3#79, 20-24 April 2015.
