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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.5. “Protecting Sessions” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 

The structure of the new Annex B is contained in the latest version of TR 33.806.

It is the intention to eventually add test cases to the new requirements text in Annex B. ‘TBA’ has been noted where test case details have not been added yet. 

1 Introduction
This contribution proposes to fill a clause in the new Annex B. namely B.3.3.5 – Protecting sessions. The structure of the present contribution is as follows: 

Sections 2 and 3 list existing relevant requirements and propose in Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 

In more detail: 

· Section 2 begins with the number of requirements from TR 33.806 that were considered relevant for subclause B.3.3.5.
· Similarly, section 3 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex C of TR 33.806.  that were considered relevant for the subclause B.3.3.5
· For both, sections 2 and 3, the lists are taken from the Editor’s note in Annex B.3.3.5 of TR 33.806. A list is followed by a pCR that adds Word comments to the full text of the requirements from the list. The Word comments in sections 2 and 3 explain how the requirements are addressed by new text in Annex B. No existing text copied in sections 2 and 3 is deleted. This is done to allow for maximum transparencey and traceability of decisions.

· The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval, according to the agreements at SA3#77. 

· Section 4 contains a pCR that adds text to subclause B.3.3.5 with Word comments to explain where the text came from. The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval.

2 Relevant existing requirements from TR 33.806

The current version v0.7.0 of TR 33.806 contains requirements on Protecting sessions, at least partly. It is proposed that these requirements are considered for a new section under Amex B.3.3.5 entitled – “Protecting session”. The requirement is (identified by clause number): 

R6.7
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

Examination of the text and word comments in section 6.7 shows that all of the sub-requirements have been taken care of by other requirements in Annex B. So for that reason it is proposed that no text be copied from 6.7 into the new sub-clause in Annex B (B3.3.5).
+++START OF CHANGES to main body of TR 33.806+++

6.7
Security requirements on MME Management and Maintenance interfaces

NOTE: RX-1 of this requirement is covered by B.3.3.2

-
Requirement Name: MME Management and Maintenance interfaces 

-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 

2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME
.

Editor’s Note: Physically removing test/debug ports is not practical. RX-2 should be reworked.
3)
RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.
4)
RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard protocols and industry accepted algorithms and key lengths for encryption and data integrity.

-
Security Objective references: SECURE MME ADMINISTRATION

-
Threat References:  Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface
-
Test Case: 
1) Test Case 1 for RX-1:

· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 

a) The tester starts capturing traffic on MME management and maintenance interface.
b) The tester triggers communication between MME and OAM network.
c) The tester injects the traffic data. 
d) The tester checks the captured traffic data.
· Expected results:

The tester cannot get information through the raw traffic data or modify the raw traffic data.
3) Test case for RX-3:

· Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
· Steps taken to perform the test:

a) The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.

b) The tester triggers communication between MME and entity A.

c) Then, the tester triggers communication between MME and entity B.
· Expected results:

a) Communication between MME and entity A established successfully.

b) Communication between MME and entity B cannot be established.

c) If illegal credential on MME, Communication cannot established either.

NOTE: This is a detailed requirement.
+++END OF CHANGES to main body of TR 33.806+++

3 Relevant existing requirements from DT’s catalogue

DT’s catalogue in the new Annex C contains several requirements on protecting sessions, at least partly. Requirements that were deemed relevant to a new section in Annex B entitled – “Protecting sessions” were identified. These requirements are (identified by clause number): 

Req.s 3.01-20 - 3.01-22.
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

      During the SCAS conference call of the 5th March it was pointed out that the 1st sentence of the requirement 3.01-20 (‘A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user.') overlaps text in a previously agreed section of the MME SCAS namely Annex B.3.3.2.3. 
Annex B.3.3.2.3 states: “Usage of cryptographically protected network protocols.  In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured 

The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used.” 
Further discussion of the requirements in 3.01-20 suggest that the requirements proposed for Annex B.3.6.1  (3.0.3-21,22,24) along with a new section in Annex B.3.6.3 covering specific Web server requirements specific to protecting user sessions against such threats as Cross site scripting, session fixation, session hijacking and session poisoning should replace the DT catalog requirement.

In summary 3.01-20 will not be copied to Annex B.3.3.5. 

Contribution  S3-151269” will propose changes to Annex B. 3.6. in which a new sub-clause B.3.6.3 – entitled “User sessions” is introduced.
3.01-21 and 3.01-22 are dealt with below.
+++START OF CHANGES to Annex C (DT’s catalogue) +++


 Req 3.01-20          Sessions must be protected against highjacking.

A function must be implemented for all user sessions to prevent other users assuming or pursuing control of the sessions of an authorized user. Such protection can be achieved by implementing the following measures or a combina­ tion of these measures:

· Using an appropriate cryptographic algorithm

· On network level: Use of TCP protocol (with sequence number) and filter lists.

· On transport level: SSL/TLS

· On application level: Negotiation of a random, secret value between sender and recipient (e.g. session ID, sequence number, time stamp)


Motivation: An attacker who gains knowledge about a session which is not protected against assumption of control can continue to participate in such a session and thus gain unauthorized access to the system involved. One example is an attacker who records the session cookie for a Web application during non-encrypted communication. The attack­ er can then view and take control of the session of the original user.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Unauthorized modification of data

· Unauthorized use of services or resources

· Denial of executed activities




 Req 3.01-21          It must be possible that users can logoff their session.

The system must have a function that allows a signed in user to logout at any time.

Motivation: A user of a system must have the possibility to protect a session and therefore its data against unauthor­ ized access. Therefor a logout function must be available that can be used to end a session. This prevents that the cur­ rent session will stay open and can be reactivated and used by an unauthorized person.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Unauthorized modification of data

· Unauthorized use of services or resources

· Denial of executed activities





 Req 3.01-22          Session must be terminated after an adjusted period of inactivity for the purpose of use.

It is necessary that a session will be terminated automatically after a specified time of inactivity. For this reason a time­ out must be set for sessions. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment must be shorter (less minutes) than the time out for an application used of operational staff for monitoring tasks used in an protected area (60 minutes and longer).

Motivation: In case of an open or unused session exists the possibility that an unauthorized user can high-jack and use

this session to get access to the effected system and its data. Furthermore open session will allocate system resources.
For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized access or tapping of data

· Unauthorized modification of data

· Unauthorized use of services or resources

· Denial of executed activities



+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.3.3.5 “Protecting sessions”

+++START OF CHANGES to Annex B+++

B.3.3.5 Protecting sessions

B.3.3.5.1  Protecting sessions – logout function

Requirement Name: Protecting sessions – logout function
Requirement Reference: to be done later

Requirement Description: The system shall have a function that allows a signed in user to logout at any time.

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
B.3.3.5.2  Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout

Requirement Reference: to be done later

Requirement Description: A session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period for each user. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment should be shorter (less than one minute) than the time out for an application used by operational staff for monitoring tasks used in a protected area (60 minutes and longer).

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
+++END OF CHANGES to Annex B +++

�Text copied to Annex B.3.3.4.4.1


�taken care of by B.3.3.2.3


�It is proposed to not take this requirement over into Annex B for the MME because MMEs are expected to be operated in physically protected environments.





�taken care of by B.4.2.1





�taken care of by B.3.3.4.4.1





�merged into existing requirement in B.3.3.2.3


�Text copied to Annex B.3.3.4.4.1





�Text not copied to Annex B





�Text not copied to Annex B.3.3.5.1


�Not copied into Annex B.3.3.4 as per agreed template


�Text copied to Annex B.3.3.5.1


�Not copied into Annex B.3.3.4 as per agreed template


�Text copied to Annex B.3.3.5.2


�Not copied into Annex B.3.3.4 as per agreed template


�Text copied from Annex C (DT catalogue) 3.01-21 with minor grammatical changes.


�Text copied from Annex C (DT catalogue) 3.01-22 with the addition of 2nd sentence and some minor grammatical changes.





