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1
Opening of the Meeting

The Chairman Anand Prasad welcomed the delegates to Sorrento and thanked the host for the meeting in Sorrento. Mauro (Telecom Italia) gave the welcome speech on behalf of EF3.

2
Approval of Agenda and Meeting Objectives

S3-151000
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was withdrawn.



S3-151131
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms 

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to all applicable antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The leadership would conduct the present meeting with impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters.

4
Meeting Reports

4.1
Approval of the Report from SA3 #77

S3-151003
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was approved.



4.2
Report from SA #66

S3-151001
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Alex Leadbeater (BT) presented his report from the last SA3-LI meeting (SA3-LI#56):

ProSe / GCSE,

WebRTC,

IMS & VoLTE Roaming

LTE LI FAQ,

I-WLAN removal - Agreed to leave unchanged for R12.

HI1 alarm reporting.

CR on use of X2 terminology in 3GPP. There are some overlaps that need to be pointed out between LI X2 terminology and the X2 terminology in the rest of the groups.

2 LSs to SA3.

15 CRs & WID on mailing list for comments by 5/2/15 17:00 CET.

5
Items for early consideration

S3-151125
Discussion of optionality of Match Report in ProSe Direct Open Discovery (Model A)





Source: Ericsson

Abstract: 

-

Discussion: 

tdoc 140 will gather the questions from SA3.

Qualcomm and Ericsson didn’t agree on the use of two timers. It is not clear when the MIC check is done.

The second question with modifications will be included as a question in tdoc 140.

Decision: 

The document was noted.



S3-151114
Adding a MIC Check timer to direct discovery procedures





33.303
  CR-0056  (Rel-12) v12.2.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-151183.



S3-151183
Adding a MIC Check timer to direct discovery procedures





33.303
  CR-0056  rev 1 (Rel-12) v12.2.0





Source: Qualcomm Incorporated

(Replaces S3-151114)

Decision: 

The document was agreed.



S3-151115
Restricted Direct Discovery using Model B





Source: Ericsson

Abstract: 

-

Discussion: 

Ericsson wanted to know whether for model B the UE was allowed to talk with the Prose function. The answer was yes as confirmed by Qualcomm.

After discussions with ZTE (contribution 115) it was agreed to write a note on the simplified overview of the proposed solution.

Decision: 

The document was noted.



S3-151118
pCR for a security solution for Restricted Direct Discovery using Model





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151172.



S3-151172
pCR for a security solution for Restricted Direct Discovery using Model





Source: Ericsson

(Replaces S3-151118)

Decision: 

The document was approved.



S3-151124
Proposal to re-use security solution for ProSe Open Direct Discovery for Restricted Direct Discovery





Source: Ericsson

Abstract: 

-

Discussion: 

ZTE didn't agree with the solution proposed here because it wasn't consistent with what SA2 proposes in their specs.

Ericsson commented that there is alignment.

The content was finally agreed with some small changes.

Decision: 

The document was revised to S3-151173.



S3-151173
Proposal to re-use security solution for ProSe Open Direct Discovery for Restricted Direct Discovery





Source: Ericsson

(Replaces S3-151124)

Decision: 

The document was approved.



6
Reports and Liaisons from other Groups

S3-151005
Reply LS on UICC Access Optimization





Source: C6-140686

Abstract: 

-

Decision: 

The document was noted.



S3-151009
Potential collaboration on Mobile-Edge Computing





Source: ETSI ISG MEC

Abstract: 

-

Discussion: 

Colin (BT): this impacts our SCAS work. Integrity when third party apps are embedded in the servers.

Vodafone proposed to wait until their work has progressed and then consider opening a WID to tackle this work.

The Chairman supported this.

Decision: 

The document was noted.



S3-151010
LS on TLS and DTLS terminology





Source: ITU-T Q3/16

Abstract: 

-

Discussion: 

NTT-Docomo commented that SA3 needed to send a reply, there's an action to us.Nokia and Orange didn't think it was necessary to respond them.

Decision: 

The document was replied to in S3-151138.



S3-151138
Reply to: LS on TLS and DTLS terminology





Source: NTT-Docomo

Decision: 

The document was approved.



6.1
3GPP Working Groups

S3-151132
LS related to Mobile VoIP IMS Roaming





Source: S3i150073

Abstract: 

-

Decision: 

The document was noted.



6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

S3-151013
LS on Network Access Algorithm Support for the Embedded UICC





Source: GSMA SIM Group and Security Group

Abstract: 

-

Discussion: 

Guenther (Nokia Networks): which body is going to standardize the two algorithms that are there and need to interoperate?

Colin (BT): there's no defined secure switching.

Qualcomm: 3GPP is the right group to do it (CT6 and SA3), but this faces opposition from some operators, doing UICC work here.

Stefan (DT): up to SCP to decide what algorithms to implement in the hardware.

Orange: no need to send a LS to ETSI SCP, no action needs to be taken.

Gemalto agreed that there is no answer to provide, we need to wait for any action from SCP.

The Chairman commented that there is no action to be taken by SA3 at this moment.

Decision: 

The document was noted.



6.5
3GPP2

6.6
OMA

6.7
TCG

S3-151016
Liaison on Complete Platform Integrity for 3GPP Infrastructure





Source: TCG Trusted Mobility Solutions WG

Abstract: 

-

Discussion: 

Qualcomm: SA3 is the wrong group, this should be forwarded to SA and PCG.This needs legal and policy checks.

TCG would like to access the SA3 documents, including unpublished, also coming to SA3 meetings.

It was also discussed how to work together when their documents are not public.

It was commented by Nokia that it needed to be investigated how to exchange documents that are not public when all docs in 3GPP are open, there is no defined mechanism for this. It will have to be left for ETSI and TCG to agree on a working procedure.

Stefan (DT): we also need to know where we are going to collaborate, which specific topic.

Alec commented that TCG works mainly with the integrity of the device.

Huawei commented that there was some potential common work, like in Prose where we need the UE to have certain capabilities. Let's do it sooner better than later.

The Chairman asked to have some offline discussions and also to prepare a possible document for SA/PCG.

Decision: 

The document was replied to in S3-151181.



S3-151017
Draft Reply LS to TCG





n/a v..





Source: Interdigital, Freescale Semiconductor

Abstract: 

This contribution proposes a response to the LS 'Liaison on Complete Platform Integrity for 3GPP Infrastructure's from TCG Trusted Mobility Solutions WG.

Discussion: 

Noted without presentation. A new LS was drafted with a different response.

Decision: 

The document was noted.



S3-151181
Reply LS to TCG





Source: Interdigital

Decision: 

The document was approved.



6.8
oneM2M

S3-151014
Candidate Release Available





Source: OneM2M

Abstract: 

-

Discussion: 

It was commented that the deadline for comments had finished already.

This was a LS forwarded from SA.

Colin (BT) commented that whenever we have any comments we can send an LS to OneM2M.

The Chairman supported this. He invited to bring input for the next meetings.

Decision: 

The document was noted.



6.9
TC-CYBER

6.10
Other Groups

S3-151015
LS on Establishment of new working group TSG SA WG6





Source: SP-140884

Abstract: 

-

Decision: 

The document was noted.



7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

7.1.2
  Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-151130
Reply LS on LI requirements for end-to-end WebRTC-IMS security





Source: S3i150060

Abstract: 

-

Discussion: 

Nokia Networks that this would not be e2e security from the IETF point of view.

BT commented that this is the license operator model that is enforced, different from the IETF model. 3GPP operators will have to comply with LI requirements. 

ALU commented that all signalling at the Law Enforcement's disposal would be enough. 

BT commented that yes as long as there is a key available to decrypt such signalling info. 

The Proxy intends to give the possibility to decrypt the traffic somewhere.

It was decided to send a LS to SA1 to change their requirements regarding lawful interception.

Decision: 

The document was noted.



S3-151049
Updated WebRTC WID:eWebRTCi





Source: Huawei

Abstract: 

Update the eWebi WID for adding the ICE/TURN authentication and credential provisioning aspect.

Discussion: 

Ericsson: we don't need the change yet. We should check with sA2 if they are working with these issues.

Huawei: SA1 has a requirement on this.

Ericsson: there are open discussions in SA2 whether there are NAT or not.

The Chairman commented that there was no need to specify to this level and the way is written already should cover it if necessary.

Decision: 

The document was noted.



S3-151085
Solving the first Editor Note in section 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

Abstract: 

This contribution aims to solve the first editor's note in clause 6.3.2.2 of 3GPP TR 33.872

Decision: 

The document was revised to S3-151163.



S3-151163
Solving the first Editor Note in section 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

(Replaces S3-151085)

Decision: 

The document was approved.



S3-151087
Solving the second Editor Note in section 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

Abstract: 

This contribution aims to solve the second editor's notes in clause 6.3.2.1 of 3GPP TR 33.872

Discussion: 

The group endorsed the proposal in the paper.

Decision: 

The document was noted.



S3-151092
Solving the third Editor Note in section 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

Abstract: 

This contribution aims to solve the third editor's note in clause 6.3.2.2 of 3GPP TR 33.872

Discussion: 

Huawei: Token solution is not suitable for scenario 1.

Decision: 

The document was revised to S3-151164.



S3-151164
Solving the third Editor Note in section 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

(Replaces S3-151092)

Discussion: 

The proposal in the doc was endorsed by the group

Decision: 

The document was noted.



S3-151097
Removing all the Editor's notes in 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

Abstract: 

This contribution deletes all the Editors notes from section 6.3.2.2 of TR 33.872 based on recommendations from contributions S3-151085, S3-151087 and S3-151092

Decision: 

The document was revised to S3-151165.



S3-151165
Removing all the Editor's notes in 6.3.2.2 of TR 33.872





TR 33.872 v..





Source: Alcatel Lucent

(Replaces S3-151097)

Decision: 

The document was approved.



S3-151050
pCR to TR 33.872 Assessment of TURN authentication candidate solutions





Source: Huawei

Abstract: 

This contribution proposes a pCR update to TR 33.872 with assessment for the solutions of TURN credential provisioning and authentication

Decision: 

The document was noted.



S3-151127
Comments to S3-151050





TR 33.872 v..





Source: Alcatel Lucent

Abstract: 

Comments to S3-151050

Decision: 

The document was noted.



S3-151162
LS to SA1 on end-to-end WebRTC security requirements in LI specs





Source: Alcatel-Lucent

Decision: 

The document was approved.



S3-151168
new draft TR 33.872 WebRTC





Source: Rapporteur

Decision: 

The document was approved.



7.1.3
Other Common IMS Issues

7.2
Network Domain Security

7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

S3-151008
Reply LS on new work item on simple encryption procedure for IoT device security





Source: GP-140967

Abstract: 

-

Discussion: 

It was commented that the LS from GERAN has been handled already in a previous meeting, it was noted.

Decision: 

The document was noted.



S3-151007
LS on Security Framework for Cellular IoT





Source: GP-140717

Abstract: 

-

Discussion: 

Already discussed in a previous meeting.

Decision: 

The document was noted.



S3-151059
Mandatory support of mutual authentication





Source: Huawei, HiSilicon,Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-151196.



S3-151196
Mandatory support of mutual authentication





Source: Huawei, HiSilicon,Vodafone

(Replaces S3-151059)

Discussion: 

The content was agreed to be included in the living document.

Decision: 

The document was revised to S3-151195.



S3-151057
Dicsussion of encryption algorithms for cellular IoT UE





Source: Huawei, HiSilicon, China Unicom

Abstract: 

-

Discussion: 

Telecom Italia commented that the GEA0 case needs to be addressed somewhere else with appropriate wording. GEA0 cannot improve vastly the security level. Deutsche Telekom supported this.

There were some discussion on roaming requirements. Vodafone commented that these need to be addressed. Nokia Networks commented that SA3 or GERAN are not competent. Both Qualcomm and Nokia Networks commented that these kind of requirements should be done in SA1. Vodafone replied that SA1 doesn't even have a Study Item on this, we cannot focus on security aspects only, roaming aspects as well.

CESG commented that we need more input from GERAN on the GEA0 issue.

China Unicom supported Huawei and China Mobile since they had a large number of subscribers using 2G.

It was discussed whether it was worth sending an LS to SA1.

NTT-Docomo: we shouldn’t invent service requirements, it is for SA1. There are too many unclear things in the architecture side.

Qualcomm supported sending the LS to SA, SA2 for clarification.

BT was worried that SA3 would expand this to way beyond to what we need (like high mobility). That's why more info is needed.

AT&T: requirements are coming from SA1, not GERAN.

Ericsson commented that there are no requirements to work from.

The Chairman commented that Nokia Networks would create a section on open issues in the living document and that an LS would be sent to the appropriate groups.

Decision: 

The document was revised to S3-151197.



S3-151197
Dicsussion of encryption algorithms for cellular IoT UE





Source: Huawei, HiSilicon, China Unicom

(Replaces S3-151057)

Discussion: 

The content was agreed to be included into the living document.

Decision: 

The document was revised to S3-151195.



S3-151056
Discussion of integrity protection for cellular IoT UE





Source: Huawei, HiSilicon, China Unicom

Abstract: 

-

Decision: 

The document was revised to S3-151199.



S3-151199
Discussion of integrity protection for cellular IoT UE





Source: Huawei, HiSilicon, China Unicom

(Replaces S3-151056)

Discussion: 

The content was agreed to be included into the living document.

Decision: 

The document was revised to S3-151195.



S3-151120
Discussion of open issues in security for Cellular Internet of Things





Source: Nokia Networks

Abstract: 

-

Discussion: 

122 gathers the issues explained here

Decision: 

The document was noted.



S3-151090
Discussion on some Cellular Internet of Things security requirements and solutions





Source: Ericsson

Abstract: 

-

Discussion: 

Nokia Networks proposed that Inter-RAT mobility will be included in the open issues section.

Vodafone didn't agree with bullets three and four until further analysis is performed.

The agreed changes in this document were incorporated into the living document.

Decision: 

The document was noted.



S3-151119
Some security analysis for GERAN CIoT





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Discussions on the work over the S1 interface (involve SA2?)and Gb architecture. Should SA2 get involved?

Some points were added in the living document as well.

Decision: 

The document was noted.



S3-151121
Study of the efficiency of AKA/SA procedures applied to C-IoT





Source: Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-151105
Key issues and security requirements proposals for C-IoT





Source: Vodafone

Abstract: 

-

Discussion: 

It was agreed to reference the requirements in this contribution in the living document as potential requirements.

NTT Docomo proposed to revise these requirements once the scope is clearer.

Vodafone wanted to ask GERAN about the feasibility of requirements 11 and 13. Also the possibility of replacing the field with the MAC.

Qualcomm and NTT-Docomo commented that this study is too detailed at this stage. NTT-Docomo commented that there might be architectural impact that we don't know of.

Decision: 

The document was noted.



S3-151122
Update to living document on security enhancements for Cellular Internet of Things





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-151200.



S3-151200
Update to living document on security enhancements for Cellular Internet of Things





Source: Nokia Networks

(Replaces S3-151122)

Discussion: 

The content was agreed to be merged into the living document

Decision: 

The document was revised to S3-151195.



S3-151123
Draft reply LS to GERAN on security for Cellular Internet of Things





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



S3-151104
Study of the efficiency of AKA/SA procedures applied to C-IoT





Source: Vodafone

Abstract: 

-

Decision: 

The document was withdrawn.



S3-151160
Study item on Cellular IoT





Source: Vodafone

Discussion: 

Nokia Networks commented that there was still no clear objective of this work and that this needs some waiting until GERAN progresses their work for a couple of meetings. The April meeting would have more information to work on.

Telia Sonera supported Vodafone and commented that having lots of documents on a work without any SID doesn't make much sense.

NTT-Docomo supported having a SID and commented that the discussions on the scope will have to be made..

Qualcomm: we need answers to the open issues before approving the SID. It affects the scope.

Nokia Networks didn't object to the Study Item, but they considered that it should be addressed in later SA3 meetings. They also have issues with the objectives. Guenther added that this will bring a lot of work and the time scales will have to be longer.

NTT-Docomo and ALU weren't in favour of considering the energy consumption in the objectives.

The Chairman commented that a Study Item should be brought with updates for the next meeting. The Chairman recommended delegates to work to avoid having long discussions again and spend too much time on this issue.

Decision: 

The document was noted.



S3-151195
Living document on IoT





Source: Nokia Networks

(Replaces S3-151122)

Discussion: 

The open issues were commented to include them in the LS. 

NTT-Docomo commented that we need guidance from SA plenary about where the work is split and who should lead this work. This would be addressed in a separate LS. Vodafone didn't agree with consulting SA with a LS, all should be addressed with a study item. 

The Chairman commented that SA3 needs guidance on how the work must be done and supported the LS to SA as the main means of communication.

He also mentioned that sending parallel LS would be more efficient after so much work having been put into this.

The document was endorsed by the group.

Decision: 

The document was noted.



S3-151198
LS on cellular IoT





Source: Qualcomm

Decision: 

The document was approved.



S3-151201
LS to SA on work split for cellular IoT study





Source: NTT-Docomo

Decision: 

The document was approved.



7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

7.7.2
Dual Connectivity for LTE (earlier Small Cell Enhancement)

S3-151011
LS to SA3 on RAN2 agreements for Dual Connectivity





Source: R2-145367

Abstract: 

-

Decision: 

The document was replied to in S3-151072.



S3-151047
Discussion on RAN2 LS S3-151011





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

Discussion on changes needed in 33.401 sub clauses based on the R2 LS.

Discussion: 

Noted without presentation.

Decision: 

The document was noted.



S3-151048
draft_ CR to 33.401 corresponding to RAN2 LS S3-151011





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

Changes in 33.401 based on RAN2 LS S3-151011.

Discussion: 

merged with 070

Decision: 

The document was revised to S3-151153.



S3-151070
Correntions on SCG security algorithm negotiation





33.401
  CR-0546  (Rel-12) v12.13.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

merged with 048

Decision: 

The document was revised to S3-151153.



S3-151153
Correntions on SCG security algorithm negotiation





33.401
  CR-0546  rev 1 (Rel-12) v12.13.0





Source: Huawei, HiSilicon

(Replaces S3-151070)

Decision: 

The document was agreed.



S3-151072
LS_out_SA3 to RAN2_Reply LS on RAN2 agreements for Dual Connectivity





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Nokia Networks questioned the necessity of sending this LS. ALU supported this.

The Chairman proposed to send the LS anyway and this was agreed. The LS was modified in its second paragraph.

Decision: 

The document was revised to S3-151161.



S3-151161
LS_out_SA3 to RAN2_Reply LS on RAN2 agreements for Dual Connectivity





Source: Huawei, HiSilicon

(Replaces S3-151072)

Decision: 

The document was approved.



7.7.3
TS 33.402 Issues

7.7.4
Other SAE/LTE Security Issues

7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects of Proximity-based Services

S3-151055
Discovery Slot Clarification





33.303
  CR-0052  (Rel-12) v12.2.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU commented that this is a RAN2 issue.

Samsung didn't agree with the second line of the note as it is confusing. Qualcomm supported this; they also commented that the UE does not have to use the time slot, choose not to use it.

It was agreed to remove the second sentence.

Decision: 

The document was revised to S3-151166.



S3-151166
Discovery Slot Clarification





33.303
  CR-0052  rev 1 (Rel-12) v12.2.0





Source: Huawei, HiSilicon

(Replaces S3-151055)

Decision: 

The document was agreed.



S3-151012
Reply LS on Transferring Security Information in the PDCP Header





Source: R2-145415

Abstract: 

-

Decision: 

The document was noted.



S3-151107
Security information in PDCP Header





33.303
  CR-0055  (Rel-12) v12.2.0





Source: Samsung

Abstract: 

-

Discussion: 

Huawei: Only the last change is needed, the others are not. This was discussed offline among other companies comments.

Decision: 

The document was revised to S3-151167.



S3-151167
Security information in PDCP Header





33.303
  CR-0055  rev 1 (Rel-12) v12.2.0





Source: Samsung

(Replaces S3-151107)

Decision: 

The document was agreed.



S3-151054
ProSe Counter





33.303
  CR-0051  (Rel-12) v12.2.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Qualcomm: the problem does not exist. ALU supported it.

Decision: 

The document was noted.



S3-151083
Clarifying PTK Identity description in TS 33.303





33.303
  CR-0053  (Rel-12) v12.2.0





Source: Ericsson

Abstract: 

-

Discussion: 

Nokia Networks didn’t agree with deleting the line. ALU supported this. They were confused with having before a "may" and having a "shall" now.

Ericsson commented that this line is a repetition, already said in another piece of text.

ALU didn't think this was necessary.

There was no strong opinion against deleting the line, so the CR was agreed.

Decision: 

The document was agreed.



S3-151089
Clarification of one-to-many requirements





33.303
  CR-0054  (Rel-12) v12.2.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151204.



S3-151204
Clarification of one-to-many requirements





33.303
  CR-0054  rev 1 (Rel-12) v12.2.0





Source: Ericsson

(Replaces S3-151089)

Decision: 

The document was agreed.



7.10 
Security Aspects of Group Communication System Enablers for LTE

7.11
Security Assurance Specification for 3GPP Network Products

S3-151028
pCR on moving existing threats to the Tampering  threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, this contribution proposes to move some existing threats (in a restructured form, when needed) to Annex A, clause A.4 Tampering.

Decision: 

The document was revised to S3-151142.



S3-151142
pCR on moving existing threats to the Tampering  threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151028)

Decision: 

The document was approved.



S3-151029
pCR on moving existing threats to the Denial of Service threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, this contribution proposes to move some existing threats (in a restructured form, when needed) to Annex A, clause A.7 Denial of Service.

Discussion: 

CMCC proposed to have the same the text as in 5.2.

Decision: 

The document was revised to S3-151143.



S3-151143
pCR on moving existing threats to the Denial of Service threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151029)

Decision: 

The document was approved.



S3-151030
pCR on moving existing threats to the Elevation of Privilege  threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, this contribution proposes to move some existing threats (in a restructured form, when needed) to Annex A, clause A.8 Elevation of Privilege
Decision: 

The document was revised to S3-151145.



S3-151145
pCR on moving existing threats to the Elevation of Privilege  threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151030)

Decision: 

The document was approved.



S3-151031
pCR on moving existing threats to the Information Disclosure threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, this contribution proposes to move some existing threats (in a restructured form, when needed) to Annex A, clause A.6 Information Disclosure
Decision: 

The document was revised to S3-151144.



S3-151144
pCR on moving existing threats to the Information Disclosure threat category





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151031)

Decision: 

The document was approved.



S3-151025
Proposing a template to be used for test cases





TR 33.916 v..





Source: Telecom Italia S.p.A

Abstract: 

This contribution proposes to add to TR 33.916 a template to be used for the Test Cases description. This template is intended to be concretely used within TR 33.806.

Decision: 

The document was approved.



S3-151129
Adding a new Annex (Annex D) to collect all test cases - Updated





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

Update of TD S3-151026.   Following some concerns expressed offline, word comments ôF43ö and ôF45ö have been corrected.     This contribution proposes to collect all test cases in one single dedicated Annex (i.e. Annex D) of TR 33.806 adopting the template
Decision: 

The document was revised to S3-151155.



S3-151155
Adding a new Annex (Annex D) to collect all test cases - Updated





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151129)

Decision: 

The document was approved.



S3-151134
DT comments against S3-151129





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was noted.



S3-151137
Nokia comments on 1129_Update_of_S3-151026





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



S3-151027
Additions to Annex D related to new test cases





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

This contribution follows the approach described in TD S3-151026, adopts the template described in TD S3-151025 and proposes to add (to the new Annex D of TR 33.806) some new test cases of requirements already listed in Annex B.

Decision: 

The document was revised to S3-151154.



S3-151154
Additions to Annex D related to new test cases





TR 33.806 v..





Source: Telecom Italia S.p.A

(Replaces S3-151027)

Decision: 

The document was approved.



S3-151136
Nokia comments on 1027_TEST-CASES-SHEET





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



S3-151060
pCR to TR 33.806 on requirements for MME Management and Maintenance Interfaces





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151146.



S3-151146
pCR to TR 33.806 on requirements for MME Management and Maintenance Interfaces





Source: Huawei, HiSilicon

(Replaces S3-151060)

Decision: 

The document was approved.



S3-151064
pCR to TR 33.806 on requirements for user identities





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151192.



S3-151192
pCR to TR 33.806 on requirements for user identities





Source: Huawei, HiSilicon

(Replaces S3-151064)

Decision: 

The document was approved.



S3-151032
Proposed handling of requirements on authentication and authorization in Annex B.3.3.4 of TR 33.806





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

-

Discussion: 

There were no comments when presenting this proposal, so it was endorsed.

Decision: 

The document was noted.



S3-151033
pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Authentication policy





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

-

Decision: 

The document was approved.



S3-151065
pCR to TR 33.806 on requirements for MME user account and password management





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

There was no agreement with this document.

Decision: 

The document was noted.



S3-151034
pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Authentication Attributes





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-151147.



S3-151147
pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Authentication Attributes





Source: Alcatel-Lucent, Nokia Networks

(Replaces S3-151034)

Decision: 

The document was approved.



S3-151035
pCR to TR 33.806 on merging requirements on password rules





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

-

Discussion: 

China Mobile commented that the three categories should have been two.

Decision: 

The document was revised to S3-151148.



S3-151148
pCR to TR 33.806 on merging requirements on password rules





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-151035)

Decision: 

The document was approved.



S3-151036
pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Specific Authentication use cases





Source: Alcatel-Lucent, Nokia Networks

Abstract: 

-

Decision: 

The document was approved.



S3-151037
pCR to TR 33.806 on requirement on lock-out policy





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-151149.



S3-151149
pCR to TR 33.806 on requirement on lock-out policy





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-151037)

Decision: 

The document was approved.



S3-151038
pCR to TR 33.806 on merging requirements on authorization and access control





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-151150.



S3-151150
pCR to TR 33.806 on merging requirements on authorization and access control





Source: Nokia Networks, Alcatel-Lucent

(Replaces S3-151038)

Decision: 

The document was approved.



S3-151039
Discussion of requirements 3.01-15 and 3.01-19 in Annex C of TR 33.806





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

-

Discussion: 

The proposal was endorsed.

Decision: 

The document was noted.



S3-151040
pCR to TR 33.806 on modification of Editor's note





Source: Nokia Networks, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was approved.



S3-151021
pCR to TR 33.806 clause B.3.4.1





33.806 v..





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was revised to S3-151156.



S3-151156
pCR to TR 33.806 clause B.3.4.1





33.806 v..





Source: Deutsche Telekom AG

(Replaces S3-151021)

Decision: 

The document was approved.



S3-151022
pCR to TR 33.806 clause B.3.4.2





33.806 v..





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was revised to S3-151157.



S3-151157
pCR to TR 33.806 clause B.3.4.2





33.806 v..





Source: Deutsche Telekom AG

(Replaces S3-151022)

Decision: 

The document was approved.



S3-151023
pCR to TR 33.806 clause B.4.3





33.806 v..





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was approved.



S3-151024
pCR to TR 33.806 clause B.4.2





33.806 v..





Source: Deutsche Telekom AG

Abstract: 

-

Decision: 

The document was approved.



S3-151018
pCR SCAS Clarification/Improvements of logging requirements





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151158.



S3-151158
pCR SCAS Clarification/Improvements of logging requirements





Source: Ericsson

(Replaces S3-151018)

Discussion: 

Merge of 018 and 063

Decision: 

The document was approved.



S3-151063
pCR to TR 33.806 on requirements for Log Protection and Management





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151158.



S3-151019
pCR SCAS Clarification/Improvements of traffic separation requirements





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151159.



S3-151159
pCR SCAS Clarification/Improvements of traffic separation requirements





Source: Ericsson

(Replaces S3-151019)

Decision: 

The document was approved.



S3-151026
Adding a new Annex (Annex D) to collect all test cases





TR 33.806 v..





Source: Telecom Italia S.p.A

Abstract: 

This contribution proposes to collect all test cases in one single dedicated Annex (i.e. Annex D) of TR 33.806 adopting the template described in TD S3-151025. While writing the Annex D, all test cases are consistently removed from the existing requirements
Decision: 

The document was withdrawn.



S3-151141
Discussion of way forward for SCAS





Source: Nokia Networks

Discussion: 

Nokia Networks commented that SA3 should progress a bit faster on the SCAS work since there are other bodies who are also working on this.

Alcatel-Lucent proposed to start test-labs in April and have results in summer. Other bodies have started pilot groups.

Orange commented that we won't get to April.

Vodafone: to be determined the length of the pilot group.

Ericsson: should we consider an ad-hoc meeting? DT to be determined during the next meeting after the scheduled conference calls.

NTT-Docomo commented that companies should think about this possibility.

Nokia Networks commented that the Security Week (22-26 June)could be a good placeholder for such an ad-hoc.

The proposals of the document were endorsed by the group.

Decision: 

The document was noted.



S3-151151
Draft TR 33.916





Source: Rapporteur

Discussion: 

Available Monday 2nd February

Comments Friday 6th February

Monday 9th February modified version

Tuesday final version

ACTION:
Change "musts" into "shalls"

(action on: Rapporteur / due by: 2015-04-16)

Decision: 

The document was left for email approval and approved.



S3-151152
Draft TR 33.806





Source: Rapporteur

Discussion: 

Available Monday 2nd February

Comments Friday 6th February

Monday 9th February modified version

Tuesday 10th February final version

Decision: 

The document was left for email approval and approved.



7.12
Specification of the TUAK Algorithm Set

7.13
Security Aspects related to Machine-Type Communication

S3-151006
LS on UE-based procedure with USAT application pairing





Source: C6-140730

Abstract: 

-

Decision: 

The document was replied to in S3-151187.



S3-151187
Reply to: LS on UE-based procedure with USAT application pairing





Source: Ericsson

Decision: 

The document was approved.



S3-151041
USAT Pairing update





33.187
  CR-0002  (Rel-12) v12.1.0





Source: Gemalto, Morpho,Oberthur

Abstract: 

Update of USAT Application Pairing for USIM restriction

Discussion: 

ALU: it doesn't even get to the authenticate command if there is no pairing.

Gemalto commented that this is coming from conclusions agreed in CT6. We need to align our solution with CT6 as pointed out by the LS.

Decision: 

The document was revised to S3-151188.



S3-151188
USAT Pairing update





33.187
  CR-0002  rev 1 (Rel-12) v12.1.0





Source: Gemalto, Oberthur

(Replaces S3-151041)

Decision: 

The document was agreed.



S3-151128
Comments to S3-151041





33.187 v..





Source: Gemalto

Abstract: 

Comment to S3-151041 for modification

Discussion: 

This was agreed to be included in 188

Decision: 

The document was noted.



S3-151094
Update of SCEF security architecture figure in AESE, and addition of an editor's note on authorization in interface A1





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-151099
AESE: Solution for using OMA-ER-Autho4API for securing SCEF A2 and A3 interfaces





Source: Ericsson

Abstract: 

-

Discussion: 

ALU commented that this solution may imply that we are getting into out of scope work. They didn't agree with the pCR although they liked it as discussion.

It was agreed to have it in an Informative annex, also adding an editor's note.

Decision: 

The document was revised to S3-151190.



S3-151190
AESE: Solution for using OMA-ER-Autho4API for securing SCEF A2 and A3 interfaces





Source: Ericsson

(Replaces S3-151099)

Decision: 

The document was approved.



S3-151081
MONTE-Requirement on Location Management





Source: ZTE Corporation

Abstract: 

-

Discussion: 

Ericsson: this is not a security thing, it's a SA2 issue. Samsung agreed with this.

Decision: 

The document was noted.



S3-151103
Key issue for MONTE on privacy of UE location information





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-151191.



S3-151191
Key issue for MONTE on privacy of UE location information





Source: Ericsson

(Replaces S3-151103)

Decision: 

The document was approved.



S3-151051
Secure protection for unicast delivery of group message





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-151052
Security  for T4 message delivery to a group of devices





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-151075
[MTCe] Discussion about group authentication mechanism





Source: China Mobile

Abstract: 

-

Discussion: 

Presented together with the pCR in 076.

Nokia Networks commented that there's a security weakness with the individual authentication the first time. Gemalto supported Guenther, there is a possible reply attack.

China Mobile commented that they could bring a contribution with a solution to mitigate the threat for the next meeting.

NTT-Docomo and Telecom Italia commented that there were too many editor's notes after the discussions and that a more careful study would be needed for the next meeting.

China Mobile commented that it is a possible solution for a requirement and that it is a TR. The Chairman commented that having a TR doesn't mean that we can put everything.

Decision: 

The document was noted.



S3-151076
[MTCe] group authentication mechanism





Source: China Mobile

Abstract: 

-

Decision: 

The document was revised to S3-151193.



S3-151193
[MTCe] group authentication mechanism





Source: China Mobile

(Replaces S3-151076)

Discussion: 

This contribution gathers all conclusions from the discussions for preparation for the next meeting. The solution was endorsed but needed to be refined.

Decision: 

The document was noted.



S3-151106
Aligning Network based protection for cell broadcast with SA2 TR 23.769





Source: Samsung

Abstract: 

-

Discussion: 


Nokia Networks commented that the working assumption in SA2 is now moving to a MBMS solution.

This was agreed to be added to an editor's note.

Decision: 

The document was revised to S3-151194.



S3-151194
Aligning Network based protection for cell broadcast with SA2 TR 23.769





Source: Samsung

(Replaces S3-151106)

Decision: 

The document was approved.



S3-151189
new draft TR 33.889





Source: Rapporteur

Decision: 

The document was approved.



7.13.1
Architecture Enhancements for Service capability Exposure

7.13.2
Monitoring Enhancements

7.13.3
Group based Enhancements

7.14
Enhanced CS Fallback

7.15
Mission Critical Push to Talk over LTE

The Chairman commented that an ad-hoc meeting between SA3 and SA6 will be planned for this year

S3-151020
Proposed TR skeleton for MCPTT Security Study





Source: CESG

Abstract: 

-

Decision: 

The document was approved.



S3-151044
Proposed Scope for MCPTT TR





Source: CESG

Abstract: 

-

Discussion: 

ALU commented that the network provider was not mentioned and that the scope should be expanded.

BT commented that it would be seen when working on the assets.

Telecom Italia commented that the interaction with the underlying network and its security should be analyzed.

CESG clarified that the list of references is just a list of relevant specs that can be modified at any time.

Decision: 

The document was revised to S3-151178.



S3-151178
Proposed Scope for MCPTT TR





Source: CESG

(Replaces S3-151044)

Decision: 

The document was approved.



S3-151126
Identification of MCPTT Assets





Source: CESG

Abstract: 

-

Discussion: 

BT commented that a full definition of ambient listening might be required.

CESG clarified that these definitions are coming from SA1 definitions.

ALU commented that the remote management of the applications has threats, ambient listening is just an example.

It was agreed to add secure enable/disable as well.

CESG clarified that security requirements will come later as key issues, they are defining a list of assets.

Orange: there is no need to repeat definitions from SA1 here, we can just refer to their spec.

Decision: 

The document was revised to S3-151179.



S3-151179
Identification of MCPTT Assets





Source: CESG

(Replaces S3-151126)

Decision: 

The document was approved.



S3-151045
Security_requirements for MCPTT





MCPTT v..





Source: Airbus, CESG, French MoI, Harris, Motorola Solutions, Selex, Sepura, Telefonica UK, Thales

Abstract: 

Input on security requirements arising from joint OMA PCPS - ETSI TCCE workshop in December 2014

Discussion: 

It was commented that this presentation was not fully agreed in SA6 but only by the companies signing it. It was commented that there was a mix of requirements and solutions.

The Chairman commented that this document was only for information and there is nothing for agreement.

Qualcomm commented that there was some disagreement on the content of this document and that it was a more appropriate input for SA1.

NTT-Docomo commented that Lawful Interception needs to be considered and that their requirements need to be taken into account. It was confirmed that SA1 is considering LI already.

Decision: 

The document was noted.



S3-151046
Security threats for MCPTT





MCPTT v..





Source: Airbus, Motorola Solutions, Sepura PLC, UK Home Office, CESG

Abstract: 

This contribution proposes some threats which could become the basis of key issues in the security TR for MCPTT

Discussion: 

It was clarified that a pCR could be created from this document.

Orange: Man in the middle over non 3GPP network, also some threats in impersonation are out of scope.

Brian commented that protecting the identity of the MCPTT application when its running over non 3GPP bearers, security to be added in the application layer to protect the info when transmitted over these bearers. ALU replied that we don't need to know about this.

Andy replied that there are situations where this is relevant and he gave several examples to prove it. Samsung commented that there are interfaces exposed by the 3GPP network when interworking with a non 3GPP network.

It was commented that the SA2 term is non 3GPP access.

ALU commented that SA6 will take care of what's in scope and SA3 would follow. Gemalto commented that SA3 can challenge the requirements to make sure that they are in line with SA1 requirements.

Decision: 

The document was noted.



S3-151074
General security requirements for MCPTT





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-151180.



S3-151180
General security requirements for MCPTT





Source: Huawei, HiSilicon

(Replaces S3-151074)

Decision: 

The document was approved.



S3-151133
MCPTT project plan





Source: SA2 Chairman

Abstract: 

-

Decision: 

The document was noted.



S3-151139
Input to joint meeting on MCPTT





Source: CESG

Discussion: 

Presented during the SA3/SA2/SA6 joint meeting.

Decision: 

The document was noted.



S3-151140
Questions to SA2 regarding ProSe





Source: Rapporteur

Discussion: 

These slides were presented during the Joint Meeting between SA3 and SA2.

- The binding will stay valid, no other intentions.

- The frequency of the match report is not considered in SA2, in principle to avoid a ping-pong effect. SA3 is free to define a mechanism to avoid having replay attacks with the match reports.

Rel-13:

- It is not required for the discovery service. If there any other reason, from security point of view, for the UE to talk with the discovery function, there will be no constraint to define this.

- The TR from SA2 captures the state of the art on this issue, so SA3 can check it after SA2 meeting. 

SA2 clarified that Public safety UE can discover other group members and relays, but nothing else. Discovery and group aspects are separate.

Samsung: applicable for in and out of coverage?

SA2 replied that discovery info is not linked to the group and works for both in and out coverage.

Samsung: the credentials need to be preconfigured for out of coverage?

SA2 replied that this is up to SA3.

Decision: 

The document was noted.



S3-151177
Draft TR 33.879 MCPTT





Source: Rapporteur

Decision: 

The document was approved.



7.16
Other areas

8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

8.2 
Study Item on Security Assurance Methodology for 3GPP Network Elements

8.3 
Study on Subscriber Privacy Impact in 3GPP

S3-151061
Definitions of identity and identifiable





Source: China Unicom, ZTE Corporation

Abstract: 

-

Decision: 

The document was revised to S3-151205.



S3-151205
Definitions of identity and identifiable





Source: China Unicom, ZTE Corporation

(Replaces S3-151061)

Decision: 

The document was approved.



S3-151069
Key issue- user privacy preference





Source: China Unicom, ZTE Corporation

Abstract: 

-

Decision: 

The document was revised to S3-151207.



S3-151207
Key issue- user privacy preference





Source: China Unicom, ZTE Corporation

(Replaces S3-151069)

Decision: 

The document was approved.



S3-151066
Privacy identification process





Source: China Unicom, ZTE Corporation

Abstract: 

-

Decision: 

The document was revised to S3-151208.



S3-151208
Privacy identification process





Source: China Unicom, ZTE Corporation

(Replaces S3-151066)

Decision: 

The document was approved.



S3-151068
Privacy guidelines for the third party service providers





Source: China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

Sprint and Ericsson objected to this contribution. Third party service provider guidelines are out of scope of 3GPP.

Decision: 

The document was revised to S3-151209.



S3-151209
Privacy guidelines for the third party service providers





Source: China Unicom, ZTE Corporation

(Replaces S3-151068)

Decision: 

The document was approved.



S3-151088
SPI 33.849 Ed Note - Annex F





Source: Nokia Networks

Abstract: 

Continuation of the discussion about the focus and re-structuring of the present TR. As discussed in the last meeting, the Annex F is proposed to serve as an intermediate step and basis for a later possible transforming into a referenceable guidance document
Decision: 

The document was approved.



S3-151095
SPI 33.849 Communication Model - Annex F





Source: Nokia Networks

Abstract: 

After agreement in the last meeting to fill in Annex F as the possible future referenceable document of SPI, this CR rewrites and takes over parts of section 4 and proposes them for inclusion in Annex F.

Decision: 

The document was withdrawn.



S3-151062
Condense existing threats to the Privacy guidelines for writing 3GPP TRs and TSs (in the new Annex F)





Source: China Unicom, ZTE Corporation

Abstract: 

-

Discussion: 

NTT-Docomo and Nokia Networks commented that it's better to add content than empty headlines.

Decision: 

The document was noted.



S3-151093
SPI 33.849 Threats - Annex F





Source: Nokia Networks

Abstract: 

Editor Note to outline, but not to limit, which possible threats should be described in Annex F.

Decision: 

The document was approved.



S3-151091
SPI 33.849 Mitigation techniques - Annex F





Source: Nokia Networks

Abstract: 

Editor Note to outline, but not to limit, which possible mitigation techniques should be described in Annex F.

Decision: 

The document was approved.



S3-151206
Draft TR 33.849





Source: Rapporteur

Decision: 

The document was approved.



8.4 
Study on IMS Enhanced Spoofed Call Prevention and Detection

S3-151082
Summary of the IETF STIR group active drafts on spoofed call detection





TR 33.832 v..





Source: Alcatel Lucent

Abstract: 

This contribution presents a summary of the two active IETF STIR drafts on spoofed call detection and proposes a pCR update to clause 7 of TR 33.832

Discussion: 

This was presented for discussion, ALU agreed to come back during the next meeting with a modified pCR.

Decision: 

The document was noted.



8.5
Study on Security for Proximity-based Services

S3-151058
Discussion on SA5 related management security of virtualized networks





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-151067
LS to SA5 on considerations for management security of virtualized networks





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-151116
Adding a key issue for restricted direct discovery to TR 33.833





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was approved.



S3-151077
key issue on Authentication in ProSe Restricted Discovery





Source: ZTE Corporation, China Unicom

Abstract: 

-

Discussion: 

ALU:PC1 (interface between the UE and Application Server) ) interface is our of scope of 3GPP.

Decision: 

The document was noted.



S3-151079
key issue on Restricted ProSe Direct Discovery (Model B)





Source: ZTE Corporation, China Unicom

Abstract: 

-

Discussion: 

China Mobile proposed to specify better the attacker. They have to be one of the authorized discoveree UE.

The assumption is that the discoveree is compromised so this should be pointed out.

CESG: the threat described here is a real threat. The other threat is a different one that can be described in another contribution. Qualcomm supported this.

Decision: 

The document was approved.



S3-151053
Authorisation for restricted ProSe direct discovery





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ericsson asked whether some SA3 text was added to SA2 input. Huawei said no.

Ericsson commented that if this is included in SA2 already, there was no need to have it in SA3.

The Chairman commented that it is better not to include text from other groups specs, since if there is any change in the original spec SA3 would have to make sure to update the text in the SA3 spec. It is better to reference.

Huawei commented that the authorization part should be done by SA3 and not SA2, it's an unusual case.

Decision: 

The document was revised to S3-151170.



S3-151170
Authorisation for restricted ProSe direct discovery





Source: Huawei, HiSilicon

(Replaces S3-151053)

Decision: 

The document was approved.



S3-151117
Adding a solution for restricted direct discovery to TR 33.833





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-151171.



S3-151171
Adding a solution for restricted direct discovery to TR 33.833





Source: Qualcomm Incorporated

(Replaces S3-151117)

Decision: 

The document was approved.



S3-151078
En on prevention against replay attacks in ProSe Restricted Discovery





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was noted.



S3-151108
Security Requirements for Out-Of-Coverage Discovery





Source: Samsung

Abstract: 

-

Discussion: 

Ericsson commented that there could be additional threats we haven't analyzed.

It was agreed to add an editor's note on possible new threats in group member discovery

Decision: 

The document was revised to S3-151174.



S3-151174
Security Requirements for Out-Of-Coverage Discovery





Source: Samsung

(Replaces S3-151108)

Decision: 

The document was approved.



S3-151109
Solution for Out-Of-Coverage Discovery





Source: Samsung

Abstract: 

-

Discussion: 

Huawei and ALU needed some clarification and this was addressed in editor's notes.

Decision: 

The document was revised to S3-151175.



S3-151175
Solution for Out-Of-Coverage Discovery





Source: Samsung

(Replaces S3-151109)

Decision: 

The document was approved.



S3-151071
Solutions analysis of DOS attack in registration procedure





Source: China Mobile

Abstract: 

-

Discussion: 

ALU: why is MME mentioned here? There's also implementation specific issues, the threshold part. It doesn't need to be standardized at all.

Nokia Networks supported ALU.

The Chairman commented that the MME is part of the existing spec, not included in the pCR.

China Mobile: we want to show how the black list can be used.

China Mobile commented that the black list was approved in previous meetings, only the modifications needed revising.

Vodafone commented that they didn’t object to the black list, but to the clarity of the modifications.

The Chairman commented that developing solutions during a meeting is something that is done in SA3,given the possible comments that the modifications would bring. It would be better to bring a revision to the next meeting. The question here is whether the changes here can be agreed. The Chairman queried the delegates if the contents could be kept and it was agreed to have some offline discussions.

Decision: 

The document was revised to S3-151176.



S3-151176
Solutions analysis of DOS attack in registration procedure





Source: China Mobile

(Replaces S3-151071)

Decision: 

The document was approved.



S3-151073
Solutions assessment of DOS attack in registration procedure





Source: China Mobile

Abstract: 

-

Discussion: 

Noted without presentation.

Decision: 

The document was noted.



S3-151102
One-to-one security for ProSe





Source: Ericsson

Abstract: 

-

Discussion: 

ALU: it's already secure to transport the key directly. There are secure channels defined already for both solutions.

Ericsson: we would need to define a new kind of functionality, but that’s another possible solution.

CESG: this may not be suitable for public safety issues since it needs to be connected to the network. They suggested to add an editor's note.

Telecom Italia: non public safety is also taken into account in this scenario.

Ericsson clarified that they didn’t have a preferred solution in the two alternatives.

ALU asked to distinguish solutions with and without network connectivity. It was also pointed out that at least one of the UE would need to be in coverage for bootstrapping.

Qualcoom commented that a clause on media solutions would also be useful.

The Chairman announced that the Rapporteur will take care of the creation on the sub clauses distinguishing in/out of coverage and the media soolutions.

Decision: 

The document was revised to S3-151182.



S3-151182
One-to-one security for ProSe





Source: Ericsson

(Replaces S3-151102)

Decision: 

The document was approved.



S3-151084
ProSe 33.833 Correction to Key Issue 7.1.2 ProSe UE-Network Relays Connection





Source: Nokia Networks

Abstract: 

Proposing some clarifications to the key issue

Decision: 

The document was approved.



S3-151086
ProSe 33 833 Clarification to traditional RN





Source: Nokia Networks

Abstract: 

This contribution discusses the usage of 33.401 Annex D (traditional RN) in the context of ProSe UE-to-Network Relay.

Discussion: 

Huawei didn't agree with removing the bullet points until seeing what SA2 has decided. These are still valid.

BT sympathized with Huawei's comments.

Gemalto supported Nokia Networks; since there is no clue of what SA2 is doing it is worth removing the list.

Ericsson commented that the editor's note already clarifies that we are waiting for SA2's results, so no need to get rid of the list.

ALU commented that SA3 should push SA2 in a particular direction based on a security analysis.

The Chairman commented that when we know what SA2 decides we can head for a particular direction, no harm is done when removing the bullet lists.

Decision: 

The document was revised to S3-151184.



S3-151184
ProSe 33 833 Clarification to traditional RN





Source: Nokia Networks

(Replaces S3-151086)

Decision: 

The document was approved.



S3-151080
security for One-to-one Relays





Source: ZTE Corporation, China Unicom

Abstract: 

-

Discussion: 

It was commented that this wasn't matching the current activity in SA2.

Decision: 

The document was revised to S3-151185.



S3-151185
security for One-to-one Relays





Source: ZTE Corporation, China Unicom

(Replaces S3-151080)

Decision: 

The document was approved.



S3-151101
UE-to-network relay security for ProSe





Source: Ericsson

Abstract: 

-

Discussion: 

ALU suggested an editor's note on the case when remote UE and Relay are associated with two different KMS.

Huawei suggested to remove NAF_Id; Vodafone preferred to study whether it is necessary to have NAF_Id transmitted to the relay in step 3.

Decision: 

The document was revised to S3-151186.



S3-151186
UE-to-network relay security for ProSe





Source: Ericsson

(Replaces S3-151101)

Decision: 

The document was approved.



S3-151169
new draft TR 33.833 ProSe





Source: Rapporteur

Discussion: 

Available Monday 2nd February

Comments Friday 6th February

Monday 9th February modified version

Tuesday 10th February final version

Decision: 

The document was left for email approval and approved.



8.6
Other Study Areas

S3-151096
Discussion on SA5 related management security of virtualized networks





Source: China Mobile

Abstract: 

-

Discussion: 

Ericsson: it may be a bit early now. SA plenary has decided that only SA5 starts work in NFV and the rest awaits for further progress.

Deustche Telekom, Orange and Nokia Networks supported this. Clause 2.2 should be brought as a company contribution in SA5.

China Mobile commented that there are existing use cases to start working on.

It was pointed out that TMF Forum, ETSI NFV and SA5 are meeting in NFV#9 to define the scope of work.

Ericsson commented that SA3 should follow SA guidance to start working on this. Company contributions can be made in SA5 since we are not allowed to start work on this.

The Chairman commented that the decision of SA is clear.

NTT Docomo commented that nobody objects the security issues, but we cannot decide ourselves to start work on this. 

Ericsson commented that it still needs to be studied what parts of NFV are in scope of 3GPP.

Decision: 

The document was noted.



S3-151098
LS to SA5 on considerations for management security of virtualized networks





Source: China Mobile

Abstract: 

-

Decision: 

The document was noted.



S3-151100
Identity-based authentication and key agreement for IOPS System-in-a-Box





Source: Intel

Abstract: 

Discussion on the use of identity-based authentication and key agreement for possible use in Isolated E-UTRAN Operation for Public Safety (IOPS)

Decision: 

The document was noted.



S3-151110
New Study Item for Security Aspects of Isolated E-UTRAN Operation for Public Safety





Source: General Dynamics UK Ltd.

Discussion: 

Paul commented that SA2 has started work already on the architecture (S2-150650).It was clarified that this study will work on SA1 and SA2 study.

The Chairman commented that it would be simpler to part from the SA2 study and add the security work as it has been done in the past.

Ericsson commented that it is more straightforward to have a particular SA3 study.

It was clarified that the work will be based on SA2's work.

Some new wording and modifications were introduced in the revision.

Decision: 

The document was revised to S3-151202.



S3-151202
New Study Item for Security Aspects of Isolated E-UTRAN Operation for Public Safety





Source: General Dynamics UK Ltd.

(Replaces S3-151110)

Decision: 

The document was agreed.



S3-151111
Security aspects of the SA2 study on Isolated E-UTRAN Operation for Public Safety (IOPS)





Source: General Dynamics UK Ltd.

Discussion: 

Noted without presentation. The Chairman encouraged the delegates to have a look at this contribution.

Decision: 

The document was noted.



S3-151112
Outline TR for Study on Isolated E-UTRAN Operation for Public Safety: Security aspects





Source: General Dynamics UK Ltd.

Abstract: 

A proposal for an outline TR for the Study on Isolated E-UTRAN Operation for Public Safety

Decision: 

The document was revised to S3-151203.



S3-151203
Outline TR for Study on Isolated E-UTRAN Operation for Public Safety: Security aspects





Source: General Dynamics UK Ltd.

(Replaces S3-151112)

Decision: 

The document was approved.



S3-151113
Text proposal for the outline TR for Study on Isolated E-UTRAN Operation for Public Safety





Source: General Dynamics UK Ltd.

Abstract: 

This contribution proposes text for inclusion in the outline TR for the Study on Isolated E-UTRAN Operation for Public Safety. Text is proposed for inclusion in the Scope and Key Issues sections.

Discussion: 

Noted without presentation. The Chairman encouraged the delegates to have a look at this contribution

Decision: 

The document was noted.



9
Review and Update of Work Plan 

S3-151004
SA3 WorkPlan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



S3-151042
Work Plan input from the Rapporteurs





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was revised to S3-151210.



S3-151210
Work Plan input from the Rapporteurs





Source: ETSI Secretariat

(Replaces S3-151042)

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-151002
SA3 meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-151135
SA3 Meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

The Chairman proposed to have an ad-hoc meeting with SA6 to progress on security of MCPTT security aspects.

They will have progressed with architecture work by then. The whole week will not be needed.

It was decided to make a decision depending on the progress of the work.

SA6#7 (12-16 October) would be a potential location. Another option would be to invite them in the August meeting in Tallinn.

Decision: 

The document was noted.



11
Any Other Business

It was the last meeting for Xiaowei (NEC). The delegates contributed to give her a present and wisher her good luck.

Xiaowei thanked all the delegates and the Chairman.

It was also mentioned that Lydia (Huawei) had her last meeting in SA3#77. SA3 wished her success on her new endeavours. Daijang (Microsoft) collected a card and some gifts for her.

S3-151043
3GU overview





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-151000
	Agenda
	WG Chairman
	withdrawn
	-
	-

	S3-151001
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-151002
	SA3 meeting calendar
	ETSI Secretariat
	withdrawn
	-
	-

	S3-151003
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-151004
	SA3 WorkPlan
	ETSI Secretariat
	noted
	-
	-

	S3-151005
	Reply LS on UICC Access Optimization
	C6-140686
	noted
	-
	-

	S3-151006
	LS on UE-based procedure with USAT application pairing
	C6-140730
	replied to
	-
	-

	S3-151007
	LS on Security Framework for Cellular IoT
	GP-140717
	noted
	-
	-

	S3-151008
	Reply LS on new work item on simple encryption procedure for IoT device security
	GP-140967
	noted
	-
	-

	S3-151009
	Potential collaboration on Mobile-Edge Computing
	ETSI ISG MEC
	noted
	-
	-

	S3-151010
	LS on TLS and DTLS terminology
	ITU-T Q3/16
	replied to
	-
	-

	S3-151011
	LS to SA3 on RAN2 agreements for Dual Connectivity
	R2-145367
	replied to
	-
	-

	S3-151012
	Reply LS on Transferring Security Information in the PDCP Header
	R2-145415
	noted
	-
	-

	S3-151013
	LS on Network Access Algorithm Support for the Embedded UICC
	GSMA SIM Group and Security Group
	noted
	-
	-

	S3-151014
	Candidate Release Available
	OneM2M
	noted
	-
	-

	S3-151015
	LS on Establishment of new working group TSG SA WG6
	SP-140884
	noted
	-
	-

	S3-151016
	Liaison on Complete Platform Integrity for 3GPP Infrastructure
	TCG Trusted Mobility Solutions WG
	replied to
	-
	-

	S3-151017
	Draft Reply LS to TCG
	Interdigital, Freescale Semiconductor
	noted
	-
	-

	S3-151018
	pCR SCAS Clarification/Improvements of logging requirements
	Ericsson
	revised
	-
	S3-151158

	S3-151019
	pCR SCAS Clarification/Improvements of traffic separation requirements
	Ericsson
	revised
	-
	S3-151159

	S3-151020
	Proposed TR skeleton for MCPTT Security Study
	CESG
	approved
	-
	-

	S3-151021
	pCR to TR 33.806 clause B.3.4.1
	Deutsche Telekom AG
	revised
	-
	S3-151156

	S3-151022
	pCR to TR 33.806 clause B.3.4.2
	Deutsche Telekom AG
	revised
	-
	S3-151157

	S3-151023
	pCR to TR 33.806 clause B.4.3
	Deutsche Telekom AG
	approved
	-
	-

	S3-151024
	pCR to TR 33.806 clause B.4.2
	Deutsche Telekom AG
	approved
	-
	-

	S3-151025
	Proposing a template to be used for test cases
	Telecom Italia S.p.A
	approved
	-
	-

	S3-151026
	Adding a new Annex (Annex D) to collect all test cases
	Telecom Italia S.p.A
	withdrawn
	-
	-

	S3-151027
	Additions to Annex D related to new test cases
	Telecom Italia S.p.A
	revised
	-
	S3-151154

	S3-151028
	pCR on moving existing threats to the Tampering  threat category
	Telecom Italia S.p.A
	revised
	-
	S3-151142

	S3-151029
	pCR on moving existing threats to the Denial of Service threat category
	Telecom Italia S.p.A
	revised
	-
	S3-151143

	S3-151030
	pCR on moving existing threats to the Elevation of Privilege  threat category
	Telecom Italia S.p.A
	revised
	-
	S3-151145

	S3-151031
	pCR on moving existing threats to the Information Disclosure threat category
	Telecom Italia S.p.A
	revised
	-
	S3-151144

	S3-151032
	Proposed handling of requirements on authentication and authorization in Annex B.3.3.4 of TR 33.806
	Alcatel-Lucent, Nokia Networks
	noted
	-
	-

	S3-151033
	pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Authentication policy
	Alcatel-Lucent, Nokia Networks
	approved
	-
	-

	S3-151034
	pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Authentication Attributes
	Alcatel-Lucent, Nokia Networks
	revised
	-
	S3-151147

	S3-151035
	pCR to TR 33.806 on merging requirements on password rules
	Nokia Networks, Alcatel-Lucent
	revised
	-
	S3-151148

	S3-151036
	pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Specific Authentication use cases
	Alcatel-Lucent, Nokia Networks
	approved
	-
	-

	S3-151037
	pCR to TR 33.806 on requirement on lock-out policy
	Nokia Networks, Alcatel-Lucent
	revised
	-
	S3-151149

	S3-151038
	pCR to TR 33.806 on merging requirements on authorization and access control
	Nokia Networks, Alcatel-Lucent
	revised
	-
	S3-151150

	S3-151039
	Discussion of requirements 3.01-15 and 3.01-19 in Annex C of TR 33.806
	Nokia Networks, Alcatel-Lucent
	noted
	-
	-

	S3-151040
	pCR to TR 33.806 on modification of Editors note
	Nokia Networks, Alcatel-Lucent
	approved
	-
	-

	S3-151041
	USAT Pairing update
	Gemalto, Morpho,Oberthur
	revised
	-
	S3-151188

	S3-151042
	Work Plan input from the Rapporteurs
	ETSI Secretariat
	revised
	-
	S3-151210

	S3-151043
	3GU overview
	ETSI Secretariat
	noted
	-
	-

	S3-151044
	Proposed Scope for MCPTT TR
	CESG
	revised
	-
	S3-151178

	S3-151045
	Security_requirements for MCPTT
	Airbus, CESG, French MoI, Harris, Motorola Solutions, Selex, Sepura, Telefonica UK, Thales
	noted
	-
	-

	S3-151046
	Security threats for MCPTT
	Airbus, Motorola Solutions, Sepura PLC, UK Home Office, CESG
	noted
	-
	-

	S3-151047
	Discussion on RAN2 LS S3-151011
	Alcatel-Lucent
	noted
	-
	-

	S3-151048
	draft_ CR to 33.401 corresponding to RAN2 LS S3-151011
	Alcatel-Lucent
	revised
	-
	S3-151153

	S3-151049
	Updated WebRTC WID:eWebRTCi
	Huawei
	noted
	-
	-

	S3-151050
	pCR to TR 33.872 Assessment of TURN authentication candidate solutions
	Huawei
	noted
	-
	-

	S3-151051
	Secure protection for unicast delivery of group message
	Huawei, HiSilicon
	approved
	-
	-

	S3-151052
	Security  for T4 message delivery to a group of devices
	Huawei, HiSilicon
	approved
	-
	-

	S3-151053
	Authorisation for restricted ProSe direct discovery
	Huawei, HiSilicon
	revised
	-
	S3-151170

	S3-151054
	ProSe Counter
	Huawei, HiSilicon
	noted
	-
	-

	S3-151055
	Discovery Slot Clarification
	Huawei, HiSilicon
	revised
	-
	S3-151166

	S3-151056
	Discussion of integrity protection for cellular IoT UE
	Huawei, HiSilicon, China Unicom
	revised
	-
	S3-151199

	S3-151057
	Dicsussion of encryption algorithms for cellular IoT UE
	Huawei, HiSilicon, China Unicom
	revised
	-
	S3-151197

	S3-151058
	Discussion on SA5 related management security of virtualized networks
	China Mobile
	withdrawn
	-
	-

	S3-151059
	Mandatory support of mutual authentication
	Huawei, HiSilicon,Vodafone
	revised
	-
	S3-151196

	S3-151060
	pCR to TR 33.806 on requirements for MME Management and Maintenance Interfaces
	Huawei, HiSilicon
	revised
	-
	S3-151146

	S3-151061
	Definitions of identity and identifiable
	China Unicom, ZTE Corporation
	revised
	-
	S3-151205

	S3-151062
	Condense existing threats to the Privacy guidelines for writing 3GPP TRs and TSs (in the new Annex F)
	China Unicom, ZTE Corporation
	noted
	-
	-

	S3-151063
	pCR to TR 33.806 on requirements for Log Protection and Management
	Huawei, HiSilicon
	revised
	-
	S3-151158

	S3-151064
	pCR to TR 33.806 on requirements for user identities
	Huawei, HiSilicon
	revised
	-
	S3-151192

	S3-151065
	pCR to TR 33.806 on requirements for MME user account and password management
	Huawei, HiSilicon
	noted
	-
	-

	S3-151066
	Privacy identification process
	China Unicom, ZTE Corporation
	revised
	-
	S3-151208

	S3-151067
	LS to SA5 on considerations for management security of virtualized networks
	China Mobile
	withdrawn
	-
	-

	S3-151068
	Privacy guidelines for the third party service providers
	China Unicom, ZTE Corporation
	revised
	-
	S3-151209

	S3-151069
	Key issue- user privacy preference
	China Unicom, ZTE Corporation
	revised
	-
	S3-151207

	S3-151070
	Correntions on SCG security algorithm negotiation
	Huawei, HiSilicon
	revised
	-
	S3-151153

	S3-151071
	Solutions analysis of DOS attack in registration procedure
	China Mobile
	revised
	-
	S3-151176

	S3-151072
	LS_out_SA3 to RAN2_Reply LS on RAN2 agreements for Dual Connectivity
	Huawei, HiSilicon
	revised
	-
	S3-151161

	S3-151073
	Solutions assessment of DOS attack in registration procedure
	China Mobile
	noted
	-
	-

	S3-151074
	General security requirements for MCPTT
	Huawei, HiSilicon
	revised
	-
	S3-151180

	S3-151075
	[MTCe] Discussion about group authentication mechanism
	China Mobile
	noted
	-
	-

	S3-151076
	[MTCe] group authentication mechanism
	China Mobile
	revised
	-
	S3-151193

	S3-151077
	key issue on Authentication in ProSe Restricted Discovery
	ZTE Corporation, China Unicom
	noted
	-
	-

	S3-151078
	En on prevention against replay attacks in ProSe Restricted Discovery
	ZTE Corporation, China Unicom
	noted
	-
	-

	S3-151079
	key issue on Restricted ProSe Direct Discovery (Model B)
	ZTE Corporation, China Unicom
	approved
	-
	-

	S3-151080
	security for One-to-one Relays
	ZTE Corporation, China Unicom
	revised
	-
	S3-151185

	S3-151081
	MONTE-Requirement on Location Management
	ZTE Corporation
	noted
	-
	-

	S3-151082
	Summary of the IETF STIR group active drafts on spoofed call detection
	Alcatel Lucent
	noted
	-
	-

	S3-151083
	Clarifying PTK Identity description in TS 33.303
	Ericsson
	agreed
	-
	-

	S3-151084
	ProSe 33.833 Correction to Key Issue 7.1.2 ProSe UE-Network Relays Connection
	Nokia Networks
	approved
	-
	-

	S3-151085
	Solving the first Editor Note in section 6.3.2.2 of TR 33.872
	Alcatel Lucent
	revised
	-
	S3-151163

	S3-151086
	ProSe 33 833 Clarification to traditional RN
	Nokia Networks
	revised
	-
	S3-151184

	S3-151087
	Solving the second Editor Note in section 6.3.2.2 of TR 33.872
	Alcatel Lucent
	noted
	-
	-

	S3-151088
	SPI 33.849 Ed Note - Annex F
	Nokia Networks
	approved
	-
	-

	S3-151089
	Clarification of one-to-many requirements
	Ericsson
	revised
	-
	S3-151204

	S3-151090
	Discussion on some Cellular Internet of Things security requirements and solutions
	Ericsson
	noted
	-
	-

	S3-151091
	SPI 33.849 Mitigation techniques - Annex F
	Nokia Networks
	approved
	-
	-

	S3-151092
	Solving the third Editor Note in section 6.3.2.2 of TR 33.872
	Alcatel Lucent
	revised
	-
	S3-151164

	S3-151093
	SPI 33.849 Threats - Annex F
	Nokia Networks
	approved
	-
	-

	S3-151094
	Update of SCEF security architecture figure in AESE, and addition of an editor's note on authorization in interface A1
	Ericsson
	approved
	-
	-

	S3-151095
	SPI 33.849 Communication Model - Annex F
	Nokia Networks
	withdrawn
	-
	-

	S3-151096
	Discussion on SA5 related management security of virtualized networks
	China Mobile
	noted
	-
	-

	S3-151097
	Removing all the Editor's notes in 6.3.2.2 of TR 33.872
	Alcatel Lucent
	revised
	-
	S3-151165

	S3-151098
	LS to SA5 on considerations for management security of virtualized networks
	China Mobile
	noted
	-
	-

	S3-151099
	AESE: Solution for using OMA-ER-Autho4API for securing SCEF A2 and A3 interfaces
	Ericsson
	revised
	-
	S3-151190

	S3-151100
	Identity-based authentication and key agreement for IOPS System-in-a-Box
	Intel
	noted
	-
	-

	S3-151101
	UE-to-network relay security for ProSe
	Ericsson
	revised
	-
	S3-151186

	S3-151102
	One-to-one security for ProSe
	Ericsson
	revised
	-
	S3-151182

	S3-151103
	Key issue for MONTE on privacy of UE location information
	Ericsson
	revised
	-
	S3-151191

	S3-151104
	Study of the efficiency of AKA/SA procedures applied to C-IoT
	Vodafone
	withdrawn
	-
	-

	S3-151105
	Key issues and security requirements proposals for C-IoT
	Vodafone
	noted
	-
	-

	S3-151106
	Aligning Network based protection for cell broadcast with SA2 TR 23.769
	Samsung
	revised
	-
	S3-151194

	S3-151107
	Security information in PDCP Header
	Samsung
	revised
	-
	S3-151167

	S3-151108
	Security Requirements for Out-Of-Coverage Discovery
	Samsung
	revised
	-
	S3-151174

	S3-151109
	Solution for Out-Of-Coverage Discovery
	Samsung
	revised
	-
	S3-151175

	S3-151110
	New Study Item for Security Aspects of Isolated E-UTRAN Operation for Public Safety
	General Dynamics UK Ltd.
	revised
	-
	S3-151202

	S3-151111
	Security aspects of the SA2 study on Isolated E-UTRAN Operation for Public Safety (IOPS)
	General Dynamics UK Ltd.
	noted
	-
	-

	S3-151112
	Outline TR for Study on Isolated E-UTRAN Operation for Public Safety: Security aspects
	General Dynamics UK Ltd.
	revised
	-
	S3-151203

	S3-151113
	Text proposal for the outline TR for Study on Isolated E-UTRAN Operation for Public Safety
	General Dynamics UK Ltd.
	noted
	-
	-

	S3-151114
	Adding a MIC Check timer to direct discovery procedures
	Qualcomm Incorporated
	revised
	-
	S3-151183

	S3-151115
	Restricted Direct Discovery using Model B
	Ericsson
	noted
	-
	-

	S3-151116
	Adding a key issue for restricted direct discovery to TR 33.833
	Qualcomm Incorporated
	approved
	-
	-

	S3-151117
	Adding a solution for restricted direct discovery to TR 33.833
	Qualcomm Incorporated
	revised
	-
	S3-151171

	S3-151118
	pCR for a security solution for Restricted Direct Discovery using Model
	Ericsson
	revised
	-
	S3-151172

	S3-151119
	Some security analysis for GERAN CIoT
	Qualcomm Incorporated
	noted
	-
	-

	S3-151120
	Discussion of open issues in security for Cellular Internet of Things
	Nokia Networks
	noted
	-
	-

	S3-151121
	Study of the efficiency of AKA/SA procedures applied to C-IoT
	Vodafone
	noted
	-
	-

	S3-151122
	Update to living document on security enhancements for Cellular Internet of Things
	Nokia Networks
	revised
	-
	S3-151200

	S3-151123
	Draft reply LS to GERAN on security for Cellular Internet of Things
	Nokia Networks
	noted
	-
	-

	S3-151124
	Proposal to re-use security solution for ProSe Open Direct Discovery for Restricted Direct Discovery
	Ericsson
	revised
	-
	S3-151173

	S3-151125
	Discussion of optionality of Match Report in ProSe Direct Open Discovery (Model A)
	Ericsson
	noted
	-
	-

	S3-151126
	Identification of MCPTT Assets
	CESG
	revised
	-
	S3-151179

	S3-151127
	Comments to S3-151050
	Alcatel Lucent
	noted
	-
	-

	S3-151128
	Comments to S3-151041
	Gemalto
	noted
	-
	-

	S3-151129
	Adding a new Annex (Annex D) to collect all test cases - Updated
	Telecom Italia S.p.A
	revised
	-
	S3-151155

	S3-151130
	Reply LS on LI requirements for end-to-end WebRTC-IMS security
	S3i150060
	noted
	-
	-

	S3-151131
	Agenda
	WG Chairman
	approved
	-
	-

	S3-151132
	LS related to Mobile VoIP IMS Roaming
	S3i150073
	noted
	-
	-

	S3-151133
	MCPTT project plan
	SA2 Chairman
	noted
	-
	-

	S3-151134
	DT comments against S3-151129
	Deutsche Telekom AG
	noted
	-
	-

	S3-151135
	SA3 Meeting calendar
	ETSI Secretariat
	noted
	-
	-

	S3-151136
	Nokia comments on 1027_TEST-CASES-SHEET
	Nokia Networks
	noted
	-
	-

	S3-151137
	Nokia comments on 1129_Update_of_S3-151026
	Nokia Networks
	noted
	-
	-

	S3-151138
	Reply to: LS on TLS and DTLS terminology
	NTT-Docomo
	approved
	-
	-

	S3-151139
	Input to joint meeting on MCPTT
	CESG
	noted
	-
	-

	S3-151140
	Questions to SA2 regarding ProSe
	Rapporteur
	noted
	-
	-

	S3-151141
	Discussion of way forward for SCAS
	Nokia Networks
	noted
	-
	-

	S3-151142
	pCR on moving existing threats to the Tampering  threat category
	Telecom Italia S.p.A
	approved
	S3-151028
	-

	S3-151143
	pCR on moving existing threats to the Denial of Service threat category
	Telecom Italia S.p.A
	approved
	S3-151029
	-

	S3-151144
	pCR on moving existing threats to the Information Disclosure threat category
	Telecom Italia S.p.A
	approved
	S3-151031
	-

	S3-151145
	pCR on moving existing threats to the Elevation of Privilege  threat category
	Telecom Italia S.p.A
	approved
	S3-151030
	-

	S3-151146
	pCR to TR 33.806 on requirements for MME Management and Maintenance Interfaces
	Huawei, HiSilicon
	approved
	S3-151060
	-

	S3-151147
	pCR to TR 33.806 on merging requirements on Authentication and Authorisation û Authentication Attributes
	Alcatel-Lucent, Nokia Networks
	approved
	S3-151034
	-

	S3-151148
	pCR to TR 33.806 on merging requirements on password rules
	Nokia Networks, Alcatel-Lucent
	approved
	S3-151035
	-

	S3-151149
	pCR to TR 33.806 on requirement on lock-out policy
	Nokia Networks, Alcatel-Lucent
	approved
	S3-151037
	-

	S3-151150
	pCR to TR 33.806 on merging requirements on authorization and access control
	Nokia Networks, Alcatel-Lucent
	approved
	S3-151038
	-

	S3-151151
	Draft TR 33.916
	Rapporteur
	approved
	-
	-

	S3-151152
	Draft TR 33.806
	Rapporteur
	approved
	-
	-

	S3-151153
	Corrections on SCG security algorithm negotiation
	Huawei, HiSilicon
	agreed
	S3-151070
	-

	S3-151154
	Additions to Annex D related to new test cases
	Telecom Italia S.p.A
	approved
	S3-151027
	-

	S3-151155
	Adding a new Annex (Annex D) to collect all test cases - Updated
	Telecom Italia S.p.A
	approved
	S3-151129
	-

	S3-151156
	pCR to TR 33.806 clause B.3.4.1
	Deutsche Telekom AG
	approved
	S3-151021
	-

	S3-151157
	pCR to TR 33.806 clause B.3.4.2
	Deutsche Telekom AG
	approved
	S3-151022
	-

	S3-151158
	pCR SCAS Clarification/Improvements of logging requirements
	Ericsson
	approved
	S3-151018
	-

	S3-151159
	pCR SCAS Clarification/Improvements of traffic separation requirements
	Ericsson
	approved
	S3-151019
	-

	S3-151160
	Study item on Cellular IoT
	Vodafone
	noted
	-
	-

	S3-151161
	LS_out_SA3 to RAN2_Reply LS on RAN2 agreements for Dual Connectivity
	Huawei, HiSilicon
	approved
	S3-151072
	-

	S3-151162
	LS to SA1 on end-to-end WebRTC security requirements in LI specs
	Alcatel-Lucent
	approved
	-
	-

	S3-151163
	Solving the first Editor Note in section 6.3.2.2 of TR 33.872
	Alcatel Lucent
	approved
	S3-151085
	-

	S3-151164
	Solving the third Editor Note in section 6.3.2.2 of TR 33.872
	Alcatel Lucent
	noted
	S3-151092
	-

	S3-151165
	Removing all the Editor's notes in 6.3.2.2 of TR 33.872
	Alcatel Lucent
	approved
	S3-151097
	-

	S3-151166
	Discovery Slot Clarification
	Huawei, HiSilicon
	agreed
	S3-151055
	-

	S3-151167
	Security information in PDCP Header
	Samsung
	agreed
	S3-151107
	-

	S3-151168
	new draft TR 33.872 WebRTC
	Rapporteur
	approved
	-
	-

	S3-151169
	new draft TR 33.833 ProSe
	Rapporteur
	approved
	-
	-

	S3-151170
	Authorisation for restricted ProSe direct discovery
	Huawei, HiSilicon
	approved
	S3-151053
	-

	S3-151171
	Adding a solution for restricted direct discovery to TR 33.833
	Qualcomm Incorporated
	approved
	S3-151117
	-

	S3-151172
	pCR for a security solution for Restricted Direct Discovery using Model
	Ericsson
	approved
	S3-151118
	-

	S3-151173
	Proposal to re-use security solution for ProSe Open Direct Discovery for Restricted Direct Discovery
	Ericsson
	approved
	S3-151124
	-

	S3-151174
	Security Requirements for Out-Of-Coverage Discovery
	Samsung
	approved
	S3-151108
	-

	S3-151175
	Solution for Out-Of-Coverage Discovery
	Samsung
	approved
	S3-151109
	-

	S3-151176
	Solutions analysis of DOS attack in registration procedure
	China Mobile
	approved
	S3-151071
	-

	S3-151177
	Draft TR 33.879 MCPTT
	Rapporteur
	approved
	-
	-

	S3-151178
	Proposed Scope for MCPTT TR
	CESG
	approved
	S3-151044
	-

	S3-151179
	Identification of MCPTT Assets
	CESG
	approved
	S3-151126
	-

	S3-151180
	General security requirements for MCPTT
	Huawei, HiSilicon
	approved
	S3-151074
	-

	S3-151181
	Reply LS to TCG
	Interdigital
	approved
	-
	-

	S3-151182
	One-to-one security for ProSe
	Ericsson
	approved
	S3-151102
	-

	S3-151183
	Adding a MIC Check timer to direct discovery procedures
	Qualcomm Incorporated
	agreed
	S3-151114
	-

	S3-151184
	ProSe 33 833 Clarification to traditional RN
	Nokia Networks
	approved
	S3-151086
	-

	S3-151185
	security for One-to-one Relays
	ZTE Corporation, China Unicom
	approved
	S3-151080
	-

	S3-151186
	UE-to-network relay security for ProSe
	Ericsson
	approved
	S3-151101
	-

	S3-151187
	Reply to: LS on UE-based procedure with USAT application pairing
	Ericsson
	approved
	-
	-

	S3-151188
	USAT Pairing update
	Gemalto, Oberthur
	agreed
	S3-151041
	-

	S3-151189
	new draft TR 33.889
	Rapporteur
	approved
	-
	-

	S3-151190
	AESE: Solution for using OMA-ER-Autho4API for securing SCEF A2 and A3 interfaces
	Ericsson
	approved
	S3-151099
	-

	S3-151191
	Key issue for MONTE on privacy of UE location information
	Ericsson
	approved
	S3-151103
	-

	S3-151192
	pCR to TR 33.806 on requirements for user identities
	Huawei, HiSilicon
	approved
	S3-151064
	-

	S3-151193
	[MTCe] group authentication mechanism
	China Mobile
	noted
	S3-151076
	-

	S3-151194
	Aligning Network based protection for cell broadcast with SA2 TR 23.769
	Samsung
	approved
	S3-151106
	-

	S3-151195
	Living document on IoT
	Nokia Networks
	noted
	S3-151122
	-

	S3-151196
	Mandatory support of mutual authentication
	Huawei, HiSilicon,Vodafone
	revised
	S3-151059
	S3-151195

	S3-151197
	Dicsussion of encryption algorithms for cellular IoT UE
	Huawei, HiSilicon, China Unicom
	revised
	S3-151057
	S3-151195

	S3-151198
	LS on cellular IoT
	Qualcomm
	approved
	-
	-

	S3-151199
	Discussion of integrity protection for cellular IoT UE
	Huawei, HiSilicon, China Unicom
	revised
	S3-151056
	S3-151195

	S3-151200
	Update to living document on security enhancements for Cellular Internet of Things
	Nokia Networks
	revised
	S3-151122
	S3-151195

	S3-151201
	LS to SA on work split for cellular IoT study
	NTT-Docomo
	approved
	-
	-

	S3-151202
	New Study Item for Security Aspects of Isolated E-UTRAN Operation for Public Safety
	General Dynamics UK Ltd.
	agreed
	S3-151110
	-

	S3-151203
	Outline TR for Study on Isolated E-UTRAN Operation for Public Safety: Security aspects
	General Dynamics UK Ltd.
	approved
	S3-151112
	-

	S3-151204
	Clarification of one-to-many requirements
	Ericsson
	agreed
	S3-151089
	-

	S3-151205
	Definitions of identity and identifiable
	China Unicom, ZTE Corporation
	approved
	S3-151061
	-

	S3-151206
	Draft TR 33.849
	Rapporteur
	approved
	-
	-

	S3-151207
	Key issue- user privacy preference
	China Unicom, ZTE Corporation
	approved
	S3-151069
	-

	S3-151208
	Privacy identification process
	China Unicom, ZTE Corporation
	approved
	S3-151066
	-

	S3-151209
	Privacy guidelines for the third party service providers
	China Unicom, ZTE Corporation
	approved
	S3-151068
	-

	S3-151210
	Work Plan input from the Rapporteurs
	ETSI Secretariat
	noted
	S3-151042
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-151041
	USAT Pairing update
	Gemalto, Morpho,Oberthur
	33.187
	0002
	-
	Rel-12
	F
	MTCe
	revised

	S3-151188
	USAT Pairing update
	Gemalto, Oberthur
	33.187
	0002
	1
	Rel-12
	F
	MTCe
	agreed

	S3-151054
	ProSe Counter
	Huawei, HiSilicon
	33.303
	0051
	-
	Rel-12
	F
	ProSe
	noted

	S3-151055
	Discovery Slot Clarification
	Huawei, HiSilicon
	33.303
	0052
	-
	Rel-12
	F
	ProSe
	revised

	S3-151166
	Discovery Slot Clarification
	Huawei, HiSilicon
	33.303
	0052
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151083
	Clarifying PTK Identity description in TS 33.303
	Ericsson
	33.303
	0053
	-
	Rel-12
	F
	ProSe
	agreed

	S3-151089
	Clarification of one-to-many requirements
	Ericsson
	33.303
	0054
	-
	Rel-12
	F
	ProSe
	revised

	S3-151204
	Clarification of one-to-many requirements
	Ericsson
	33.303
	0054
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151107
	Security information in PDCP Header
	Samsung
	33.303
	0055
	-
	Rel-12
	F
	Prose
	revised

	S3-151167
	Security information in PDCP Header
	Samsung
	33.303
	0055
	1
	Rel-12
	F
	Prose
	agreed

	S3-151114
	Adding a MIC Check timer to direct discovery procedures
	Qualcomm Incorporated
	33.303
	0056
	-
	Rel-12
	F
	ProSe
	revised

	S3-151183
	Adding a MIC Check timer to direct discovery procedures
	Qualcomm Incorporated
	33.303
	0056
	1
	Rel-12
	F
	ProSe
	agreed

	S3-151070
	Correntions on SCG security algorithm negotiation
	Huawei, HiSilicon
	33.401
	0546
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-151153
	Correntions on SCG security algorithm negotiation
	Huawei, HiSilicon
	33.401
	0546
	1
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-151048
	draft_ CR to 33.401 corresponding to RAN2 LS S3-151011
	Alcatel-Lucent
	TS 33.401
	-
	-
	Rel-12
	F
	LTE_SC_enh_dualC-Core
	revised


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-151005
	
	Reply LS on UICC Access Optimization
	C6-140686
	noted
	

	S3-151006
	
	LS on UE-based procedure with USAT application pairing
	C6-140730
	replied to
	S3-151187

	S3-151007
	
	LS on Security Framework for Cellular IoT
	GP-140717
	noted
	

	S3-151008
	
	Reply LS on new work item on simple encryption procedure for IoT device security
	GP-140967
	noted
	

	S3-151009
	
	Potential collaboration on Mobile-Edge Computing
	ETSI ISG MEC
	noted
	

	S3-151010
	
	LS on TLS and DTLS terminology
	ITU-T Q3/16
	replied to
	S3-151138

	S3-151011
	
	LS to SA3 on RAN2 agreements for Dual Connectivity
	R2-145367
	replied to
	S3-151161

	S3-151012
	
	Reply LS on Transferring Security Information in the PDCP Header
	R2-145415
	noted
	

	S3-151013
	
	LS on Network Access Algorithm Support for the Embedded UICC
	GSMA SIM Group and Security Group
	noted
	

	S3-151014
	
	Candidate Release Available
	OneM2M
	noted
	

	S3-151015
	
	LS on Establishment of new working group TSG SA WG6
	SP-140884
	noted
	

	S3-151016
	
	Liaison on Complete Platform Integrity for 3GPP Infrastructure
	TCG Trusted Mobility Solutions WG
	replied to
	S3-151017

	S3-151016
	
	Liaison on Complete Platform Integrity for 3GPP Infrastructure
	TCG Trusted Mobility Solutions WG
	replied to
	S3-151181

	S3-151130
	
	Reply LS on LI requirements for end-to-end WebRTC-IMS security
	S3i150060
	noted
	

	S3-151132
	
	LS related to Mobile VoIP IMS Roaming
	S3i150073
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-151138
	Reply to: LS on TLS and DTLS terminology
	ITU-T Q3/16
	CT3
	S3-151010

	S3-151161
	LS_out_SA3 to RAN2_Reply LS on RAN2 agreements for Dual Connectivity
	RAN2
	RAN3
	S3-151011

	S3-151162
	LS to SA1 on end-to-end WebRTC security requirements in LI specs
	SA1
	SA3-LI,SA2
	

	S3-151181
	Reply LS to TCG
	TCG
	-
	S3-151016

	S3-151187
	Reply to: LS on UE-based procedure with USAT application pairing
	CT6
	CT
	S3-151006

	S3-151198
	LS on cellular IoT
	GERAN2,SA1,SA2
	-
	

	S3-151201
	LS to SA on work split for cellular IoT study
	SA
	GERAN,SA1,SA2,GERAN2
	


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-151202
	New Study Item for Security Aspects of Isolated E-UTRAN Operation for Public Safety
	General Dynamics UK Ltd.
	new WID


Annex E: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	78/1
	7.11
	S3-151151
	Change "musts" into "shalls"
	Rapporteur
	2015-04-16


Annex F: List of participants

	Name
	Representing
	Status-Partner
	Ctry

	Adrangi, Farid (Mr.)
	Intel Corporation (UK) Ltd
	3GPPMEMBER (ETSI)
	FR

	Ai, Ming (Mr.)
	CATT
	3GPPMEMBER (ETSI)
	CN

	Alfano, Nicholas (Mr.)
	BlackBerry UK Limited
	3GPPMEMBER (ETSI)
	GB

	Allen, Andrew (Mr.)
	Research in Motion Japan Ltd.
	3GPPMEMBER (ARIB)
	US

	Blanchard, Colin (Mr.)
	BT Group Plc
	3GPPMEMBER (ETSI)
	GB

	Brusilovsky, Alec (Mr.)
	INTERDIGITAL COMMUNICATIONS
	3GPPMEMBER (ETSI)
	US

	Bykampadi, Nagendra (Mr.)
	Alcatel-Lucent
	3GPPMEMBER (ATIS)
	IN

	Calvez, Christophe (Mr.)
	Airbus Group SAS
	3GPPMEMBER (ETSI)
	FR

	Cano Soveri, Mirko (Mr.)
	ETSI
	3GPPORG_REP (ETSI)
	FR

	Castagno, Mauro (Mr.)
	TELECOM ITALIA S.p.A.
	3GPPMEMBER (ETSI)
	IT

	Chater-Lea, David (Mr.)
	Motorola Solutions UK Ltd.
	3GPPMEMBER (ETSI)
	GB

	Chen, Jing (Mr.)
	Huawei Technologies (UK)
	3GPPMEMBER (ETSI)
	 

	Cheng, Hong (Mr.)
	Qualcomm Korea
	3GPPMEMBER (TTA)
	US

	Chitturi, Suresh (Mr.)
	SAMSUNG Electronics Co., Ltd.
	3GPPMEMBER (ARIB)
	IN

	Dolly, Martin (Mr.)
	AT&T
	3GPPMEMBER (ATIS)
	US

	EL MOUMOUHI, Sanaa (Miss)
	Orange Spain
	3GPPMEMBER (ETSI)
	FR

	Escott, Adrian (Dr.)
	QUALCOMM UK Ltd
	3GPPMEMBER (ETSI)
	GB

	Faccin, Stefano (Mr.)
	Qualcomm Japan Inc
	3GPPMEMBER (ARIB)
	US

	Frankel, Sheila (Mrs.)
	U.S. Department of Commerce
	3GPPMEMBER (ATIS)
	 

	Gamishev, Todor (Mr.)
	ORANGE
	3GPPMEMBER (ETSI)
	FR

	Gao, Feng (Dr.)
	China Unicom
	3GPPMEMBER (CCSA)
	CN

	Guo, Ivy (Miss)
	China Mobile (Hangzhou) Inf.
	3GPPMEMBER (CCSA)
	 

	Gupta, Vivek (Mr.)
	Intel K.K.
	3GPPMEMBER (ARIB)
	FR

	Haigh, Peter (Mr.)
	CESG
	3GPPMEMBER (ETSI)
	GB

	Hickey, John (Mr.)
	Alcatel-Lucent Telecom Ltd
	3GPPMEMBER (ETSI)
	IE

	Horn, Guenther (Dr.)
	Nokia Networks
	3GPPMEMBER (ETSI)
	DE

	Ianev, Iskren (Mr.)
	NEC Corporation
	3GPPMEMBER (ETSI)
	 

	Ison, Graham (Mr.)
	THALES
	3GPPMEMBER (ETSI)
	GB

	Jain, Puneet (Mr.)
	Intel
	3GPPMEMBER (ATIS)
	US

	Jeong, Sangsoo (Dr.)
	Samsung Electronics Co., Ltd
	3GPPMEMBER (TTA)
	CN

	Jiang, Yi (Mr.)
	China Mobile International Ltd
	3GPPMEMBER (CCSA)
	CN

	Kiss, Krisztian (Mr.)
	Apple (UK) Limited
	3GPPMEMBER (ETSI)
	US

	Kohalmi, Steve (Mr.)
	Juniper Networks
	3GPPMEMBER (ETSI)
	US

	Korinek, Frank (Mr.)
	Motorola Solutions UK Ltd.
	3GPPMEMBER (ETSI)
	GB

	Leadbeater, Alex (Mr.)
	BT Group Plc
	3GPPMEMBER (ETSI)
	GB

	Lehtovirta, Vesa (Mr.)
	Ericsson LM
	3GPPMEMBER (ETSI)
	FI

	Li, Aihua (Mrs.)
	China Mobile Group Device Co.
	3GPPMEMBER (CCSA)
	CN

	Li, Zhendong (Mr.)
	Shenzhen ZTE Mobile Telecom
	3GPPMEMBER (CCSA)
	CN

	Liang, Huarui (Ms.)
	Apple Portugal
	3GPPMEMBER (ETSI)
	CN

	Mizikovsky, Semyon (Mr.)
	Alcatel-Lucent Shanghai Bell
	3GPPMEMBER (CCSA)
	US

	Mouafik, Ali-Amine (Mr.)
	Orange Slovakia
	3GPPMEMBER (ETSI)
	FR

	Mouquet, Antoine (Mr.)
	Orange Romania
	3GPPMEMBER (ETSI)
	FR

	Mustapha, Mona (Ms.)
	Vodafone Libertel BV
	3GPPMEMBER (ETSI)
	GB

	Nair, Suresh (Mr.)
	Alcatel-Lucent Deutschland AG
	3GPPMEMBER (ETSI)
	US

	Oprescu, Val (Mr.)
	Motorola Solutions Germany
	3GPPMEMBER (ETSI)
	US

	Palanigounder, Anand (Mr.)
	Qualcomm Europe Inc.(Italy)
	3GPPMEMBER (ETSI)
	US

	Pauliac, Mireille (Mrs.)
	Gemalto N.V.
	3GPPMEMBER (ETSI)
	FR

	PENG, Jin (Mr.)
	ZTE Corporation
	3GPPMEMBER (CCSA)
	CN

	Pfeffer, Katharina (Miss)
	Ericsson Limited
	3GPPMEMBER (ETSI)
	SE

	Piggin, Paul (Dr.)
	General Dynamics UK Limited
	3GPPMEMBER (ETSI)
	GB

	Prasad, Anand (Dr.)
	NEC Corporation
	3GPPMEMBER (TTC)
	JP

	Pudney, Chris (Mr.)
	VODAFONE España SA
	3GPPMEMBER (ETSI)
	GB

	Qi, Minpeng (Mr.)
	China Mobile (Suzhou) Software
	3GPPMEMBER (CCSA)
	CN

	Rajadurai, Rajavelsamy (Mr.)
	Samsung Telecommunications
	3GPPMEMBER (ATIS)
	IN

	Rayne, Mark (Dr.)
	Sepura PLC
	3GPPMEMBER (ETSI)
	GB

	Schroeder, Stefan (Mr.)
	T-Mobile Austria GmbH
	3GPPMEMBER (ETSI)
	DE

	Schumacher, Greg (Mr.)
	Sprint Corporation
	3GPPMEMBER (ATIS)
	US

	Shan, Changhong (Mr.)
	Intel China Ltd.
	3GPPMEMBER (CCSA)
	CN

	Soloway, Alan (Mr.)
	Qualcomm Incorporated
	3GPPMEMBER (ATIS)
	US

	Sun, Tao (Mr.)
	China Mobile E-Commerce Co.
	3GPPMEMBER (CCSA)
	US

	Teppo, Patrik (Mr.)
	Nanjing Ericsson Panda Com Ltd
	3GPPMEMBER (CCSA)
	FI

	Torvinen, Vesa (Mr.)
	Ericsson-LG Co., LTD
	3GPPMEMBER (TTA)
	FI

	Velev, Genadi (Mr.)
	NEC EUROPE LTD
	3GPPMEMBER (ETSI)
	DE

	Voskar, Paul (Mr.)
	Huawei Technologies (UK)
	3GPPMEMBER (ETSI)
	GB

	Wang, Haiguang (Dr.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	 

	Wang, Hucheng (Mr.)
	CATT
	3GPPMEMBER (CCSA)
	CN

	Whorlow, Colin (Mr.)
	HOME OFFICE
	3GPPMEMBER (ETSI)
	GB

	Won, Sung Hwan (Dr.)
	Samsung Electronics Co., Ltd
	3GPPMEMBER (TTA)
	KR

	Wong, Marcus (Mr.)
	Huawei Technologies Sweden AB
	3GPPMEMBER (ETSI)
	US

	Woodward, Tim (Mr.)
	Motorola Solutions Danmark A/S
	3GPPMEMBER (ETSI)
	US

	Xu, Yang (Mr.)
	CITC
	3GPPMEMBER (CCSA)
	 

	Ying, Jiangwei (Mr.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	 

	Zhang, Dajiang (Dr.)
	MICROSOFT EUROPE SARL
	3GPPMEMBER (ETSI)
	CN

	ZHANG, Xiaowei (Dr.)
	NEC EUROPE LTD
	3GPPMEMBER (ETSI)
	JP

	Zhang, Yi (Miss)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	CN

	Zisimopoulos, Haris (Mr.)
	Qualcomm Tech. Netherlands B.V
	3GPPMEMBER (ETSI)
	 

	Zugenmaier, Alf (Dr.)
	DOCOMO Communications Lab.
	3GPPMEMBER (ETSI)
	DE


Annex G: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#79
	20/04/2015 09:00:00
	24/04/2015 17:30:00
	Nanjing
	CN
	S3-79

	3GPPSA3#57-LI
	28/04/2015 09:00:00
	30/04/2015 17:30:00
	Nashville
	US
	S3-ah-31569

	3GPPSA3#58-LI
	14/07/2015 09:00:00
	16/07/2015 17:30:00
	Singapore
	SG
	S3-ah-31570

	3GPPSA3#80
	24/08/2015 09:00:00
	28/08/2015 17:30:00
	Tallinn
	EE
	S3-80

	3GPPSA3#59-LI
	27/10/2015 09:00:00
	29/10/2015 17:30:00
	US
	
	S3-ah-31571

	3GPPSA3#81
	09/11/2015 09:00:00
	13/11/2015 17:30:00
	Anaheim
	US
	S3-81

	3GPPSA3#82
	15/02/2016 09:00:00
	19/02/2016 17:30:00
	Dubrovnik
	CR
	S3-82

	3GPPSA3#83
	09/05/2016 09:00:00
	13/05/2016 17:30:00
	
	
	S3-83

	3GPPSA3#84
	25/07/2016 09:00:00
	29/07/2016 17:30:00
	
	
	S3-84

	3GPPSA3#85
	07/11/2016 09:00:00
	11/11/2016 17:30:00
	
	
	S3-85


Report prepared by: Mirko Cano

