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This contribution is to discuss the security between Isolated E-UTRAN and Ues connecting to the Isolated E-UTRAN for the backhaul-less scenarios.
Introduction

As described in the TS 22.346:

“The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Provision of these security features is required for:

-
UE to (N)eNB communication;

-
(N)eNB to (N)eNB communication;

-  UE to UE communication, i.e. for the case of ProSe operation within the Isolated E-UTRAN.”
“The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and Ues connecting to the Isolated E-UTRAN.”

In the limited bandwidth signalling only backhaul and limited bandwidth signalling and user data backhaul scenarios, existing 3GPP security mechanisms can be used and fulfil the security requirements, just as analysed in SA3-15xxxx. So we just consider the totally no backhaul scenarios.
This document analyses several potential solutions on the mutual authentication between UE and Isolated E-UTRAN for the backhaul-less scenarios. 
2.
Discussion for the IOPS No Backhaul case
2.1 Assumptions

In SA2#107 meeting, the approved document S2-150650 presents a solution based on Local EPC for No Backhaul case, and the approved document S2-150695 gives the definition of Local EPC in TR 23.797.
“Local EPC: the Local EPC is an entity which provides functionality that eNBs in IOPS mode of operation use, instead of the Macro EPC, in order to support public safety services.”Isolated E-UTRAN Operation is to support of mission critical network operation for Public Safety, so the Local EPC should be a subset of the Normal EPC to satisfy the requiremtns of the IOPS, for Public Safefy incidents do not always happen. 

It is assumed that a Local EPC within an Isolated E-UTRAN can be always reached by Public Safety UEs and (N)eNBs for IOPS mode of operation. From security point of view, the Local EPC instance also needs to contain the “HSS/AuC” function, and/or  the certificate validation capabilities. It is assumed that (N)eNBs communicating with Local EPC have been preprovisioned with operator certificate so that NDS/IP can be used.

In the contribution TS 22.346, the following requirement is descriped. 

“Existing 3GPP security mechanisms (including, but not necessarily limited to, ProSe security mechanisms) shall be reused whenever possible and appropriate.”
All the proposals and the reqirements are taken into consideration when we design the security solutions.
2.2 The mutual authentication between UE and Isolated E-UTRAN
The authentication method based on 3GPP AKA requires the UE and the network share the same secret key. If Local EPC has enough capability as the Normal EPC in terms of HSS/AuC function, then local EPC can run existing 3GPP AKA  for IOPS using separate secret key and AVs from the legacy AKAs. This layer of separating IOPS and LTE credentials have the benefit of added security of compromised IOPS credentials will not impact normal/legacy AKA credentials.  However, providing a unique, separate secret key for every Public Safety UE in Local EPC is almost unacceptable, as the burden of Local EPC may be too heavy. So we have to make a compromise between security and the architect and capability.

Solution 1: Authenticaion based on existing 3GPP AKA

All the Isolated E-UTRANs and the Public Safety UEs connecting to them share the same K’, and reuse the existing 3GPP AKA procedure and security mode setup procedure. Considering that the security of credentials shall not be compromised by solutions for Isolated E-UTRAN option, so the secret K’ is a separate key used only in IOPS mode of operation, which is different from Normal EPC connection.
Obviously the level of security is low, in case one of the Public Safety UEs is compromised, the secret K’ is leaked, then the security of the whole system is broken down. In order to minimise the affected scope of the compromise of secret K’, all the Public Safety UEs can be divided into many proper groups, each groups share the same secret K’ for authentication, and all the different secret K’s of above groups are configured in all the Isolated E-UTRANs. How groups are formed is outside the scope of 3GPP. The group is used only due to the above reasons (i.e. to minimize the synchronization issue), and has nothing to do how/or whether the groups are formed based on business reasons.

It’s easy to deploy the secret K’ in all the Public Safety UEs and Isolated E-UTRANs, and with little changes except an additional secret key(s) is needed. However, the reuse of authentication vectors can’t be prevented. For existing 3GPP AKA procedure, the HSS keeps an SQNHE for each UE with a unique K, and the UE keeps an SQNMS. The UE use SQNMS and the SQN retrieved from the authentication vector to verify the authentication vectors’s freshness by verifying thart the received SQN is in the correct range. In this solution, all Public Safety UEs share the same K’ and a result shared the same SQNHE among the Public Safety UEs. But since theSQNMS kept in each Public Safety UE can’t be synchronized, then the Public Safety UE can not judge whther the authentication vector was used by another UE. 

Solution 2: Authentication is based on certificate. 
All the Public Safety UEs are pre-configured with a unique certificate signed by the operator, and Isolated E-UTRANs are also pre-configured an operator root certificate. Mutual authentication is performed by authenticating the certificate of the Public Safety UE and the Isolated E-UTRAN. Security algorithms agreement is achieved during the authentication. After successful mutual authentication, Isolated E-UTRAN generates a session key. The session key should be ciphered with the public key of the Public Safety UE and signed with the Isolated E-UTRAN private key, and then delivered the Public Safety UEs of the same group for secure communication.

As certificate authentication is generally run in the application layer, so we must consider how to skip authentication and Security Mode Setup and inform the NAS layer when authentication fails in application. For the first problem, it requires Isolated E-UTRAN to skip authentication and Security Mode Setup like non-authenticated emergency service. For the second, it requires application layer to inform NAS the authentication fails and perform Detach procedure, for example by AT commands. The EMM Cause in Detach request can indicate above Detach reason.

Solution 3: Combined authentication.
 Solution 2 and Solution 1 can also combine to improve the security level.

3.
Proposal

It is kindly proposed to including the Group Regroup procedures into TR 33.997.
******************************************Begin of the First change*************************************************

6.X
Solution X: Security between Public Safety UEs and Isolated EUTRAN without backhual

6.X.1
General
Isolated E-UTRAN Operation is to support of mission critical network operation for Public Safety, so the Local EPC should be a subset of the Normal EPC to satisfy the requiremtns of the IOPS, for Public Safefy incidents do not always happen.
The Authentication method based on 3GPP AKA requests the UE and the network share the same secret key. If Local EPC has enough capability as the Normal EPC for HSS/AuC function, then existing 3GPP AKA is fully competent with a separate secret key, which is different form the K from Normal EPC, in order to protect the security of credentials from being compromised by solutions for Isolated E-UTRAN operation. However, providing a unique secret key for every Public Safety UE in Local EPC is almost unacceptable, for the burden of Local EPC may be too heavy. So we have to make a compromise between security and the architect and capability.

It is assumed that a Local EPC within an Isolated E-UTRAN can be always reached by Public Safety UEs and (N)eNBs for IOPS mode of operation.From secure views, the Local EPC instance also needs to contain the “HSS/AuC” function, and also the provision and validation of certificates. And existing 3GPP security mechanisms shall be reused whenever possible and appropriate.
6.X.2
Overview of solution
The Authentication method based on 3GPP AKA requests the UE and the network share the same secret key. If Local EPC has enough capability as the Normal EPC for HSS/AuC function, then existing 3GPP AKA is fully competent with a separate secret key, which is different form the K from Normal EPC, in order to protect the security of credentials from being compromised by solutions for Isolated E-UTRAN operation. However, providing a unique secret key for every Public Safety UE in Local EPC is almost unacceptable, for the burden of Local EPC may be too heavy. So we have to make a compromise between security and the architect and capability.
This solution decribled in this clause is based the existing 3GPP AKA and the certificate.

6.X.3
Solution description
6.X.3.1 Authenticaion based on existing 3GPP AKA
All the Isolated E-UTRANs and the Public Safety UEs connecting to them share the same K’, and reuse the existing 3GPP AKA procedure and security mode setup procedure. Considering that the security of credentials shall not be compromised by solutions for Isolated E-UTRAN option, so the secret K’ is a separate key used only in IOPS mode of operation, which is different from Normal EPC connection.
Furthermore, all the Public Safety UEs can be divided into proper groups, each group shares the same secret K’ for authentication, and all the different secret K’ of above groups are configured in all the Isolated E-UTRANs. The Isolated EUTRAN should keep the relationship of the groups, the members in one group, and the secret K’used in the group.  When Isolated EUTRAN generates authentication vectors, it retrieves the secret K’ with the identity of the UEsand reuses the existing 3GPP AKA procedure and security mode setup procedure.  What should be emphasized that the groups is used only due to minimise the affected scope of the compromise of secret K’ compared with the solution decribled in 6.X.3.2, and has nothing to do with the business groups.

6.X.3.2 Authentication based on certificate
All the Public Safety UEs are pre-configured with a certificate such as the root certificate of the operators, and Isolated E-UTRANs are also pre-configured with a certificate. Mutual authentication is performed by authenticating the certificate of the Public Safety UE and the Isolated E-UTRAN. Security algorithms agreement is achieved during the authentication. After successful mutual authentication, Isolated E-UTRAN generates a session key. The session key should be ciphered with the public key of the Public Safety UE and signed with the Isolated E-UTRAN private key, and then delivered the Public Safety UEs of the same group for secure communication.

As certificate is generally run in the application layer, so it skips authentication and Security Mode Setup like non-authenticated emergency service, and inform the NAS layer to initate Detach procedure when authentication fails in application. The EMM Cause in Detach request can indicate above Detach reason.

6.X.3.3 Combined Solution

The solutions describled above can also combine to improve the security level.

6.X.4
Solution evaluation

Editor’s note:
The fulfilment of requirements in clause 6.x will be evaluated. 
6.X.5
Solution analysis

Editor’s note:
The fulfilment of requirements in clause 6.x will be analysized. 
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