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Abstract of the contribution: This contribution proposes to clarify the requirements on Protecting data and information and move the improved requirements to annex B.
1 Introduction 
This contribution proposes to improve the requirements text and move the requirement from Annex C.6.4 to Annex B.3.7.1.
2 Discussion
According to the editor’s note in section B.3.7.1 both requirements from clause 6.7 and DT requirement 3.42-7 should be considered in this section. The requirements from clause 6.7 have been moved to other places in Annex B so there is an overlap between the requirement 3.42-7 and B.3.3.2.3. The issue was discussed during one of the conference calls for SCAS work item and the proposal was to now add the requirement in B.3.7.1. Instead we should add a reference to B.3.3.2.3 from B.3.7.1.

3 Proposals
As discussed in clause 2.
4 pCR 

***
BEGIN CHANGES
***
B.3.7.1 
Protection of Data and Information


Please refer to clause B.3.3.2.3 for requirements on protection of data and information.
***
NEXT CHANGE
***
C.6.4.
Protecting data and information


 Req 3.42-7            Encrypted protocols must be used for management.

Access to management services may only take place by means of secure protocols (e.g., SSHv2, HTTPS or SNMPv3). This is necessary because when accessing management services of a network device, data requiring protection such as user names, passwords or configuration data is transmitted. In addition, the use of encrypted protocols is also ne­ cessary for the transmission of new operating system versions and for updates and patches, etc.

Motivation: When plain text protocols such as Telnet, HTTP, FTP, TFTP or SNMP (version 1 and 2) are used for the management of network devices, an attacker record and manipulate data or posibbly highjack the current session. In his next step, he can then use the information gained for attacks on the network device.

For this requirement the following threats are relevant:

· Unauthorized access or tapping of data

· Unauthorized modification of data

· Attacks motivated and facilitated by information disclosure or visible security weaknesses

***
END OF CHANGES
***
�Covered by B.3.7.1 which refers to B.3.3.2.3





