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Abstract of the contribution: This contribution proposes some high level flows that could be common to all uses of one-to-one security 
Introduction
In the SA2 TS 23.713, it is proposed to use the one-one communication for both the one-to-one ProSe Direct Communication and the ProSe UE-Network Relay uses cases (see clauses 7.1.2 and 7.2.2 respectively). From a security perspective, the solution to these case may need to rely on different models of establishing the keys, (e.g. general one-to-one communications cannot use a server in the network, whereas the ProSe UE-network relay case could have the network involved). This contribution proposes to separate the establishment of the security to involve two steps, namely key establishment and then security context set-up, with the second step be common to all use cases.
Discussion 

A major difference between the security of direct communication between LTE UEs and regular LTE communications between the UE and network is that in the former there is only one endpoint for the signalling. This suggests that having only one layer of security that is very similar to the RAN layer security that is in standard LTE would be appropriate.

One consequence of the above decision is that there can be no protection of the initial message. This is not a problem if the content of those messages is used only to establish the security. Another consequence of not having a NAS like security in ProSe is the derivation of fresh keys for the RAN security can not use NAS COUNTs. It is proposed to replace these with NONCEs from both sides. Like in standard LTE, there is will be a key set identifier, called a DKSI associated with the D2D root key, called KD, of the security context, and these play the same roles as eKSI and KASME in standard LTE. KD is generated per pair of UEs.
The list of security parameters is broken down into three sets to reflect the parameters needed for the following states (each state is with respect to a particular other UE):

· D2D-Null: the UE has everything it needs to start the process of communicating with another UE, but no security parameters or any info about the other UE.

· D2D-Idle: the UE has connected to another UE and retained some security parameters for use with that UE.
· D2D-Connected: the UE is actually connected to another UE and transmitting and/or receiving data.
Stored parameters while in D2D-Null are as follows:
· D2D authorization parameters that give the UE permission to use D2D direct communications

· Set of security algorithms that it is willing to use for direct connections – this may be reduced from complete set supported by the UE by the authorization parameters ruling out some algorithms, e.g. Null confidentiality only

· The material that will be used to establish the keys between UEs
Stored parameters while in D2D-Idle are as follows:
· Everything from D2D-Null 

· Key set identifier, DKSI, which plays the role of eKSI in LTE

· D2D Root key, KD, which plays of the role of KASME in LTE

Stored parameters while in D2D-Connected are as follows:
· Everything from D2D-Idle 

· (At least held implicitly), a pair of NONCES (one from each UE) that are used to calculate KD-sess : 
· KD-SESS, the session key to be used for deriving further keys to protect the traffic between UEs – this is the equivalent of KeNB from LTE

· The confidentiality and integrity algorithms that are chosen to protect the traffic between UEs

· The keys that are used in the above algorithms

· The PDCP counts or ProSe equivalent parameters that are used at the RAN layer as inputs to the ciphering and integrity algorithms

The establishment of security then follows a Direct Communication Request (see clause 7.1.2.1 of TR 23.713) as shown in the following figure.


[image: image1.emf]UE_1 UE_2

1. Direct Communication Request

2. Optional Key Establishment

3. Direct Security Mode Command

4. Direct Security Mode Complete


Figure: Direct Security mode procedure

1. UE_1 has sent a Direct Communication Request (see TR 23.713) to UE_2. This message includes Nonce_1 (for session key generation), Supported_algs (the list of algorithms that UE_1 is OK to use in this connection) and Key_creation_data (information needed to determine the method of key generation - the details of this are FFS). The Key_creation_data contains a DKSI from a previous connection between the UEs if UE_1 has one such stored context.
2. UE_2 may initiate a Key establishment procedure with UE_1. This is mandatory if the UE_2 does not have a DKSI and KD pair and signalling is needed to establish the keys for the particular use case. 
3. UE_2 sends the Direct Security Mode Command to UE_1. It includes the DKSI to indicate which KD to use, Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. UE_2 also returns the Supported_algs parameter and part of the Key_creation_data to protect them from man-in-the-middle attacks. UE_1 will not accept a Direct Security Mode Command if the Supported_algs parameter is different from what it sent in step 1. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 and then derives the confidentiality and integrity keys based on the chosen algorithms. UE_2 then integrity protects the Direct Security Mode Command before sending it to UE_1. UE_1 performs the same key calculation and checks the integrity of the message before accepting it.

4. UE_1 sends an integrity protected Direct Security Mode Complete message to UE_2. After this, all messages are integrity and confidentiality protected with the exception of rekeying messages (if it is decided such messages are necessary).
Discussion 

It is proposed that SA3 include the following pCR to TR 33.833 that captures the above discussion.
Proposed pCR

8.2.2
Solution for one-to-one communications with both UEs out of coverage
8.2.2.X
Solution 8.2.2.X: General security establishment for one-to-one communications
8.2.2.X.1
Solution overview

This solution show a method of establishing the security for on-to-one commuications that could be used for all cases that one-to-one communication is used.  

8.2.2.X.2
Solution description

Like in standard LTE, there is will be a key set identifier, called a DKSI associated with the D2D root key, called KD, of the security context, and these play the same roles as eKSI and KASME in standard LTE. KD is generated per pair of UEs. It is proposed to use Nonces to ensure fresh keys at each connection.

The list of security parameters is broken down into three sets to reflect the parameters needed for the following states (each state is with respect to a particular other UE):

· D2D-Provisioned-Security: the UE has everything it needs to start the process of communicating with another UE, but no security parameters or any info about the other UE.

· D2D-Partial-Security: the UE has connected to another UE and retained some security parameters for use with that UE.
· D2D-Full-Security: the UE is actually connected to another UE and transmitting and/or receiving data.
· Editor’s Note: This breakdown of states would need to be aligned with any SA2 and/or RAN work. It is included here at this stage to help with the description of proposed solution.
Stored parameters while in D2D-Provisioned-Security are as follows:
· D2D authorization parameters that give the UE permission to use D2D direct communications

· Set of security algorithms that it is willing to use for direct connections – this may be reduced from complete set supported by the UE by the authorization parameters ruling out some algorithms, e.g. Null confidentiality only

· The material that will be used to establish the keys between UEs
Stored parameters while in D2D-Partial-Security are as follows:
· Everything from D2D-Provisioned-Security 

· Key set identifier, DKSI, which plays the role of eKSI in LTE

· D2D Root key, KD, which plays of the role of KASME in LTE

Stored parameters while in D2D-Full-Security are as follows:
· Everything from D2D-Partial-Security 

· (At least held implicitly), a pair of NONCES (one from each UE) that are used to calculate KD-sess : 
· KD-SESS, the session key to be used for deriving further keys to protect the traffic between UEs – this is the equivalent of KeNB from LTE

· The confidentiality and integrity algorithms that are chosen to protect the traffic between UEs

· The keys that are used in the above algorithms

· The PDCP counts or ProSe equivalent parameters that are used at the RAN layer as inputs to the ciphering and integrity algorithms
8.2.2.X.3 Security procedures

The establishment of security then follows a Direct Communication Request (see clause 7.1.2.1 of TR 23.713[33]) as shown in figure 8.2.2.X.3-1.
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Figure 8.2.2.X.3-1: Direct Security mode procedure
1. UE_1 has sent a Direct Communication Request (see TR 23.713) to UE_2. This message includes Nonce_1 (for session key generation), Supported_algs (the list of algorithms that UE_1 is OK to use in this connection) and Key_creation_data (information needed to determine the method of key generation - the details of this are FFS). The Key_creation_data contains a DKSI from a previous connection between the UEs if UE_1 has one such stored context.
2. Editor’s note: Identities related to user may be included in the Direct Commuication Request where these identities help identify the keying material that will be used to establish the secure session, e.g. if the one-to-many communications key PGK is used to establish the secuirity, then Group ID would be included in the Direct Communication Request.
3. UE_2 may initiate a Key establishment procedure with UE_1. This is mandatory if the UE_2 does not have a DKSI and KD pair and signalling is needed to establish the keys for the particular use case. 

4. UE_2 sends the Direct Security Mode Command to UE_1. It includes the DKSI to indicate which KD to use, Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. UE_2 also returns the Supported_algs parameter and part of the Key_creation_data to protect them from man-in-the-middle attacks. UE_1 will not accept a Direct Security Mode Command if the Supported_algs parameter is different from what it sent in step 1. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 and then derives the confidentiality and integrity keys based on the chosen algorithms. UE_2 then integrity protects the Direct Security Mode Command before sending it to UE_1. UE_1 performs the same key calculation and checks the integrity of the message before accepting it.

5. UE_1 sends an integrity protected Direct Security Mode Complete message to UE_2. After this, all messages are integrity and confidentiality protected with the exception of rekeying messages (if it is decided such messages are necessary).
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