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Abstract of the contribution:

The present contribution provides Telecom Italia’s comments on the TD S3-151349 and proposes some changes accordingly. 

1 Discussion 
Referring to the GTP-C Filtering requirement, Telecom Italia proposes:
· To move upwards the text of the NOTE 3 (of TD S3-151349) directly into the requirement description, to provide more details and to avoid a too generic requirement.
· To add explicit guidances within the requirement about the possible actions to be supported by the MME and configurable on the MME when the check is satisfied. 
Moreover, a few other changes are proposed for the remaining part, provided that the requirement GTP-C Filtering is agreed as “conditional”, as proposed by TD S3-151349. 
Referring to this last aspect, in fact Telecom Italia is concerned about this because with the current wording:
1. It is left open the possibility that a separate entity needs to be deployed to provide this security functionality when it could be directed implemented on the MME. 
2. This work is related to the MME and we are introducing requirements and dependences to external entities and to deployment environment.

According to this, Telecom Italia believes that this requirement should rather  be mandated to the MME and then Telecom Italia proposes to remove the word “conditionally” from the sentence “The following capability is conditionally required”. If SA3 agree on this proposal, then the whole final part of the requirement description should also be removed, to be consistent.  
The above listed proposed changes are shown as revision marks against TD S3-151349 (see below).   
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+++START OF CHANGES +++
[bookmark: _Toc404333603][bookmark: _Toc404333848][bookmark: _Toc404714156][bookmark: _Toc411028263][bookmark: _Toc411029470]B.3.7.2 	Protecting availability and integrity
Editor’s note: relates to Req 3.42-15 in DT’s catalogue, no equivalent in main body of TR.  
B.3.7.2.x	GTP-C Filtering
Requirement Name: GTP-C Filtering
Requirement Reference: to be done later
Requirement Description:
The following capability is conditionally required:
· For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorised to send a message pertaining to this protocol. This check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
· At least the following actions should be supported when the check is satisfied:	Comment by D'Alessandro Rosalia: Guidances proposed by TI
· Discard: the matching message is discarded
· Accept: the matching message is accepted
· Account: the matching message is  i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 	Comment by D'Alessandro Rosalia: If SA3 agrees to remove the “conditional”than  this whole part should be removed accordingly, to be consistent.   
· The MME supports the capability described above and this is stated in the product documentation.
· ,The MME product documentation states that the capability is not supported and that the MME needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 1: Such a separate entity could e.g. be a GTP Firewall. 
NOTE 2: Test cases for this separate entity are not provided in the present document, but are believed to be similar to them.
Threat References: tba
Security Objective references: tba.
Test case: TBD

+++END OF CHANGES to Annex B +++

