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Abstract of the contribution:

This contribution proposes threats relating to impersonation as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation
1. Introduction 

There are a number of threats against the MCPTT DMO service.  This contribution proposes capturing the threats related to impersonation in the form of a pCR.
2. Threat opportunities 
If impersonation of a valid MCPTT DMO user can be achieved by an attacker, the attacker can generate false messages to misdirect other users, can eavesdrop on traffic, and can generally disrupt the operation of the MCPTT DMO service.  The attacker could try and achieve this by impersonating a valid UE, or could try and set up a false group to attract valid DMO users and misinform them through its use.  An attacker could create a fake eNodeB that would attract off-network UEs to switch to on-network mode, effectively disabling DMO communications.  An attacker could also impersonate a valid on-network or off-network relay and intercept communications sent through that relay.  In addition, the attacker could perform a man in the middle attack by inserting himself in the path between DMO users, e.g. for the purposes of eavesdropping or misdirection.  Alternatively if a valid MCPTT UE can be stolen and an attacker could gain access to the MCPTT DMO service, the attacker can impersonate the valid user until the theft is discovered.
3. Proposal 

The following text is proposed to include these threats in the MCPTT TR.
**********************************Start of First Change**************************************

5.x.x
Key Issue # x.x: Off-Network Operation: impersonation
5.x.x.1
Issue details
An imposter may attempt to impersonate a valid MCPTT user for the purposes of fraud, misinformation or eavesdropping.
5.x.x.2
Security threats
a) Impersonation of individual user

Adversary masquerades as a valid MCPTT DMO user, advertising himself to other DMO users for purposes of fraud, misdirection, etc.
b) Impersonation of network equipment

Adversary uses unauthorized equipment that produces over the air signalling which mimics on-network signalling and draws MCPTT UEs away from DMO.

c)
Impersonation of relay equipment

Adversary impersonates a valid on-network or off-nework relay equipment for the purpose of intercepting or misdirecting user communications.
d) Man in the middle attack 

An attacker inserts himself between two off-network MCPTT UEs to intercept DMO transmissions and obtaining information, generating false calls, denying service, or modifying the security of the DMO service, e.g. force the user to negotiate a lower security level.

e) Misuse of client terminal

A client terminal is stolen (which may still be logged on to the service), or illegally loaned, and used to receive or generate DMO communications whilst purporting to be the valid user.  Credentials could be obtained from a stolen terminal and used to impersonate the valid user, even after the terminal has been recovered.
5.x.x.3
Security requirements
a) MCPTT off-nework UEs should be explicitly or implicity authenticated to each other.

b) MCPTT off-network UEs and MCPTT relays should be explicitly or implicitly authenticated to each other.

c) The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.

**********************************End of First Change***************************************
