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Abstract of the contribution:

This contribution proposes threats relating to eavesdropping as a key issue for off-network (Direct Mode Operation or DMO) MCPTT operation
1. Introduction 

There are a number of threats against an MCPTT service.  This contribution proposes capturing the threats related to eavesdropping of user traffic during off-network (Direct Mode Operation or DMO) operation in the form of a pCR.
2. Threat opportunities 
Eavesdropping of DMO traffic between UEs could occur at the air interface.
3. Proposal 

The following text is proposed to include these threats in the MCPTT TR.
**********************************Start of First Change**************************************

5.x.x
Key Issue # x.x: Off-Network Operation: interception of user traffic
5.x.x.1
Issue details
DMO signalling or traffic between UEs is at risk of interception, thereby compromising information appertaining to user identities and ongoing operations.  Location information may be especially sensitive.
5.x.x.2
Security threats
a) Eavesdropping at air interface 

Signalling and traffic information, including location information, is recovered by an adversary using a radio receiver.  Adversary could be any member of the public.

5.x.x.3
Security requirements
a) The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs, including where relays are used.
b) The MCPTT Service shall provide end-to-end confidentiality of location information, including where relays are used.

**********************************End of First Change***************************************

