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Abstract of the contribution: This contribution discusses handling of threats in Sections 5.4.2.9 and 5.4.2.10.
1 Introduction 
This contribution proposes to add commenting to threats T9 and T10 that they have been sufficiently addressed in current Annex A.

2 Discussion
2.1 Threats T9

T9 deals with DoS. A.7 addresses various aspects of DoS, including DoS by compromised UE, bad implementation,  and insecure network services. Since T9 does not go into specifically what the actual attack or threat is, A.7 should be sufficient in captured T9.
2.2 Threat T10

T10 deals with Elevation of Privilege. A.8.1 describes exactly an unauthorized internal user gaining higher privilege than he is authorized for gaining system access to the MME. This describes T10 completely that therefore T10 should be considered sufficiently captures by A.8, and more precisely, A.8.1.
2.3 Proposal

It is proposed to add comments to 5.4.2.9 and 5.4.2.10 that the threats have been mapped to Annex A.
3 pCR
***
BEGIN CHANGES
***
5.4.2.9
T9 Denial of Service
-
Threat Name: Denial of Service


-
Threat Reference: to be done later 

-
Threat Category: DoS 

-
Threat Description: An insider or external attacker can make the MME unavailable using different types of  attacks (e.g. exploitation of known vulnerabilities, insider attacks, etc.).Threatened Asset: all critical asset in the MME as listed in 5.2 including hardware asset.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset

-
Threat Relevance: Mitigate


Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.

Editor's Note: Which security objectives this threat is mapped to is ffs. 
5.4.2.10
T10 Elevation of privilege
-
Threat Name: Elevation of privilege
-
Threat Reference: to be done later 

-
Threat Category: Elevation of privileges 

-
Threat Description: an unprivileged user gains privileged access and thereby can compromise or destroy the MME. This threat includes those situations in which an attacker has penetrated all system defenses and become part of the trusted system itself.

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.


Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.

Editor's Note: Which security objectives this threat is mapped to is ffs.

***
END OF CHANGES
***
�Addressed by A.7


�Addressed by A.8





