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Abstract of the contribution: This contribution proposes to improve the requirement “B.4.3.2  Minimised kernel network functions” as agreed during the “SCAS” conference call held on 1st April 2015
1 Introduction 
This contribution proposes to improve the requirement
“B.4.3.2
Minimised kernel network functions” by adding others kernel settings that shall be disabled/checked by default to limit the network element functions to the only one needed for its operation. 
The related test cases are proposed in the companion pCR TD S3-151246.
2 Discussion
In order to prevent unauthorized use of services or resources and disruption of availability, functions not needed for the operation of a network element must be deactivated. At least the kernel functionalities collected under the requirement “B.4.3.2
Minimised kernel network functions” shall be disabled by default. They refer to:
· IP Forwarding setting: if  IP Forwarding is enabled, the MME essentially becomes a router and this should not happen because the MME is not intended to be a router. When a network element is not intended to have routing capabilities, existing best practice guidelines (e.g. [ab], [cd], [de]) suggest/recommend to disable IP forwarding. The above mentioned existing best practice guidelines aim for instance to prevent that a network element (e.g. the MME, in this case) forwards data from one network to another,  eventually subverting a firewall that was put there on purpose, to prevent this from happening. 
· Directed Broadcast setting: this functionality if enabled allows smurf attacker to send a single forged ping and have it broadcasted to an entire network of computers  [fg]. To prevent a network element from being used as a smurf attack platform, IP-directed broadcast functionality shall be disabled by default. 
· Proxy Address Resolution Protocol (ARP) setting: Proxy ARP is the technique by which one device (having this feature enabled) answers to ARP requests which are intended for another device. Even if Proxy ARP is a legitimate feature,  it can be abused since the memory of the Proxy ARP device can be exhausted on purpose by the attacker sending a large number of ARP requests. Proxy ARP  technique can also be abused by performing an ARP Cache Poisoning attacks [ef] (that is a form of man-in-the-middle attack). Therefore the Proxy ARP feature shall be disabled by default.
· Gratuitous ARP setting: this messages can be abused to perform ARP  Cache Poisoning attacks [ef], consequently this functionality shall be disabled by default.
· IPv4 Multicast setting: to prevent, for example, smurf and fraggle attacks the support of IPv4 multicast shall de disabled by default.
· Ignoring Broadcasts Request settings: As for the ping request, it's also important to disable broadcast request. When a ICMP echo request is sent to an IP broadcast address (e.g. 192.168.1.255), it is delivered to all nodes on that network which then respond to it. The result can be severe network congestion or outages -denial-of-service attacks. Consequently, this functionality shall be disabled by default.
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B.4.3 
Operating Systems
B.4.3.1
IP-Source address spoofing mitigation

Requirement Name: IP-Source address spoofing mitigation

Requirement Reference: TBA 

Requirement Description: 

Systems shall not process IP packets if their source address is not reachable via the incoming interface.
 Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.

Threat References: TBA

Security Objective References: TBA

Test Case: TBA

B.4.3.2
Minimised kernel network functions

Requirement Name: Minimised kernel network functions.

Requirement Reference: TBA 

Requirement Description: 

Kernel based network functions not needed for the operation of the network element shall be deactivated. 




In particular the following ones shall be disabled by default:

· IP Packet Forwarding between different MME’s interfaces (to prevent that an attack can route malicious packets through the network element in connected networks as recommended by [ab], [cd], [de]) e.g. by setting net.ipv4.conf.all.forwarding=0 in the linux sysctl.conf file;

· Proxy ARP (to prevent resource exhaustion attack and man-in-the-middle attacks as recommended by [ab], [cd], [de]) e.g. by setting net.ipv4.conf.all.proxy_arp = 0 in the linux sysctl.conf file;
· Directed broadcast (to prevent Smurf, Denial of Service attack and others like it as recommended by [ab], [cd], [de], [fg]) e.g. by setting net.inet.ip.directed-broadcast=0
· IPv4 Multicast handling. In particular all packets with IP source or destination address belonging to the multicast IP ranges (224.0.0.0 through 239.255.255.255) shall be discarded by default and multicast route caching and forwarding shall be disabled to prevent smurf and fraggle attacks. It shall be available a configuration option to enable the IPv4  multicast handling if required.

· Gratuitous ARP messages to prevent ARP Cache Poisoning attacks [ef]. In particular, if not necessary, the MME shall not send Unsolicited ARP by default and any incoming Gratuitous ARP requests shall be discarded.
· Answering routine for broadcast ICMP packets. In particular all ICMP ECHO and TIMESTAMP requests sent to MME via broadcast/multicast shall not be answered, for example by setting in the linux sysctl.conf file net.ipv4.icmp_echo_ignore_broadcasts  =  1, as recommended by [ab], [cd], [de]).
Threat References: Denial of Service
Security Objective References: HARDENING 
Test Case: TC_IP_FWD_DISABLING, TC_PROXY_ARP_DISABLING, TC_DIRECTED_BROD_DISABLING, TC_ IP_MULTICAST_HANDLING, TC_GRATUITOUS_ARP_DISABLING, TC_BROADCAST_ICMP_HANDLING 
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�Note added after Jan 2015 SCAS conf call


�The new text below aims to improve the existing examples which then are proposed to be  removed. This way forward was agreed during the call  on the 1st April 2015.





